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BUKOPUCTAHHA 3ACOBIB MACHINE LEARNING
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AHOTALIA

Meta poboTu monsrae B MPOrHO3YBAHHI CepeJHBOI CYMM Y€Ky B 3QJIeXKHOCTI Bif
yacy mepe6YyBAHHA MOKYIIL[iB B TOProBeJEHOMY 3QUII TA MPOTHO3YBAHHI cepeJHbOi
CYMM 4YeKyYy B 3QIeXXHOCTI BiJ Ce30HHMX 0COO/IMBOCTeN MOMMUTY 3 YPaxXyBAHHIM
MOCTITHOTrO HJOPIYHOI0 3DOCTAHHS IiH.

IpoaranizoBaHO MeTOAMKM 3 MPOTHO3YBAHHS. PO3rasHYTO  BUKOPUCTAHHS
Python-6i6miorex. Po3pobiieHO koOjJ pO3B’I3aHHS 3Q3HAYEHMX BHUILE 3a4a4d 3
IPOrHO3YBAHHA Yepe3 JIIHINHY, MOJIHOMIQIBHY perpecii Ta “BUIAAKOBUI Tic”, a
came, MOIIYK 3Q/1eXKHOCTI cepeJHbOI CYMM YeKy Bij 4acy, IPoBeJeHOMY MOKYIII{IMU
B TOProBeJILHOMY 3QJTi, TA 3AJIEXKHOCTI CepeJHEO0i CYMU IeKYy Bij CE30HHMX KOJIMBAHB
IJiH [pPOTAroM KIiIBKOX pOKIiB, i BiJIIOBIJHOrO HPOTHO3YBAHHA. J34IVICHEHO
MOPIBHAHHS Pe3y/IbTATIB JIHINHOI Ta MOJIHOMIQJIBHOI perpecii 3a YMOBY MEHIIIOTO
abo 6inb1oro obcary BxigHUX JAHNUX, HQJAHO MOICHEHHS o0 AOLi/IEHOCTI Bubopy
TOI Yy IHIIIOI IPM MOZE/FOBAHHI HEIIMK/IIIYHMUX MPOLIECIB, | YOMY A/ LUK IIHUX
porjeciB aJeKBATHI pe3yabpTATH Jae Mogeas “Buriagkosoro jaicy”. [I[porpaMamii kojg
i OpuKIagu BXIJHVX JQHUX BUKJAJ€HO Y BiJKPUATHIT JOCTYII.

HaykxoBa HOBM3HQ MOIATAE B IIJIIXAX 3ACTOCYBAHHS Perpecii /11 MOJes FOBAHHS
TQ OPOTHO3YBAHHS CepegHBOI CYMU 4YeKy B 3QIEeXXHOCTI Bif 4dacy mepeOYyBaHHS
HOKYIML]iB B TOPrOBeIEHOMY 3QJTi, @ TAKOX CePeJHBOi CYMU Y€Ky B 3QJIEXKHOCTI BijJ
Ce30HHMX 0cOb/IMBOCTEN MOMUTY 3 YPAXYBAHHSIM ITOCTIHOrO 3DOCTAHHS IJiH.

Ob6paHi mnpukaagu LOUKIIYHOrO | HELUKIIYHOIO eKOHOMIYHMX SABUIL €
HaIIomypeHImuMy, (paxiBLi-IPAKTHKA IJOJEHHO CTUKAIOTHCA i3 AQHQIOTIIHUMU
3aBJQHHAMY, TOMY pe3yabTaTH JaHOi pob6OTHM HQZAIOTH iM I'OTOBI pillleHHSd, IO
ootpebyroTs MiHIMQIBHOI azanTafii mig OpakTudHi moTtpebu, a TAKOX
JEeMOHCTPYIOTh JJOCTYIHICTH iXHEOI'0 PO3rOPTAHHSA HA xMapHoMYy cepegoBuiri AWS i
BIJIIOBIJHO MOXK/JIVMBOCTI iHTerparii 3 pI3HUMM [J>XKepe/laMy JAHUX TQ IHIIUMU
iH(hOPMALIIFTHUMY CHCTEMAMIL.

Knro4oBi cmoBa: MaiiMHHe HABYQHHSA, perpecis, IPOrHO3YBAHH:, 10/ iHOMIQIBHA
perpecis, BUIIQJKOBHII JTiC, TIANTOH

Lo Copyright © 2023, OTA.
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BCTYN

MpoTArom OCTaHHbOrO  AECATUAITTA  CNOCTEPiraeEMo
MOCTIMHO 3pocTatoye B3aEMHE MPOHUMKHEHHA MeToAiB Ta
iHCTPYMEHTIB, TPagMLIMHO NPUTAMaHHUX OAHUM Trany3sam
rocnoAapcrsa i BiANOBiAHMM HayKam, A0 iHWKX; 3’ABNA0TbCA
NepeTMHN TaKMUX AUCUMNAIH, AKi He iCHyBasWn paHiwe abo
iCHyBanu ayxxe obmerkeHo. AKLWO NOeAHAHHA EKOHOMIYHUX i
KOMMN'OTEPHUX HAYK PO3MOYAN0CA MalixKe o4pasy, AK Ti/IbKK
3’AacyBanocs, WO 064YMCNIOBAsIbHI  MOTYXKHOCTI  MOXYTb
BUpilWyBaTH NUTAHHA aBTOMaTU3auii diHaHcoBUX
PO3paxyHKiB, TO 3acObM MAWMHHOIO HaBYaHHA € BiAHOCHO
HOBMMM A1A NPAKTUYHOrO BUKOPUCTAHHA B Chepi EKOHOMIKM,
0COBNMBO 3 METOK MPOrHO3yBaHHA | Tum binbwe 3
ypaxyBaHHAM cneumndikm nigrotosku daxisuis. JoBonivacTo,
€KOHOMICTU-NPAKTUKN MaloTb OOMeXKeHe YABNEHHS Mpo
iHCTPYMEHTU MOJAENOBaHHA | MPOrHo3yBaHHA 3acobamwu
MaLUMHHOIO HaBYaHHA, abo BBaXKaloTb, WO TaKi 3acobu He €
ONA HUX AOCTYMHMMW Yepe3 CKNALHICTb BUKOPUCTAHHSA.
MpoTe B cyyacHOMY CBITi MiXKAMCUMNIIHAPHI 3B’A3KKM CTaloTb

BCE  UiHHIlUMMM, TNOCTiMHE CcaMOCTiliHe MiABULLEHHA
KBanidikauii, B TOMy uucni y cnopigHeHux cdepax,
PO3rNAJAETbCA, AK 3anopyKa KOHKYPEHTOCMPOMOMKHOCTI

¢daxiBuiB, a HeobXiAHICTb PO3B’A3aHHA NPUKAAAHMX 3aday
TiIbKK 3pOCTaE.

AHANI3 NITEPATYPHUX AAHUX TA NOCTAHOBKA
NPOBJIEMU

B ocBiTHi nporpami “EKOHOMIYHa aHaniTMKa” € TaKa
obos’AaskoBa AucuunaiHa, Ak “Coujia/ibHO-eKOHOMIYHEe
NPOrHO3yBaHHA Ta MPOEKTyBaHHA”, OAMH i3 HaABHUX
HaBYa/bHUX NOCIOHUKIB — “lpOrHo3yBaHHA coLia/ibHO-
eKOHOMIYHUX npouecis” 2021 poKy BupaHHa [1]. Uen
NoCibHMK NPOMNOHYE GyHAAMEHTA/IbHY TEOPEeTMYHy b6asy i3
OeTaNbHUM HaBOAWUTb  MOACHEHHSA
MaTeMaTUYHOro anapaTy, BK/AOYAUM pO3raag, perpeciiHmx
mogaenen, npote poboymm iHCTpymeHTOM 0bpaHo Microsoft
Excel, Wwo € uinKom BUNpaBLaHUM AN  OMNaHYBAHHA
3HAaHHAMW Ta HABMYKAMM, ONA MPAKTUYHOrO PO3B’A3aHHA
neBHMX pO3paxyHKOBUX 3aBAaHb, ane He B
aBTOMaTM30BaHOMY pPeXWMi. MMUTaHHA BTINIEHHA MNEBHOro
aBTOMAaTM30BaHOMO PilleHHA 3 MOMUBICTIO iHTErpyBaTH B
iHWi cMcTemu, HaBiTb Taki NPOCTi, AK Be6-CAlT, HEMOXNBO
BMpilWMTKM 3acobamm  Microsoft Excel, Toai naAK nicns
3aKiHYEeHHA HaBYaHHA nepej BYOPALHIMM CTyAEHTAMM —
CbOrOAHILWHIMM MONOANUMM CMIBPOBITHUKAMKN KOMEPLiMHMUX
KOMMaHin abo Aep)KaBHMX YCTAaHOB LiAKOM BiporigHo B
HaMBAMMKUYOMY MAMOYTHBOMY MNOCTAaBAaTUMYTb KOHKPETHi
poboui 3agavi, AKi NoTpebyBaTMMyTb MacwTabyBaHHA Ta
iHTerpauii. B ocBiTHiIA nporpami 6akanaspie “EKOHOMIYHA

OMUCOM  MEeTOoAB,

ISSN 2786-9024

https://doi.org/10.5281/zenodo.10451440

KibepHeTMKA” € 3HaYHO CKAaAHIWWK 33 BUKAALEHHSAM
maTepiany  HaBYa/bHWUM nocibHMK  “MporHo3syBaHHA
colianbHO-eKOHOMIYHMX npouecis” 2022 poky BUAaHHA [2],
agKe cneuianisauis  uux daxisuis € binblWw  BY3bKO
HanpasaeHoto. MpoTe BUHWKAE NMUTAHHA LWOAO CAaMOOCBITU
¢daxiBu,iB, AKi HE MAlOTb MOXKIUBOCTI Yepe3 0bOMeKeHHs B Yaci
OnaHyBaTW OCBITHIO Mporpamy B MoBHOMy o6cA3i, i AKMM
BOAHOYAC HeobXiAHO BUpiWyBaTM NpPAKTUYHI 3agadvi. B
OCBiTHiW nporpami “EKoOHOMiIYHA aHanitTMKa Ta bisHec-
CTAaTUCTUKA” € KYPC 3 OCHOB NporpamysaHHsA Ha moBi Python
[3], wo BXe 3Ha4YHO 6/MKYEe [0 LWMPOKOrO CHEKTpy
NpUKAagHNX Notpeb, ane 3HOBY UA iHGOPMALLA [OCTYMNHA B
mexax GopmanbHOi aKageMmiyHoi OCBiTM | He OXOM/IoE
Ntofaen, 3aliHATMX Ha MOCTiMHIA OCHOBI Y BUPOOHULTBI abo
coepi nocnyr, a TakoXK NigNPUEML,B —3aCHOBHMKIB CTapTanis..
[Ons OCTaHHbLOI TPYNU KPUTUYHMM € 34aTHICTb BifwWyKaTu
NoTpibHi MaTepianun i B CTUCAUIN TepMiH (TUXKHI Kpalle Hixk
MicAUi) OBOJIOAITM HOBUMW ANA  HUX [HCTPYMEHTamu,
nepeBipuUTH, YM BOHU NigX0AATb ANA BUPILLIEHHA iXHiX 3343y,
O4HOYACHO TaKi IHCTPYMEHTU MaloTb BIAMNOBIAATM BMMOram
maclTabyBaHHA Ta iHTerpauii 3 iHWKUMKM iHbopMaLiiHUMM
cMcTeMamu,  nporpamHUM  3abesnevyeHHAm, Towo. B
AHI/IOMOBHOMY CepefoBMUL € AOCUTb 6araTo 3MiCTOBHUX
pob6iT, AK HAYKOBOrO TaK i NPUKNAAHOrO XapaKTepy, 3 NUTaHb
NPOrHO3yBaHHA B3arani [4 — 6], TaK i EKOHOMIYHUX ABMLY,
30KpeMa, npoTe poboTa 3 HUMKM NOTPebye BMCOKOrO PiBHSA
BONIOAHHA aHINiINCbKOKO MOBOIO.

dopmyntoBaHHA  npobnemu: B ymoBax  MNOCTIMHO
3pocTatoyoi NoTPebu B MiNKAUCUMNAIHAPHUX KOMMETeHLifxX
iCHYe pAag, NpUKNagHUX 3ajady 3 MPOrHO3yBaHHA, 30KPEMa,
E€KOHOMIYHOTO, cepej, AKMX BM3HAYeHHA 6arkaHoro yacy
nepebyBaHHA MOKyNuiB B TOProsesbHOMY 3ani Ana
OTPMMaHHA HalbiNbWOoi cepefHbOi CYMU YeKy, a TaKoX
BM3HAYEHHS 3aJIeXKHOCTi CE30HHUX KOJIMBaHb CepeaHboi
CYMM YeKy i3 ypaxyBaHHAM LOPIYHOIO 3POCTaHHA LUjH,
pO3B’A3aHHA  SKMX MOXKAMBe 3acobamu  MaLMHHOIO
HaBYaHHSA.

MerTa: po3pobKa nNporpamHoOro Koay Ha ocHoBi bibnioTek
Python ans nporHosyBaHHA 3a3HaYeHWX BULLE ABMLL. Bubip
MOBM MPOAUKTOBAHWIM Ti MOWMpPEHicTo, AOCTYMHICTIO A0
BiIbHOrO i OE3KOWTOBHOITO BWMKOPWUCTAHHA HaBiTb B
KOMepLiMHMX uinax [7], BiAHOCHOK NerkicTio onaHyBaHHS,
MO/IMBICTIO BWKOHYBaTW [AOCWUTb CKAAfHI BNpasBu 3
nporpamysaHHA 6e3 HeobxigHOCTi BCTAHOBNEHHA MJATHOMO
abo cknagHoro cepefoBuLLa.

3apaui:

1. AHania  TeMaTUYHMX  HAyKOBMX  Z)Kepen i
METOANYHMX MaTepianis.

2. EkcnepumeHTanbHa nepesipKa 3anpoOnoOHOBaHMX B
HUX NpPUKNagie, IXHA afanTauifd nig 3a3HayeHi BuLe
3aBAAHHA 3 NPOrHO3yBaHHA.
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3. Po3pobka i TecTyBaHHA
mMmoZenel NporHo3yBaHHSA.

4, AHanis pesynbTaTiB, OTPUMAHUX Big PO3pobAEHUX
mogenein.

nporpamHoro  Koay

MATEPIAZIU TA METOAU AOCNIAXKEHDb

B pobOTi BMKOPUCTAHO METOAWM  CTPYKTYpPHOro i
NOpPIBHANBHOIO aHanisy, 3 iHGOPMALIMHUM i aHANITUYHUM
niAX040M PO3IAAHYTO HAYKOBY Ta METOAMYHY NliTepaTypy, a
TAKOX OHNANH pecypcu, 3acCTOCOBAHO eKCnepuMeHTasbHi
MeToAM ANA NepeBipKM NPOrpamHOro Koay.

B cepenoBuiLi po3pobHUMKIB NporpamMmHoro 3abesneyeHHsn
iCHye BijOMWI pecypc ANA ONaHyBaHHSA OCHOBaMW Pi3HUX
MOB nporpamyBaHHa W3School [8]. Moro nonynsapHicts
3yMOB/NEHA TUM, WO BiH A03BO/IAE NOKPOKOBO 3HAMOMUTUCA
3 CMHTaKcucom, cneumnodikoto, BbyaoBaHMMM 3acobamum Ta
[OoAaTKoBUMKM  BibnioTekammn  pisHUX 3HA4YHO
CKOPOYYIOUM LIAAX HaBYaHHA Ana ocib, AKi BXe MaloTb

MOB,

YAB/IEHHS NPO TEOPETUYHi OCHOBW MPOrPamMyBaHHS, SK-TO
PO3yMiloTb NPUHLMNM 06’€KTHO-OpiEHTOBaAHOro mnigxoay,
3HaMoOMi 3i CTPYKTypaMu [aHWX, TOWO, TOMY ANA HUX
BMBYEHHA HOBOI MOBM GAKTUYHO 3BOAMTBLCA A0 MNOLUYKY
BiANOBiAi HAa NWUTAHHA, AK 3anucaTu 3acobamu LEl MOBU Te,
WO BOHW B)e BMIOTb iHWOW MoBow. OaHoyacHo, Ans
HOBAYKiB MOKPOKOBE MNOAAHHA MmaTepiasly pasom i3
NPUKNAAAaMM | HaBiTb CUMYIATOPOM, € MOXKHA NOAUBUTUCD
Ha pe3ynbTaTM BUKOHAHHA nNpuKnagy 6e3 posropTaHHA
cepeAoBULLA NPOrpaMyBaHHA, A€ MOX/MBICTb BXe Yepes 1—
2 rOAMHW CaMOCTIHOT poboTK OTPUMATU GYHKLEIOHYOUNIA
dparmeHT Kogy, roToBOro ANA NoAanblNX eKCNEePUMEHTIB.
W3School goctynHuiA aHrniicbkoio moBoto, 6yan cnpobu
nepeKknacTn Moro Ha ykpaiHcbKy [9], ane came posginv npo
NMPOrHO3yBaHHA [OCi He nepeknafeHo (Ha MOMeHT
34ilicHeHHA AaHoi po60Tw, KoBTeHb 2023).

B npoueci posrnagy nybaikauin 3a Temot AoCNigKeHHA
BMHUKAW MNEBHI MWUTaHHA A0 TepMmiHy “nporHosysaHHA”
(aHrnificbkolo  prediction), MOXAMBO Yepes ocb Le
TpakTyBaHHA: “The term regression is used when you try to
find the relationship between variables. In Machine Learning,
and in statistical modeling, that relationship is used to predict
the outcome of future events.” [10]. B nepeknaai
YKpaiHCbKo: “TepMiH perpecia BUKOPUCTOBYETbCA KOAU BU
HaMaraeTecb 3HalTK 3B’A30K MiXK 3MiHHUMKU. B malwmMHHOMY
HaBYaHHI i B CTaTUCTUYHOMY MOZENIOBAHHA TaKUl 3B’A30K
BMKOPUCTOBYETbLCA  ANA  MPOrHO3yBaHHA  pe3y/bTaTiB
MalnbyTHiX noaii.” TAymauyHUA CNOBHWMK aHTINCbKOI MOBM
A€ TaKe BM3Ha4YeHHA cnosy predict: “say or estimate that (a
specified thing) will happen in the future or will be a
consequence of something”. B nepeknagi yKpaiHCbKOIO:

https://doi.org/10.5281/zenodo.10451440

“roBopuMTM uM oUiHIOBaTW, WO (NeBHa piy) TpanuTbca B
MalnbyTHboMy, abo cTaHe Hacnigkom Yorocb”. MNMoxoaKeHHs
LbOro C/I0Ba B aHININCbKIA MOBI, BBaXKaeTbCs, Bigbynochb B
paHHbomy 17-my cToniTTi Big /NaTMHCbKoro praedict —
“3pobuTK BigomMMm 3a3pganerigb, oronocutn”, Big Aiecnosa
praedicere, Big prae- “nepeg” + dicere “rosoputn”.
YKpaiHcbKe C€n0BO  “nporHo3”, Tak AK i aHrnincobke
“prognosis”, noxoauTb Big, rpeubkoro prognosis, Big, pro- “
nepen” + gignoskein “3Hatn”. Ha nobytoBomy piBHi HeMae
CyMHiBiB, Wwo cnoBa “nporHos”, “prediction” matoTb siBHe
BigHOLWEHHA [0 BM3HAYEHHA HEBIZOMOTO, fIKe NeXUTb came
B MalbyTHbOMy, TOro, WO LWe He cTanocA. OaHak, gani B
AaHin poboTi 3'ACOBYETHLCA, LWO NMUTAHHA TEpMiHOIOFiT € HinbL
CKNAAHUM, Ta iIHKOJIM NPU3BOANTD 4,0 XMOHUX TPAKTYBaHb.

B paHii poboTi BMKOpUCTAHO MmaTepiaau i3 posginy
Machine Learning pecypcy W3 School, a Takox matepianu
aetanbHoro onucy 6ibniotekn Skforecast [11]. [Ana
BMKOHaHHA Koapy Python o6paHo pecypcu XmapHoro
cepegosunwa AWS Amazon, a came, pO3ropHyTO HAMMEHLIUI
poctynHuin EC2 cepsep i3 onepauinHoto cuctemoto Linux,
34ilicHeHO oHoB/MeHHA Python o Hosiwoi gocTynHoi Bepcii,
BCTAaHOB/IEHO AoaaTKosi 6ibnioTekn i naketn. [Joctyn Ao
cepBepy 3A4iMCHIOETbCA B TepMiHani, yepes KaHan ssh, gna

pob6oTun 3 dannamn, BK/ItOMAOUM penaryBaHHs,
BuKkopuctosysascs Midnight Commander [12]. Takuii Habip
iHCTPYMEHTIB  OOYMOBNEHUIA  MOM/MBICTIO  LWBWAKOIO

po3ropTaHHA. [eTanbHi MNOKPOKOBI iHCTPYKLII HaBegeHO B
AoKymeHTauiil AWS Amazon [13-14]. BapTo 3ayBasKuUTu, LILO
HOBI KOpWUCTyBadi, AKi Bnepwe 3apeectpyBanumca Ha AWS
Amazon, MalTb NPaBo Ha 6E3KOWTOBHWN Habip MNeBHMX
MiHIManbHMX CepBiciB NPOTArOM POKY, Bigomuii sik Free Tier,
a npu cTBopeHHi EC2 cepBepy € MO3HAYKKM, AKI came TUNK
nignazgarTb MiL ymMoBM OE3KOLWTOBHOMO KOPMUCTYBAaHHA B
pamkax Free Tier. MoBHMi Kog Python ana KoxHoro
NpUKNaay AOCTYMHWA Ha iHTEpPHeT pecypci aBTopa, Aani B
TEKCTi BKa3yloTbCA Ha3BM aliniB, AKi MOXKHA 3aBaHTAXKUTK i3
3a3HaveHoro pecypcy [15].

PE3Y/ZIbTATU OOCNIAXKEHHA

ToproBenbHi Mepei 3acTocoByOTb 0CO6AUBI NigxoaM, Wo
CNOHYKaloTb BiABiAyBaYiB A0 TaK 3BaHMX “iMnynbcHUX”
NMOKYMNOK, TOBTO He 3aBXAM MOKynui npuabaloTb nuwe
HeobXxiaHe abo 3a3aanerifb BU3HaYEHe 33 CMUCKOM MOKYMOK,
3 iHworo 60Ky, MOKynui 3 AO0BrMM CMWCKOM, BOYEBWUAPD,
npoBoAATb bifble Yacy B MarasuHi. ICHye NeBHa 3anexHicTb
Mi*K 4acoM, NpoOBeAEHMM B TOProBeIbHOMY 3ai, i CYMOI0, AKa
BUTPAYAETLCA Ha MOKYNKW. [lna aHanisy AaHoi 3a/i1eXKHOCTi
BUKOPUCTOBYETLCA NOHATTA “cepeaHsa cyma” yeky 3a geskui

yacoBui iHTepBan. B AKocTi  BXiAHUX AaHUX AnA

Copyright © 2023, OTA.
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NPOrHo3yBaHHA 06pPaHO MacmB TaKUX ycepeaHEeHUX 3HAYeHb
(Tabnuua 1). B gaHomy BMMagKy Le AOBiIbHO 06paHUi
MacuB 4ucen, WO 3poCTatoTb. B peanbHOCTi Taki 3HaYeHHA
OTPUMYIOTLCA 4Yepe3 CNOoCTepeXKeHHA 3a MOoKynuAMM Ta
aHanizom iHbopmauii WoAO0 cym IXHiX NOKynoK. [ns
NPUKAALIB AaHOT0 AOCNI AXKEHHA OOCTOBIPHICTb LMX AHUX He
€ BA)K/IMBOI, BaX/MBMM € JIMWE HANPABNEHHA 3MiHU
(3pocTaHHA 3 yacom).

B npoueci gocnigKeHHa 6yno NpoBeAeHO NOPIBHAHHA
mozenell Ha OCHOBI /NiHIMHOI Ta NoniHOMianbHOT perpecii.
Ona noniHomianbHOiI perpecii BUKOPUCTAHO dYHKUj0
linregress i3 6i6niotekn scipy (PucyHok 1). MoBHWMI Kog,
HaBeAeHO B ¢alni linear.py BK/AKYHO i3 MPUKIALOM
nobyaysaHHA rpadikis. CnoBo “perpecia” o3Havae
“cnpoweHHA”, TOBTO BCA CYKYMHICTb BXiAHUX JaHUX
“cnpowyetbca” Ao neBHOI MpoOCTOi 3anexHocTi. CyTHiCTb
NiHiMHOT perpecii 3B0ANTbLCA A0 aBTOMATMYHOIO MOLUYKY
3aKOHOMIPHOCTi, fKa Moxe OyTM onucaHa NiHIkHUM
piBHAHHAM, a B rpadiyHOMy NpeacTaB/AEHHI MA€E BUMAL,
nNPAMOI.

B npoueci gocnigKeHHa 6yno npoBeaeHO MNOPIBHAHHA
Mozenieit Ha OCHOBI NiHiMHOI Ta NoniHOMiaNbHOI perpecin.
Ona noniHomianbHOiI perpecii BUKOPUCTAHO dYHKUjt0
linregress i3 6ibnioTeku scipy (Puc. 1). MoBHMIA Koa HaBeAeHO
B8 danni 1inear.py BKAKOYHO i3 NpMKNagom nobyaysaHHA
rpadikis. Cnoso “perpecis” o3Hauyae “cnpoueHHA”, To6To
BCA CYKYMHICTb BXiAHWX AaHWX “cnpollyeTbca” Ao nesHOI

https://doi.org/10.5281/zenodo.10451440

npocToi 3anexKHocTi. CyTHiCTb NiHiHOI perpecii 3804MUTbCA 4,0
aBTOMATMYHOTO MOLYKY 3aKOHOMIPHOCTI, AKa Moxke 6yTu
onucaHa  NiHIKHUM  piBHAHHAM, a B  rpadiyHomy
npeacTaBeHHI Ma€ BUMAL NPAMOI.

import matplotlib.pyplot as plt

from scipy import stats

time = [5,10,15,20,25,30,35,40,45,508,55,40]

money = [5,7,25,42,88,91,103,150,152,190,195,200]

slope, intercept, r, p, std_err = stats.linregress(time, money)

def myfunc(time):
return slope * time + intercept

model = list(map(myfunc, time))

print("the coefficient of correlation = "+ str(r))

Puc. 1. NliHiHa perpecia

[Onsa HaBeAeHWX BULLE [AHUX OTPUMAHO KoedilieHT
KopenAuii 0.98, wo ceiguMTb NPO afeKBaTHY BiAMNOBIAHICTb
3aNeXKHOCTI, ane cyasaum 3 rpadiky Ha PUCYHKY 2, npama AiHin
He oxonate xBuaumHu 25, 35, 40, 50, 60, anAa ixHboro
BK/IIOYEHHA MOTPiOHA KpwBa, TOMY Aani po3rnagaeTbea
NoNiHOMIanbHA perpecia i NepesipA€ETbCA, YN BOHA Kpalle
OXOMJIOE BCi 33afaHi ToukW. MNoniHoOMianbHa perpecia — ue
nowyKk 6inblW CcKAaAHOI 3aKOHOMIPHOCTI, AKa OMNUCYETbCA
PiBHAHHAM i3 3MiHHOW, WO MNigHOCATbCA A0 ApYyroro,
Tpetboro abo 6inbwwux cTyneHiB, a B rpadiyHOmy
npeacTaB/eHHI CXOXKa Ha Ayry.

Tabauua 1. 3aneXHicTb Cymu YeKy Big yacy

Yac 5 10 15 20 25 30 35 40 45 50 55 60
(xBUANHM)
Cyma (S) 5 7 25 42 88 91 103 | 150 | 152 | 190 | 195 | 200

[Ona HaBefeHWX BULLE [aHUX OTPUMAHO KoedilieHT
Kopenauii 0.98, wo cBiguMTb NPoO aaeKkBaTHy BiANOBIAHICTbL
3aNeXKHOCTI, ane cyaaun 3 rpadiky Ha Puc. 2, npama niHia He
oxonawe xaunmHn 25, 35, 40, 50, 60, a4na iXHbOro BK/IKOYEHHA
notpibHa Kpuea, TOMy Aani pPo3rnAfaeTbcA NONIHOMIaNbHA
perpecif i nepeBipAETbCA, UM BOHA Kpallle OXONJIKOE BCi 3a4aHi
TO4YKuW. MoniHoMiaNbHa perpecis — e Nowyk 6inbw ckaagHoi
3aKOHOMIPHOCTI, AKa ONUCYETLCA PIBHAHHAM i3 3MiHHOO, LW,O
nigHocATbLCA A0 ApPYroro, TpeTboro abo 6inblWwKx cTyneHis, a B
rpadiyHoOMy NpeacTaBNAEHHI CXOXKa Ha ayry.

MoBHWUI Koa NobyA0BKN MoAeni NofiHOMIaNbHOT perpecii is
3acTocyBaHHAM OYHKUiM polyld i polyfit 3 6ibnioTeku
numpy Ta QyHKLii r2 score ANA BU3HaYeHHA KoedillieHTy
netepmiHauii 3 6ibnioTekn sklearn mictutbeca B daiai

polynom.py.

ISSN 2786-9024
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Puc. 2. FpadiK niniliHoi perpecii
CnoyaTKy 34JiACHIOETbCA TPEHyBaHHA MOAeNi Ha BigoMMX
3HAaYeHHAX Yacy i Cym 4ekiB, Aani — NPOrHO3yBaHHA yepes
nepezavy 40 MoAeni 3HaYeHb 4Yacy, ANA AKUX CyMa YEKy He €
BiioMOI0. BUKOHaHHA Aae KoedilieHT aeTepmiHaLii piBHUI
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0.98, W0 BKa3ye Ha BUCOKY HaZilMHICTb pe3ynbTaTiB NPOrHO3Y.
Cno4yaTKy MmoJenb BWKOPUCTOBYETbCA ANA  3aNOBHEHHA
nponyweHnx 3HadeHb Yacy (7, 12, 18, 33, 51 xBWAuWH).
Pe3ynbtat nporHosy rpadiyHo npeacTasBsieHi Ha Puc. 3,
6NaKUTHI TOYKKM BIQNOBIAAIOTL BIAOMMM 3HAYEHHAM, a
nomapaHyeBi MOKa3yloTb pPe3ybTaTi NPOrHo3y, KPMBa JiHiA €
rpadikom noniHomianbHOi Mogeni.

Polynomial

Money
-
=3
8

o 10 20 30 40 50 60
Time

Puc. 3. I'padik noniHomianbHOI perpecii i nporHosy B
Me}Kax 3a4aHOoro AianasoHy
MporHo3yBaHHA 33 MeXXaMM MNOYaTKOBOrO YacoBOro
fAiana3oHy BUKOHYETbCA TUM CaMMM KOZOM mogaeni B daini
polynom.py, ane 3 niacTaBAeHHAM HOBMX 3Ha4YeHb Yacy (65,
70, 75, 90, 120 xBWAWH). Pe3ynbTaT NPOrHO3yBaHHSA
ycepeaHeHUX BUTPaAT BigNoBigHO A0 AaHUX Yacy, WO AeXaTb

33 meXxamu BxigHoi iHpopmaliii, HaBegeHo Ha Puc. 4.

AKWO “6aM3bKi” 3HauyeHHA 65 i 75 XBUAMH AaloTb AKiCb,
MOK/IMBO, aJeKBaTHi pe3ynbTaTn, To 3i 36inblUeHHAM
4acoBOro iHTepBany, BiAxoA4AuM BCe Jani Big Mexi
NOYaTKOBOrO Aiana3oHy CNOCTEPIraeTbCcsA CTPiMKe NagiHHA B
HaNpPAMKY BiZ EMHUX BEINYMH.

Polynomial

-1000

-2000

Money

-3000

-4000

[ 25 50 s 100 125 150 175
Time

Puc. 4. F'padik noniHomianbHOI perpecii i NporHo3y 3a
MeXKaMM 3a[,aHOro gianasoHy

TaKe NpOrHo3yBaHHA HE MA€E HiIKOTO CEHCY, TOXK BUCHOBOK
— noniHomianbHa perpecis ao3Bonde 6inbw abo meHwWw
aKypaTHO AONOBHIOBATK NPOMNYLLEHI AaHi B MeXax 3a4aHoro
AianasoHy, a KOpUCHolo pgna  rpadiyHoro
npeacraBneHHs, abo nobynosu KpMBOI came  LIAAXOM
[JOMOBHEHHA TOYOK Ha rpadiKy, AnA AKMUX He iCHYBaNo BXiAHWX

TAKOX €

https://doi.org/10.5281/zenodo.10451440

OaHuX. He cKnagHo yABMTW, WO MPM 3acTOCYBaHHI AiHIMHOT
perpecii, HOBi NPOrHO30BaHi TOYKWM NEXATUMYTb Ha
NPOAOBKEHI NPAMOI, ane B pamMKax NpuUKAagy [AaHoro
[OCNiAXKEHHs TM Tak camo BpaKyBaTUMe CEHCY, afyKe HEMAE
CYMHIBIB, WO KiZbKICTb rpowei B KMUIIEHAX MOKyNuis €
BE/IMYMHOIO KiHLEBOIO i HABITb AKLLO BOHM NpoBeayTb Lini
AeHb B MarasuHi, TO He MOXYTb BUTPATUTM binblue, Hix
MatoTb. B akocTi ekcnepumeHTy H6yn0 34ilCHEHO BUKOHAHHA
NPOrHo3y Ha Tik camiit mogeni, ane i3 36inblIeHHAM obcary
Nno4YaTKoBMX AaHux (Puc. 5).

36iNblUeHHA KiNbKOCTi eNemMeHTiB B MacuBax BXigHUX
3HayeHb He NpuM3BENO A0 MNOKpPALLeHHA eKcTpanoaAuii 3a
MeKaMm BXifHOTo 4acoBOro Aiana3oHy, NPUHaMMHI B paMKax
po3riAQy 3a/eXHOCTi CyMW YeKy Bif 4Yacy, NpoBeaeHOMY B
cynepmapkeTi. 3i 36inblUeHHAM BIAXOAMKEHHA Big Mex
33[aHOr0 ANA TPeHyBaHHA MoZAesi Aiana3oHy afeKBaTHICTb
NPOrHO3yBaHHA WO € OuYiKyBaHUM A
NPOrHO3yBaHHA 3a/1EXKHOCTI MiXK 0BMEXKEHUMM BENNYMHAMM,
B J@aHOMY BMMAZKY Lie rpOLUi Y KOXKHOFO MOKYNUA i Yac, AKNN
BOHW MOYTb NPOBECTU B MarasuHi.

Mpw po3rnagi 3aneHoCTi cepeHbOI CyMM YEKY Big, micauA
NPOTArOM KifIbKOX POKiB, MAeTbCA MPO NPOLEC 3 NMEBHUMM
KOJINBAHHAMM, @ MPOrHO3 MA€E AaBaTu YABNEHHA, No-Neple,

BTPa4Ya€TbCA,

Npo 3MiHy BUTPAT BiANOBIAHO A0 UMKNAIYHMX NOAIM, TaKUX AK
CBATA, CE30H NITHIX BiANYCTOK, NOYAaTOK HaBYa/bHOIO POKY, i
no-gpyre, npo LWOpPiYHE 3POCTAHHA LiH,
iHpnAUieto.

BUK/INKaAHE

el (t))

, predicted_mor

Puc. 5. NoniHomianbHa perpecia

[na nepesipkM UbOro MpunyweHHa 6ys NiaroToBneHUM
MacuB JaHWX, B AKOMY KOXKHUW e/1eMeHT BKJ/loYaEe AaTy Ta
cepeaHio Cymy YeKy, BCbOro 6 3HauyeHb Ha micAup ans 4
nocnifoBHUX poKiB. [OBHUI Habip micTuTbca y danni
cyclic data.csv. byna pospobneHa mogenb i3
3acTocyBaHHAM b6ibnioTekn sklearn ANA NPOrHO3yBaHHSA
yepes anroputm BunagKosoro nicy (Puc. 6). MoBHUIA Kop,
HaBeaeHo y ¢aini predict.py. be3 rMMboKoro 3aHypeHHn
B LEM anroputm chig NOACHUTU MpUHUMN Moro Aii: ans
Knacudikauii (B gaHOMy BUMNAAKY, AN BUSHAYEHHS CE30HHMX

Copyright © 2023, OTA.
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nepenagis) 6yayloTbca NOriYHi AepeBa NPUNHATTA pilleHb,
KOYKHE pOo3raflyeHHA — LLe NeBHa YMOBa (B LaHOMY BUMAAKY,
YW 3aKIHYYETbCA TPEHA, HA CNAZAHHA YN 3POCTaHHA).

regressor = RandomForestRegressor(max_depth=5, n_estimators=30, random_state=123)

forecaster = ForecasterAutoreg(regressor = regressor,lags = 16)
forecaster.fit(y=datal ‘money'])
predictions = forecaster.predict(12) #

Puc. 6. Perpecia “BunagkoBoro nicy”

HeobxigHicTb eKcnepMmeHTasibHOro BU3HAYeHHA
napameTpiB MaKCMManbHOi FAMBUHM pepeBa  (KinbKicTb
piBHIB pO3rajsy»eHb), KiZIbKOCTI AepeB, a TaKOX KiNbKOCTI
cnocTtepexeHb (064YMCNeHb) ANA OTPUMAHHA HaWKpaLlmx
pe3ynbTaTiB NPOrHO3yBaHHA BapTa OKPEMOTO 3ayBaXKEHHSA; B
Xo4i  JocnigweHHa  6yno  3ailicHeHo  6siM3bko 50
E€KCNepUMEHTIB A8 OTPUMAHHA KiHUEBUX 3HAyeHb, AKi
npuBenn [0 HaMKpalmMx pe3ynbTaTiB  MNPOrHO3y npwu
HaMEHLIOMY 4Yaci BMKOHAHHA KoAy. TaKOX BaXK/MBO
3BEPHYTM yBary Ha ICHYBaHHA Jewo CKAagHuX Aand
NoYaTKiBLIB MeToAiB nepeBipkM ePeKTUBHOCTI MOAENi, TaKMX
AK 3BOPOTHE TECTyBaHHA, MpoTe MeTow JaHoi poboTu €
HaunpocTiwa peanisay,is TOMY HaBiTb
dparmeHT KoAy ANA TeCTyBaHHA MoZeni nicaa ii TpeHyBaHHA
6yN10 BMK/IOYEHO.

Ha Puc. 7 HapaeTbcA rpadivyHe npeacTaBAeHHA

— Training
95 Prediction A f\

NPOrHO3yBaHHS,

% ,// / V | / \ / \\‘/

W X\ | /
“\ C“ \“‘ \V
ml oV :
202 2001 e o3 oo
Puc. 7. Fpadik uuKkniuHMX noain
BiAOMMX JaHuUX Ana 4 nocnifoBHUX pPOKiB, fAKi 6yno
BMKOPUCTAHO ANA TpeHyBaHHA mogeni (61akuTHum), i

NPOrHo3y Ha 5-i pik (nomapaHyeBnm).

BM3Ha4yeHO NeBHi Ce30HHI 3pOCTaHHA i NaAiHHA — HANBULLL
LWOPIYHI cepefHi 3HAYEHHA NPMNALA0Tb HA CepeanHy NiTa,
LLLO BiANOBIZAE Nepioay BigNYCTOK, a TAKOXK Ha nepiog nepea
pi3ABAHMMM Ta HOBOPIYHMMM CBATaMWU. TaKOXK o4veBUaHE
LopiYHe 3pOCTaHHA BCiX 3HaYeHb, TaK HalBULLA cyma AnA
2020 poky byna B paiioHi 93, B 2021 Habausunaca go 95, B
2022 pewo nepesuwmna 95, a 8 2023 3Ha4yHO nepesuwmna
95. AHaNOriyHi WOpPiYHi 3pOCTAaHHA CNOCTepiraloTbCca i Ha
iHLIMX eKCTPEMYMAX, LLLO BKA3y€E Ha NOCTiiHE 3pOCTaHHA LiH,
MMOBIpHO, BHacnigoK iHdaauii. OdikyBaHO, NporHos Ha 2024
pik 36epir 3pa3oK, B pe3ynbTaTi TpPeHyBaHHA i3
3aCTOCYBaHHAM fAaHWUX nonepegHix POKiB MO4enb BipHO
BM3HAYMNA CE30HHI KOIMBAHHA i BigNOBIAHO NOKa3ana TakoX

ISSN 2786-9024
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3POCTaHHA Ha biNbLIOCTI EeKCTpeMyMiB OKpimMm nulie ABOX
“nikis”, AKi BUABUANCA OELLO HMXKUYMMM 3a TaKi cami micaui
nonepeAHbOro POKy. B npuHUMNI, pe3ynbTaTM NpOrHosy
MOXHa BBAXKaTW 3aJ0BiIbHUMMU, TaK AK MOAeNb BU3HAUYNAA
3arasbHi  TpeHAU LWOPIYHOro 3pPOCTaHHA | CE30HHMUX
KONMBaHb. be3cymHiBHO, deHomeHU iHDAALiT | pocTy UiH €
3HAYHO CKNAJHIWMMK,
yepes NOPIBHAHHA ICTOPUUYHMX BE/IMYMH HE BPAaXOBYE MOBHOO
MIipOI0  WMPOKMIA  CNEKTP  Pi3HUX  UYMHHMKIB, TOMY
3aNpOMOHOBAHUIN MpUKNaL CAig PoO3rNsfaTM YMOBHO, B
AKOCTI OeMOHCTpaLii 3acTocyBaHHA MeTo4y BWMNAAKOBOro
Nicy ANA NPOrHO3yBaHHA LMKAIYHUX ABULL,.

NPOCTUA NOWYK 3aKOHOMiPHOCTI

OBroBOPEHHA PE3Y/IbTATIB

O6roBopeHHA pes3ynbTaTiB MaauM Micue nif 4ac 3aHATb 3
KypciB “MogaentoBaHHA Ta ONTMMI3aLia cMcTeM ynpaBaiHHA"
Ta “IHTenekTyanbHi TexHonorii KepyBaHHA” mnporpamu
nigrotoBkn  marictpis rpynn  CYAm-23  [JoHeubKOro
HaAL,iOHANIbHOrO TEXHIYHOTO YHiBEpCUTETY.

BUCHOBKM

1. MpoBeaeHoO aHani3 Axxepesn, 3anNpPonoHOBaAHMI B HUX
maTepian afianToBaHo Nif BUMOru AaHoi poboTu.

2. Po3pobneHo mogeni NporHosyBaHHA cepeaHbol
CYMM YeKy B 3a/IEXKHOCTI BiZ, NpoBeAeHOro B MarasuHi yacy,
AKi 4eMOHCTPYIOTb, WO AiHiMHa i noniHOMIanbHa perpecis,
HaBiTb 33 YyMOBW 36inblieHHA 0bcAry BXigHUX AaHUX, He
0Al0Tb 3a[EKBAaTHOrO MPOrHO3y Mo3a MeXamMu 3a4aHoro
AianasoHy, nNpoTe Taki perpecii gonomaratoTb BigHOBUTU
NPOMyLLeHi 3HaYeHHA B MOr0 MeXKax, a TAaKOX € KOPUCHUMM
ONA Bi3yanisauii AaHUX.

3. Po3pobneHo mogenb  AnA NPOrHO3yBaHHA
3aN1eXKHOCTI cepeHbOi CyMM YEKY Bif, Ce30HHUX KOIMBAHb B
YMOBaX 3pOCTaHHA LiiH Ha OCHOBI AaHUX NonepeaHix nepiosis
i3 3aCTOCYyBaHHAM MeToAy BMNAAKOBOrO Aicy.

4. Bci npuknagu BMKOHaHHA
CYNpOBOAKYIOTbCA MOACHEHHAMM Ta rpadikamu.

5. 3a3HayeHi BMULWE MNpPUKNAAM KoAy AN BiAHOCHO
nNpocTMX 3aJay 3 MPOrHo3yBaHHA Ha MmoBi Python i3
3acTocyBaHHAM 6ibnioTek numpy i sklearn He € CKNag4HUM

NPOrHO3yBaHHA

HaBITb A7 NMOYATKIBLiB, | TOMY HaBeAeHi NPUKAAAN MOXKYTb
6yTV B HaroAi 4n1A NPaKTUYHOrO BUKOPUCTAHHSA i3 BHECEHHAM
MiHIMaNbHUX 3MiH. TaKOX HaZaHO peKomeHaauii woano
[OCTYNHOIO XMApHOTo cepefioBuLLLA BUKOHAHHA KoAay.
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USE OF MACHINE LEARNING TOOLS AND PYTHON
LIBRARIES FOR PREDICTION THROUGH REGRESSIONS

Yakiv (Jacob) Baytelman, Hanna Telychko, Daria
Zhukovska

The purpose of this work is forecasting the average
check amount depending on the time spent by customers
in the retail area and forecasting the average check
amount based on seasonal demand characteristics
considering the constant annual price growth.

Forecast methods were analysed. The use of Python
libraries was considered. The code was developed for
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solving the above-mentioned forecasting tasks through
linear, polynomial and random forest regressions,
specifically, the search for the dependence of the average
check amount on the time spent by customers in the retail
area and the dependence of the average check amount on
seasonal price fluctuations over several years. A
comparison of the results of linear and polynomial
regression was made under conditions of smaller or
larger volumes of the input data, explanations were
provided regarding the appropriateness of choosing one
or the other when modelling non-cyclical processes and
why the random forest model provides adequate results
for cyclical processes. The source code and examples of
input data were shared for public access.

Scientific novelty lies in the ways of applying
regressions for modelling and forecasting the average
check amount depending on the time customers spend in
the retail area as well as the average check amount
depending on seasonal demand characteristics with
consideration of constant price growth.

The selected examples of cyclical and non-cyclical
economic phenomena are the most common ones, and
practitioners face similar tasks daily. Therefore, the
results of this work provide them with ready-made
solutions that require minimal adaptation to practical
needs. Additionally, it demonstrates the feasibility of
deploying them in the AWS cloud environment and the
potential for integration with various data sources and
other information systems.

Keywords: machine learning, regression, prediction,
polynomial regression, random forest, python.
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AHOTALIA

Mera poborn mnonsrae B po3pobyi aaropuTMy mnpiopuresarii BUMOI IIPHU
PO3pOOITFOBAHHI MPOrpaMHOro 3abesriedeHHs /18 MPOEKTIB 00’€KTiB KPUTUYIHOI
iHppaCTPYKTYPH.

Po3pobka Bumor € 6a30Bor0 ¢as3or0 O6Yygb-1KOro MpPOeKTY IMIPOrPaMHOIrO
3abe3nedeHHs, OCKI/IBKY [ (ha3a OB ’'13aHaA 3 ijeHTHiKaLiero BuMor, 06pobkoro Ta
MaHinyaoBaHHAIM. OCHOBHMM [>KepeOM LIMX BUMOI € 3QL[iKaBJIeHi CTOPOHU
poeKTyYy 3 YypaxyBaHHAM oOMe>keHb Ta JiMiTiB ripoekTy. KipkicTs BUMOr pi3HQA A1
KOXHOI'O IIPOEKTY IMporpaMmHoro 3abe3medeHHs [Jis1 00'€KTY KPUTHIHOL
iHppacTpykTYpyU, TOMY TepMiH MIpiopuTe3arfii BUMOI CTOCYETHCS BU3HAYEHHS
piopuUTeTHOCTI MOPSIAKY BHUKOHQHHSA BUMOT [0 MPOrPAMHOrO 3abesriedeHHs
BIJIIOBIJTHO [0 MIPKYBAHb 1| pillleHp 3QL[IKAB/I€HMX CTOpIiH. [[/1a BupillIeHHs
ONTHUMI3ALiMHUX 304a49 BUKODPWCTOBYIOTECA Ppi3HI 3QIPOMNOHOBAHI QJITOPUTMHU
orrumisarjii. B pgadirt poboTri HaBegeHO OCHOBHI eramy 6Q30BMX QJITOPHUTMIB
onruMisaryii, geaki ix mogmeikarii 3 MeTOFO MoKpaljeHHs ix e@eKTUBHOCTI Y
PO3B’a3aHHI Takoro tumy 3agad. Takoxx, Yy Iif CTATTI IPOIMOHYETHCS TiOpUIHMI
migxig, 3acHoBaHMT Ha aaropurMmax onruMizayii WOA ta GWO, yTBopeHMIT 111 IXOM
[OEJHAHHS MepeBar KOXXHOIO QJITOPUTMY 3 METOF0 BU3HAYEHHs IIPIOPUTETHOCTI
BuMor jJo mporpamHoro 3abesmedends OKI Kpim Toro, HaBegeHo Habip JaHux 3
npoexty SKUDA, skuit BUKOPMCTQHO B JJAHOMY JOCT iJ>KeHHI Ta BiJII0OBiJae BUMOram
PeQIbHOIrO MPOrPaMHOro MPOEKTY /15 OL[IHKM 3QIIPOITIOHOBAHOI'O METOAY.

HaykxoBa HoBM3Ha moasrae B Mopaugikaryii, 3acTocyBaHHI TQ MHNOEJHAHHI
pe3yasratis Bigomux anropurmiB GWO ta WOA pgias poss's3aHHA 3a7a4i
npiopuTe3aryii BUMOT JJIs IPOEKTIB IPOrPAMHOIO0 3abe3rnedeHHsa 06 €KTiB KDUTUIHOT
iH(pacTpykTYpH.

3aIpOrTOHOBAHUII WITOPUTM A€ TOYHICTh 927% A/ 3aIIPOIIOHOBAHOTO HAbopy
BUIMOT..

Knrovyosi cmosa: mnpiopuresariis  Bumor, WOA, GWO, o06'exT KpuTHYIHOI
inppacrpyxrypu, OKI, ribpugam migxig

U Copyright © 2023, OTA.
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BCTYN

IH}KeHepia Bumor (IB) € ogHiEl0 3 HAMBaAXKNMUBILINX rany3en
y cdepi iHXeHepii nporpamHoro 3abesneyeHHs. Kpim Toro,
BOHA BBAXAETbCA HaMBaXK/AMBIWOW ¢A30l0 Yy KUTTEBOMY
UMKAI po3pobKM nporpamHoro 3abesnedyeHHsa. La ¢asa
BKNlOYAE igeHTUdIKauilo Ta BMOOPKY BMMOr, aHania Ta
nepesipKy BMMOr i iX AOKymeHTaUito. [pakTMYHO B yCix
NPOEKTax NporpamHoro 3abesneyeHHs iCHylOTb 0BMeXKeHHA
y npoueci po3pobKu, TaKi AK OHOAXKET Ta Yac A0 Buxoay
NPOAYKLIi Ha PUHOK, W0 NPM3BOAMUTL 40 NOETANHOI NOCTaBKKU
NPoeKTiB NporpamHoro 3abesneyeHHA. TaKMM UYMHOM, Y
BE/IMKUX MpOeKTax icHye binblle oAHOro 3aLikaBNeHOro B
pe3y/abTaTax y4aCHWKa, WO YCKAAAHIOE npoLec BUbopy Toro,
AKMIA BUNYCK cnig po3pobnatu nepwum. Us cknagHictb
3MYLUYE iHXXeHepiB nporpaMHoro 3abesneyeHHa epeKTUBHO
BM3HAYaTU MPIOPUTETU BMMOT, WOO NpUMMaTM NpPaBUbHI
pilleHHA WoA0 NOCTaBKM Ta po3pobKku npoekTy [1-2].

OTKe, BW3HaueHHA npioputeTiB  Bumor (RP) €
HaMBaXNUBILWO YacTUHOLO IB, AKa BXOAMUTb A0 CTaii aHanisy
BUMOT. BU3HaYeHHA NpiopuUTETIB BUMOT BBAXKAETbCA OAHIEIO 3
HaMBaXKAUBILIMX Ai Yy NpoLeci CTBOPEHHA MpPOrpamHoro
MPOEKTY Ta HaAaHHA fAKICHOI cUCTeMM, fKYy noTpebye
3aMOBHMK. Y BUMNaZKaX, KOMM Yy NPOEKTi iCHYIOTb }KOPCTKUM
rpadik BUKOHAHHA, HEAOCTATHI PECYPCU Ta BUCOKI OYiKyBaHHA
CMOXWBaYiB, BaX/MBo  onybaikysaTtu HalBaXKNUBILLi
XapaKTEPUCTUKM AKHauwsuawe. Came ue | BUMarae
BM3HAYEHHA NPiOPUTETIB BUMOT.

Mpougec BU3Ha4YeHHA NpiopMTETIB BUMOT NiABULLYE y4acTb
YYaCHUKIB NPOEKTY, BKAOYAOUYMN iX Y BUPILLEHHA NUTaHb, AKI
BMMOTM NMOBWHHI BYTW BKAtOYEHI B NporpamHe 3abesneyeHHs
pa3om 3 iXHbOK BaXK/AMBICTIO Ta BMJMBOM Ha MpoLec
po3pobKK. LA y4yacTb AOMOMarae ydyacHWKam po3ymiTu
OOMeXKeHHs Ta NiMiTU pecypciB MPOEKTy Ta BMpiWyBaTH
KOHQMIKTM MK  Pi3BHUMM  TOUKammM 30py, AKi  AilCHO
BN/AMBalOTb Ha po3pobKy nporpamHoro 3abesneyeHHA. L
KOHONIKTM BMHWMKAOTb 3 PI3HUX LiNei Ta poJsieit y4acHUKIB
npoekTy [3]. TaKUM YMHOM, Y NPOEKTAX 3 BEJIMKOIO KiNbKiCTiO
BMMOI BW3HAYeHHA MPIOPUTETIB CTAE OCHOBOK YCMiXy 4
HeBAayi NPOrpamHoOro MPOAYKTY BiANOBIAHO A0 0bMeXeHb
Ta NimiTiB npoekKTy. LlAa yyacTb Ta B3aEmMofia cnpAamMoBaHi Ha
BM3HAYEHHA NpiOpuTETIB BMMOI 3  ypaxyBaHHAM iX
BaXKAMBOCTI epeKTUBHUM CNOCOOOM Ta KOPUCHUM MOPALKOM.

3 Ui€Ei NPUUYMHM  MOXKHA BMKOPMUCTOBYBATU TEXHIKY
Knactepusauii a4na Knacudikauii BMMOr 3a X BakAMBICTHO.
Knactepusauia AaHuX - oAHa 3 HAaMBAMKAMBIWNUX YHKLUINA Y
coepi BMAOOYTKY [aHWX, AIKAa BOCTAHHE MNPWUBEPTAE yBary
6araTbox aBTOpIB, AOCNIAHUKIB Ta eKcnepTiB. Knactepusauin
- Lle HEeKOHTPOAbOBAHE YNopAAKYBaHHA TUMiB y rpynu [4].
OcHOoBHa MeTa KhaacTepusauii AaHux nonarae B igei
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rpynyBaHHsA O6'eKTiB y TrpynM Ha OCHOBI CXOMOCTi Ta
BiAAMIHHOCTi MiXX HUMM [5-6].

3arasiom, KnacTepmsau,ito MOXKHa NOAINUTM Ha ABi OCHOBHI
KaTeropii: *)KOpCTKy Knactepumsauito i M'aky Knactepusatito. Y
YKOPCTKIM Knactepm3auii o6'ekTM JaHUX HanexaTb Auwe Ao
OZHOTFO KnacTepy, B TOW Yac AK y M'AKilA KnacTepum3auii BCi
OKpemi O06'eKTM [aHMX HafnexaTb A0 OKPeMWUX Knacis vy
nesHomy fianasoHi [5, 7]. OcHoBHa MeTa KnacTepusaLii
AaHUX NONATAE B TOMY, WO BOHAa ONTUManbHO copTye Bci N
JaHux y K KnactepiB Tak, W06 HeABHi TMNW AaHMX CTaau
BuauMnMM [8]. TaKMM UYMHOM, KOMKEH KnacTep MIiCTUTb
06'eKTU JaHUX, AKI CXOXi 32 XapaKTEPUCTMKAMM, a TaKOXK
K/lacTepu BiApi3HAOTLCA OAWMH Big4 ogHoro. OaHum i3
HAMBAXKAUBILLMX METOLIB, AKi BUKOPUCTOBYHOTHCA Yy MPOLLECI
OOCNIAXKEHHS  AaHUX, HEeWPOKOMM'IOTEPHUX TEXHONOTIN,
CcermeHTauji 306paKeHb Ta iHWMX iHXEeHepHUX 3aday, €
KnactepHuii aHanis [9]. Hapasi 6arato metozis Knactepusauii
6ynM  3anponoHOBaHi  AOCNiAHWKAMM Ta no4ineHi Ha
ANTOPUTMU  KNacTepum3aLii Ha OCHOBI mogeni, iepapxidvHi
ANTOPUTMU  KNnacTepusauii, anroputmu Kaactepumsauii Ha
OCHOBi p0o36UTTA, aNrOPMTMK KnacTepmsalyii Ha OCHOBI CiTOK
Ta anropuTMK Knactepumsauii Ha ocHoBsi winbHocTi [8, 10].
[aHi, Aki posginaotbca Ha K KnactepiB, BUKOPUCTOBYHOTb
BiACTaHb EBKAiga AK Mipy y anropuytmax Knacrepusauii Ha
OCHOBi pPO3OUTTA, TaKOX B anropuTmax Kaactepusauii Ha
OCHOBI iEpapxii CTBOPIOETLCA AepeBo rpyn.

OcTaHHIM 4Yacom 6araTo AOCNIAHWKIB 3anponoHyBanu
6e3ni4  MeTaeBPUCTUK | EBPUCTUYHUX aANTOPUTMIB  ANA
BMpilEHHA Npobnem, AKi BUHUKAIOTb Y 3B'A3KY 3 CKAAZHUMMU
Habopamn  pgaHux. [poTe  6inbWwicTb  TeXHiK,  AKi
3aMpONOHOBaHi  ANA BUpilLEHHA npobnem onTumisauii,
6asytoTbcA Ha MeTaeBpPUCTUYHMX anroputmax [9, 11].
OCHOBHa MeTa MeTaeBPUCTU-YHUX aANTOPUTMIB — 3HANTK
ONTUMAsbHI pileHHsa ana GopmyBaHHA KaacTepisB AaHWX Ta
3MEHLWIEHHA nNpobaemu NoKasbHUX MiHimymis [12-13].
OCTaHHi MEeTaeBPUCTUYHI anropuTmMm oOnNTUMmiIzauii — ue
anroputm GWO (Grey Wolf Optimization) Ta anroputm WOA
(Whale Optimization Algorithm).

Anroputm GWO 6yB 3anponoHoBaHuii Mipasanini Ta
iHWuMmn y 2014 poui [14]. Llei anroputm moaentoe NoBeaiHKy
cipux BOBKiB y npupogi nig yac nontosBaHHA. Cipi BOBKM €
OZHVMM 3 HAMBIZOMILLMX XMKAKIB B NpUpoAi. 3a3BMYali BOHM
MBYTb Yy rpynax po3mipom Big 5 40 12 ocobuH. Y umx BOBKiB
iCHYIOTb CTilKi NpaBuaa B couianbHiit iepapxii. 3rigHo 3 [14],
cipi BOBKM BKAtoYatoTb anbda, 6eta, omera Ta AesibTa BOBKIB.
Anbda-BoBK € nigepom cTai i Bignosiaae 3a NPUNHATTA
pilleHb Wwoao NoABaHHA Ta iHWKUX AianbHocTen. beTa-BOBK
OONOMarae BULLOMY PiBHIO NpuAMaTU pilweHHA. Omera-
BOBKM BignoBiganbHi 3a nepegady iHpopmauii Ha HaliBULL
piBHi. YCi iHWIi BOBKM y CTai Ha3MBalOTbCA AEeNbTaMMU.
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Anroputm WOA 6yB 3anponoHoBaHui Mipgxanini Ta
Nbtoicom y 2016 poui [10]. OcHoBHa MOro meTa — 3HaUTU
rnobanbHe oOnNTUManbHe pilleHHA ana 6yab-Akoi 3apdaudi
onTumizauii. F0/0BHA BiIAMIHHICTb LbOro anropuTtmy Bif,
iHWWX MONArAae y MNPUHLMNI, AKUIA PO3BMBAE pPilLEHHA-
KaHOouAaTa Ha KOXKHiM iTepauii onTtumisauii. Kpim Toro,
npouec MNoOJIIOBAHHA KWTIB 3a gonomoroto 6ynbbalkoBoi
Mepexi Bifobpaykae npouec NoMtOBaHHA ropbaTnx KUTiB Ha
AXKepeno iKi.

AHANI3 NITEPATYPHUX OAHUX TA NOCTAHOBKA
NPOBJIEMU

Ik B)Ke 3a3Havanocs, ¢asa npioputesauii Bumor - ue
onepavwif, AKa BU3HAYAE NPIOPUTET OAHIEI BUMOTM NOPIBHAHO
3 iHWKMMK. Kpim Toro, e Halibinbly MOTUBYIOUYMIA HANPSAMOK B
obnacTi iHXKeHepil Ha pgaHuii momeHT 6yno
3anponoHoBaHO 6araTo TexHiK Ans HagaHHA nepesaru
BMMO3i MporpamHoro 3abesneyeHHA MOPIBHAHO 3 iHWMWMM
BMMOramm y TOMY K CaMOMy NPOeKTi. TexHiKn npioputesauii
BMMOT KiacubikyloTbCcA AK NOPALKOBA LIKaNa, OpAMHaNbHA
WKana i BIiAHOCHA LWKana 3 TOYKM 30py MOTYKHOI
npioputetnsauii. HalnoTyXHiWo € BiAHOCHA LWKana, fAKa

BMUMOT.

NOKa3ye€, HAaCKiIbKW O4HA BMMOTa BaXK/IMBILLA 3a iHLIi BUMOTU.
HalimeHL! NOTyXHOK € OpAMHANbHA WKana, AKa BigNoBifae
33 HafaHHA BMMOT B MOPAAKY MPiOpUTETY Ta BM3HAYAE, AKa
BMMOra Bak/MBilla 3a iHWI, ane 6e3 BKasiBKM Ha Te,
HaCKiNbKM came Baxausa.

AHaNITUYHUI iepapxiuHnit npouec (AHP) €
HalnmonynApHiwow i TpaguuinHoto AKa
BiAHOCMTbCSA 0 KNacy BifAHOCHOT WKann. Tomy 10ro 3ragytoTb
Yy BEAUKIW KinbkocTi gocnigreHb [15-17]. Kpim Toro, ioro
BBAXKalOTb CUCTEMHOI TEXHIKOI MPUUHATTA pilleHb, fAKa
BMKOPMUCTOBYETbCA  AAA  nNpiopuTetTMsauii  sumor  ana
KOHKpeTHoro npoekTy [18-19]. BiH nopiBHIOE BCi MOXKAUBI
napu BUMOT Ana iX yNnopAAKYyBaHHA i BU3HAYEHHA, AKa MaE
BULWLMI npiopuTeT. AHP He niaxoguTb ANA NPOEKTIB, Y AKUX €
BE/IMKA KinbKicTb Bumor [20-21]. Tomy 6arato gocnifHuKiB
Hamarasmca 3MeHLWUTU KiNbKiCTb MOpPiBHAHb, HanpwKkaag,
[22-23], i 6ynn 3anponoOHOBAHI Pi3Hi TEXHIKM ANA 3MEHLEHHSA
KiNIbKOCTi NOPiBHAHbL NPMBAN3HO Ha 75%, Taki AK [24].

KymynatueHe  ronocyBaHHa  (Cumulative  Voting)
HasmBaloTb "Tectom Ha 100 gonapis", WO € NpAMONIHIHOO
TEeXHiKOW, Aae cTelkxongepam Hagaetbca 100 yaABHMX
O4MHMUb, AKI Cnig po3noLinnTn cepes HagaHUX BMMOT 40
nporpamHoro 3abe3neyeHHA [25]. Pe3synbTatn
npiopuTeTM3aLlii N04aTLCA Y BUrNALI Bi4HOCHOI LWKaNW.

MexaHiam MoScoW BBaXKaeTbCA OAHMM 3 BUAIB YNCNOBOFO
NPW3HaYyeHHA, AKUIA 300paxkeHunit y [26]. Kpim Toro, un
TEXHIKa Ma€ 4oTMPKU Knacu npioputety: "noBuMHHO 6yTKn",
"moxe 6ytn", " NoBMHHO byTN".

TEXHiKolo,

"noBuHHO 6yTM", "He
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"MoBMHHO BYTK" O3HAYaE, WO BUMOIU, AKi NOTPaNWUIM B Lek
KNnac, NOBUHHI ByTK peanizoBaHi cno4aTky, i Tak gani. "Moxke
6yTn" 03Hauag, WO BUMOra, AKa NOTPanuAa B Liel Kaac, icHyE,
i ue byne 4ynoBO AN NPOrpamHoOro npoaykty. "MoBMHHO
byTn" 03Hayae, Wo BMMOIM, AKi 3HAX04ATbLCA B LLbOMY KAaci,
NoBWHHI Byt peanizoBaHi i 6yayTb 4ysoBummM AnA
NPOrpamHoOro MpoAyKTy, i, HapewTi, "He MNOBUHHO 6yTKn"
03HAYaE, Lo BUMOTM, AKi MOTPanMAKN B LLel KNac, He MOXYTb
6yTn peanisoBaHi Ha AaHOMY eTani, OCKiNIbKM iHWIi BUMOTMY
MatoTb MEHLLKWI NpiopuTeT.

MexaHi3m "copTyBaHHA BynbballKo" BUKOPUCTOBYETLCA
ONA PaH)KyBaHHA e/IeMEHTIB, TaKMX AK BUMOTW. Y Uil TeXHiuj
BMOMpatoTb ABi BUMOIN AN1A NOPIBHAHHA MiX coboto. Y pasi,
AKLLO BMMOra He BMOPSAKOBAHa, iX 0OMiHIOLOTL MicuamM i
NOTiM NMOPIBHIOKOTL 3 iHLIOK BMMOFOHO, | TaK MPOAOBXKYIOTb,
NOKM He OTPMMAIOTb BMOPAAKOBAHMNA CMAMCOK BUMOT Y
cnagalyomy nopagky (Bi4 BMLLOMO A0 HUNKYOrO), AK
BUKOPUCTOBYETLCA B LMX AOCNIAXKEHHAX [27].

TexHika 6iHapHOro NOLWyYKOBOro AepeBa - Le e OA4MH BUA,
METOAY PaHXKYBaHHSA, AKMK OyB 3anponoHoBaHuit y [27].
Kpim Toro, us TexHika byna Bnepue npeacrasneHa [15] ana
npioputetTnsauii BUmor. KoxKeH By30/ y Ui TEXHiLi BKa3ye Ha
BMMOTrY MporpamHoro 3abesneyeHHsa, Ae BCi BUMOrW, WO
3HAX0AATbCA /1IBOPYM Bif AepeBa, MaloTb MEHLIUIA NpiopuTeT
NOPIBHAHO 3 iHWWMW By31amu, TOAi AK iHWi BMMOrM, WO
3HAXoA4ATbCA NpaBopydY Big, JAepeBa, MalTb BULWMUNA
npioputet. O4HAK cnoYaTKy 0bMpPaETbCA OAHA BMMOra, AKa
CTAE KOPEHEBMM BY3/I0M, Ta NOPIBHIOETHCA 3 HECOPTOBAHO
BMMOTOH0. Y pasi, AKWO LA BUMOra Mae MeHLUMIA NpiopuTeT,
HiXX KOpiHb, BOHa LWYKa€e fiBopy4Y Big Aepesa. B iHwomy
BMMagKy BOHa LWYKae npaBopydy Big Aepesa. Onepauin
NOBTOPIOETLCA, MOKM HE OTPMMAEMO BiZLCOPTOBAHE AEepeBo.

Y TexHiui "pgecaTb HaBaXKAUBIWNX BUMOT" cTelKxonaepu
BMbMpalOTb AecATb HaWBaXK/AMBIWWUX BUMOr 3a IiXHbOI
BAXK/IMBICTIO A/1IA HWX, HE BKA3YyUYM BHYTPILIHbOrO paHry
cepes uMx Bumor. Lle pobuTb Lo TexHiKy BianoBigHow Ans
6araTbox CTelKxonaepiB 04HaKOBOI BaXKAMBOCTI [28].

B pob6orti [11] aBTOp BMKOpPMUCTOBYBAB OMNTMMI3aLiMHWNI
anroput™ GWO, AKMI € OAHMM 3 HalbiNbll aKkTyanbHUX
METaeBPUCTUYHUX AaNTOPUTMIB, 4Ns NpiopuTeTUsaLii Bumor
nporpamHoro npoekty. Kpim Toro, uei anroputm 6yB
OUiHEHWN i nopiBHAHWA i3 MexaHismom AHP, ge
3anponoHoBaHa poboTa MoKasasa Kpal, pes3ynbTaTu, Hix
TpaamuinHnit metos AHP npnb6ansHo Ha 30%. 3 iHWworo 60Ky,
B [29] aBTOp 3acTtocoByBaB anroputm WOA, AKkuiA 3HeAaBHa
BUKOPUCTOBYETbCA ANA BUpiweHHA npobaem onTumisauii,
OCKiNIbKM BiH iMiTYe NoBefiHKY KMTA, 3aCTOCOBYIOUN METOL
NoAtOBaHHA 3a gonomoroto 6ynbbalwKoBoTl CiTKK. Llein meTop,
TaKoX OyB ouiHeHuMl 3a gonomoroto AHP, ae pesynbtatu
rnokasanu, WO 3anponoHoBaHa poboTa nepeBepLlye
mexaHiam AHP npn6ansHo Ha 40%.

Copyright © 2023, OTA.
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dopmynioBaHHA  npobnemn: B ymoBax  NOCTIMHO
3pocTaoyoi NoTPpeby B MiKAUCUMNAIHAPHUX KOMMETeHLUiaxX
iCHYe pAag, NpUKNagHWUX 3afady 3 NPOrHO3yBaHHA, 30KpeMa,
€KOHOMIYHOrO, cepef, AKMX BM3HAYEHHA 6aykaHoro uacy
nepebyBaHHA MOKynuis B TOprogesbHOMYy 3ani AnA
OTPMMAHHA HaMbINbWOi cepeaHbOl CYMUM YeKy, a TaKOX
BM3HAUYEHHA 3aNeXHOCTi CEe30HHUX KO/AMBaHb CcepeaHboi
CYMM uYeKy i3 ypaxyBaHHAM LIOPIYHOIO 3POCTAaHHA UiH,
po3B’A3aHHA  AKMX MOXKAMBe 3acobamu  MaLIMHHOIO
HaBYaHHA.

MerTa: po3pobKa NporpamHoOro Koay Ha ocHoBi bibnioTek
Python ana nporHosyBaHHA 3a3Ha4YeHUX BULe ABUL,. Bubip
MOBM MPOAUKTOBAHWUIN Ti MOLWMpPEHicTio, AOCTYNHICTIO A0
BiIbHOr0O i 6GE3KOWTOBHOIO BWMKOPWUCTAHHA HaBiTb B
KOMepLiMHMX Uinsax [7], BiAHOCHOW NErkicTio OnaHyBaHHSA,
MOX/UBICTIO BWMKOHYBATU A0OCUTb CKNagHi  BMpaBu 3
nporpamyBaHHs 6e3 HeobXigHOCTI BCTAHOBNAEHHA MNATHOrO
abo cknagHoro cepefosuLLa.

3apaui:

1. AHani3 TemaTU4YHUX HAYKOBUX AxKepen i MeToaudHuX
martepianis.

2. EKcnepumeHTanbHa nepeBipKka 3anponoHOBaHWX B
HUX TNpUKNagiB, iXHA afanTauifd nig 3a3HayeHi BuLe
3aBAaHHA 3 NPOrHO3YBaHHA.

3. Po3po6Ka i TeCTyBaHHA NPOrpamHoOro Koay moaesnei
NPOrHO3yBaHHA.

4. AHaniz pesynbTaTiB, OTPUMaHUX Big, po3pobaeHmx
moaenen.

MATEPIAZIU TA METOAU AOCNIAXKEHD

B poboTi BWKOPUCTAHO METOAM  CTPYKTYPHOTO i
NOpPiBHANLHOrO aHanisy, 3 iHPopMaUIMHUM i aHaANITUYHMM
niAX040M PO3rNAHYTO HAYKOBY Ta METOAMYHY NiTepaTypy, a
TAKOX OHNAalH pecypcu, 3acCTOCOBAHO EKCMepuMeHTasbHi
MeToaM ONA NepeBipKU NPOrpPamMHoOro Koay.

PE3Y/ZIbTATU AOCNIAXKEHD

[ani po3rnAHyTi OCHOBHi MeToAM, AKi BMKOPWCTaHi AnAa
po3B’A3aHHA NOCTaBNEHO! 3a4aui.

A. lTPIOPUTETU3ALIA BUMOTI

3HaYeHHA NPioPUTETU3ALLIT BUMOT PO3TNAAAETLCA 3 PiI3HUX
TOYOK 30py. CamepBinb BU3HAUMB NPIOPUTETUIALLIO BUMOT AK
OAHEe 3 HaMBAXAMUBILLNX 3aBAAHb AN1A NPUAHATTA pilweHb [15].
3 iHworo 60Ky, ®apcmiT BU3HAE i OCHOBHMM MPOLLECOM Y
chepi nporpamHoi iHXKeHepii,
ileanbHUIN NOPAAOK peanisauii BUMOr ANA NAaHYyBaHHA
BepCi nporpamu Ta HagaHHA HaxaHoi ¢yHKLUiOHaNbHOCTI
AKHanwBemawe. Lle TakoxK npouec BU3HAYEHHA NpiopuTeTy
BMMOT A/1A 3aLiKaBNEeHUX CTOPIH Ha OCHOBI iX BaXK/1MBOCTI

OCKiZIbKM BOHA BM3HaAYa€E
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[16]. Omxke, MM MO¥Kemo 3pobUTM BUCHOBOK, WO
npiopuTeTU3aLia BUMOr nepenbavae BU3SHaYEHHA NpiopuTeTy
3a BaXK/MBICTIO ab0 32 MOXKAMBICTIO BIPOBAAMKEHHSA.

Peanisauis HaliBaxkAuBilIMX onepauii, AKi A03BONAOTbL
OTPMMATM NPUPOCTOBUIN 3BOPOTHUIA 3B'A3OK Bifg, KAIEHTa,
BCTAHOB/IOE rpadik, BUNPaBAAE NMOMUIKMN Ta ycyBae byab-AKi
HEMNOPO3YMIHHA MiX KNIEHTOM i KOpPMOpaLi€l0 Ha paHHix
eTanax, Npu3Bo4AYM A0 3aA0BONIEHOCTI KnieHTa. Kpim Toro,
Le KOPUCHO A1 BUNYYEHHA HENOTPIBHUX BUMOT, AKI MOXKYTb
6yt HeedeKTMBHO BUTpPaTHi, | Bubopy Halbinbl
niaxogawmMx BMMOr ANA KOXHOI Bepcii; ue cnpuae
MalbyTHbOMY MNAHYBAHHIO, 3MEHLUYE PU3UK CKaCyBaHHS,
OLHIOE NepeBaru, PO3CTaBAAE NPIOPUTETU B iHBECTULLIAX Ta
BM3HA4a€ PpiHaHCOBI HACNIAKM WOAO BNPOBALKEHHS KOMXKHOI
sumoru [17].

MpiopuTeTn3auia BUMOT € HaMBAXKAMUBILIOK i KPUTUYHOO
YaCTMHOK aHanizy BUMOr 4epe3 obmexkeHHA pecypcis
NPOEeKTY. IHWMMKN CnoBamu, BaXKKO peasizyBaTu BCi BUMOTU
OAHOYACHO Yepe3 OBMENKEHHA pecypciB, Takux fK rpadik,
nepcoHan i 6waxeT. binbwe TOro, ANA yAOCKOHaNEHHS
OeAKUX MPOEKTIB MOXYTb 3HaZ06MTUCA KinbKa MmicaAuis abo
HaBiTb pOKiB, AKa
NoBWHHa 6yTW peanisoBaHa cnoyvaTKy. Kpim Toro, 6roaxet
Bifirpae BaxAuBy posib, 0cobavMBO nNpu  B3aEMoAii 3
npouecom npioputetnsauii OCKiNbKM  BrogkeT
BBA)KAETbCA MEHLI BaX/IMBOK AIANIbHICTIO B  KOHTEKCTI
iHXeHepii BMMOr MOPIBHAHO 3 IHWWMM aAcNeKTamu
NPOrpamHoi iHXKeHepii. HaBeaeHe BuLLe BKA3ye Ha Te, WO
BMMOIM MAOTb Pi3Hi PiBHI BaXKAMBOCTI, i BAXKKO BU3HAUUTH,
AKA 3 HUX € HalABaXKIUBILLOIO.

Ak 6yn0 3a3HaYeHO BULLE, 3aLLiKaB/IEHi CTOPOHU NPOEKTY €
OCHOBOIO Mpouecy npiopuTeTnsaLii 3 ypaxyBaHHAM bisHec- i
perynaTopHux GpakTopis, OCKiZIbKM BOHWM MatoTb Pi3Hi TOUKM
30py, i KOXEH 3 HWX MOBMHEH BW3HAYUTU HANBULMUI
npiopuTeT BMMOT, W06 3MyCUTU 3aLiKaBAEHi CTOPOHM YiTKO
3ibpaT BCi BIiQHOCHO Ba)K/NMBI BMMOIM, WO CNpPUSE
NiABULLEHHIO KOMYHIiKaLii MiXX HAMKW, HAZ4A€ PO3YMHY OCHOBY
ANA  B3aemogii WOAO BMMOr Ta [03BOMAE MaHYyBaTH
iH}KeHepHi aKTMBHOCTI B pO3yMHMI1 cnocib.

TOMY BaX/1MBO BWU3HA4YNUTU BUMOTY,

BUMOT,

b. AJIFOPUTM GWO

Anroputm GWO - ue oauH i3 meTogis onTMMmizaLii,
HaTXHEHHUX NpUPOAOoto, SAKMKM OyB  3anNpPOMNOHOBAHWM
Mipagsanini Ta iH. y 2014 poui [14]. BiH imiTye noBeaiHKy
Cipux BOBKiB Ha nositoBaHHi. OCHOBHOK METOH anroputmy
GWO € BM3HaYeHHA ONTMMAJIbHOTMO PilleHHA AAA 3afadi 3a
[,0MOMOro0 NoNyAALii NOWYKOBMX areHTiB.

Lli BOBKM 3a3BMYal KMBYTb Y rpynax, KinbKicTb y4acHUKIB
AKMX KONMBAETbCA Big N'ATM A0 ABaHaauaTn. OcHOBHA
BigMIiHHICTb MixK anropntmom GWO Ta iHWKMMKM anroputmamm
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onTMMmi3aLii nonsrae B couianbHiit iepapxii, AKa po3BMBaE
pilleHHA-KaHAMAATa Ha KOXHIN iTepauji onTumisauii. Ha
npaktmyi GWO imiTye noBeAiHKY BOBKIB Yy NOLWYKY Ta Hanagi
Ha XepTB Ha nostoBaHHi. CouianbHa iepapxia y rpyni BOBKiB
nokasaHa Ha Puc. 1 [14].

Anbda Bigobpaxkae nigepa,
KaHOMAATOM Ha piweHHA. Kpim Toro, anbda - AomiHytoui
BOBKW, 32 AKMMM WAayTb iHWi. beTta npeacraBnfe apyroro
KaHAMAATA Ha PilIeHHA, AKMIK gonomarae anbda B NPUNAHATTI
pilUeHb | € MICTKOM MiXK NigepoM Ta peLUTOo 3aroHy, WO rpae
Ha HaWHWXKuUMX piBHAX. [enbTa Bigobpaxkae TpeTboro
KaHAMAATA Ha pilleHHA, AKMI BiANOBIAAE 33 HAACMNAHHA

AKUAN €  HalKpawmm

(1 Responsible for making decisions

O Not necessarily the strongest
member of the pack

O The best in terms of managing

the pack.

plays the role of scapegoat.
Ahways have to submit to all

oc

https://doi.org/10.5281/zenodo.10451666

iHpopmauji Ha aBa BuWMX piBHI (anbdi i 6eTi). Omera
npeacTaBAAE pewTy pilleHb i BIANOBIAAE 32 HAACUNAHHA
iHpOpMaUL,ii Ha TPX BULLUX PiBHI.

DaAKTUYHO MexaHi3M MOJIIOBAHHA BKJ/IKOYAE TPU eTanu:
BiICTEXXEHHA, OTOYEHHA i Hanag Ha 3406uY. TakMM YMHOM,
GWO Bigobparkae maTeMaTUYHUIA METOZ MOJIOBAHHA Cipux
BOBKIB, KM BMKOPWUCTOBYETbCA A/1A BUPILLEHHS CKNAAHUX
3agay  onTumisauii. B OaHOMY KOHTEKCTi, ONTUMAasibHEe
pileHHA NpobaeMu PO3rNALAETLCA AK KepTBa.

Help the alpha in decision-making or
other pack activities.

The best candidate to be the alpha.
Plays the role of an advisor to the
alpha and discipliner for the pack.

B2 20 @

Reinforces the alpha's commands
throughout the pack and gives
feedback to the alpha.

the ather dominant wolves (a

and )

Protect the pack.
Help the dominant wolves in
hunting.

oo

O Responsible for watching the
boundaries of the territary

and warning the pack in case
of any danger.
QO Protect and guarantee the

safety of the pack

‘f:‘i y 7)\.%

‘ / ~
( ’ ﬂ Omega w T‘%

I‘i’i Iv’y

Puc.1. lepapxia cipux BoBkKiB [14]

Pyx TpbOX BEPXHiX PiBHIB iMITYE OTOUYEHHA KEPTBU Cipumm
BOBKamM, WO BigobparkeHo y HacTynHin opmyni (1):

5:‘8-)(10)—7(@) C=2r, (1)

e

t — noToyHa iTepauin,

Xp — BKa3ye Ha BEKTOP No3uLii 3406uui,

X —no3uu,is ciporo BoBKa,

C — BeKTOp Koeoil,ieHTiB,

r2 — obupaeTbeca BUNaAKoBo 3 iHTepsany [0, 1].

Takum 4YnMHOM, pe3ynbTaT BeKTopa D BMKOPUCTOBYETbCA
ONA 3MilLLeHHS KOHKpPeTHoro efiemeHTy B 6ik abo Big obnacri,
B AKiIN 3HAaXO4MTbCA HAWKpaLLe pilUeHHA, WO NpeacTaBAAE
3406414, 32 I0NOMOTrOH0 HACTYNHOrO PiBHAHHA (2):

N

7<(t+1)=‘7<p(t)—K-B A=2ar-a,(2)

ae

r1 — obupaeTbca BUNaAKoBo 3 iHTepBany [0, 1],

a — MiHimisyeTbca Big 2 go 0 npoTtArom nonepeaHbo
3a[aHOT KiNbKoCTi iTepaLii.

o6 nobauntn edektn pisHAHb (1) Ta (2), Ha puc. 2 (a)
NPOoINOCTPOBAHO ABOBMMIPHUI BEKTOP MOMOXKEHHA Ta AesAKi
3 MOX/IMBUX HACTYMHWUX MOMIOXEHb BOBKa. AK BWAHO Ha
LbOMY PWUCYHKY, Cipuii BOBK y nonoxeHHi (X, Y) moxe
OHOBMTWM CBOE MOJIOMKEHHA BIAMNOBIAHO [0 MNOJOMKEHHA
3p06uui (X*, Yx). JogaBwu pi3Hi
HaMKpaloro areHTa Ao nosuu,i,
HanawTyBaTn 3Ha4YeHHA A Ta C BekTopu. Hanpuknag, (X* - X,
Y*) moxkHa oTpumatu, BctaHosmBwmn A = (0, 1) Ta C = (1, 1).

3Ha4YeHHA HaBKOJ0

NOTOYHOT MOXHa

Copyright © 2023, OTA.
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MoKnnBi OHOBAEHI MO3uuii CipOoro BOBKA B TPUBUMIpHOMY
npoctopi 3o06paxeHi Ha Puc. 2 (b). 3BepHiTb yBary, wo
BMNAZKOBI BEKTOPWU i [0O3BONAOTb BOBKAM [OCArTU OyAab-
AKOrO MOJIOKEHHA MiX TO4YKamu, 306paxeHumn Ha Puc. 2.
OTKe, cipuit BOBK MOXE OHOBUTU CBOE MOJIOXKEHHSA
BCEPEAMHI MPOCTOpy, Ta HaBKoAO 3806uyi y 6yab-Aakomy
BMNAZLKOBOMY MiCLLi, BUKOPUCTOBYOUM pPiBHAHHA (1) Ta (2).

Lito *K KOHLEenLito MOXHa NOWNPUTU HA NPOCTIP NOLUYKY 3
n po3mipamu, i cipi BOBKM pyxaTMMyTbCA B rinepkybax (abo
rinepcoepax) HaBKONO HAMKPALLOrO PilleHHsA, OTPMMAHOro
3a 34aHUMKM ymoBamu [14].

b.1. ®A3A [10/1FOBAHHA

Cipi BOBKM MatoTb 34aTHICTb po3ni3HaBaTH
MicL,e3HaxoAXKeHHs 300614 Ta oTouyBaTH iX. [loNOBAHHS, AK
npaBuio, KepyeTbea anbdoto. beTa Ta fenbTa TaKoXK MOXKYTb
yac Big 4acy 6patM yyacTb y nostoBaHHI. OfHak B
abcTpakTHOMY NPOCTOPI NOLWYKY MU HE MAEMO YABJIEHHA NPO
po3TawyBaHHA onTumymy (3a406wudi). Ana maTemaTU4HOoro
MOAENOBAaHHA MWUCAMBCbKOI MOBEAIHKM CipuX BOBKIB MU
BBAYKAEMO, LLLO asibda (HalKpaLLmii BapiaHT piweHHs) 6eTa Ta
[enbTa MaloTb Kpallli 3HaHHA NPO MOTeHLiiHe po3TallyBaHHA
3006u14i. ToMy My 36epiraemo nepLui Tpy HalKpalli pilleHHs,
OTPMMaHi Ha CbOrogHi, Ta 3060B’A3yeEMO iHWIi MOLWYKOBI
areHTM  (BK/IOYalOYM OMeruM) OHOBUTU CBOi  no3wuuji
BiANOBIAHO A0 NO3UL,ii HAlKPALLLOro NOLYKOBOrO areHTa.

Takum unHoMm, Tpu BULWi piBHI a, B i & obumnchtooTbeA 3a
[O0MOMOrOI0 HaCTYNHUX MaTeMaTUYHUX BUpasiB (3-5):

Ba = El')?a_x ,)‘le)‘()a_?A)a'(Ba), (3)

Ds = CZ‘Xﬂ—X‘|X2 = Xp=As-(Dp),(4)
Do =[Ca- X o= X|, X5 = X5— As-(Ds). (5)

Ona matemaTUMYHOro imiTyBaHHA MpoOLECy MOJI0BaAHHA
Ciporo BoBKa MPUMYyCKaeTbcA, Wo a, B i 6 matoTb AOCTATHLO
iHpopmauii Npo MoXKiMBe po3TallyBaHHA KepTBu. binble
nepwi Tpu HaWKpawi
36epiratoTbCA i 3MyLUYIOTb iHWWX areHTiB OHOB/OBATU CBOI
nosuuji BiANoBigHO A0 Kpawmx areHTie a, B i 6. Lia noBeaiHKa
MaTeMaTUYHO npeacTaBAeHa HAcTyMmHUMM Bupasom (6), i
ncesaokoa GWO nokasaHun B Anroputmi 1 [14].

Toro, pilWeHHA, AKi OTPMMaHI,

X+ Xyt X,
3

Aneopumm 1

IHiuianizauisa nonynauii Xi (i=1, 2, 3... n)

IHiuianizauia a, A, C

Po3paxyHOK NpUAATHOCTI A/1A KOXHOro areHTa

Xa = Kpalwmin NOWYKOBUI areHT

X (t+1) = (6)
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XB = 2-i4 Kpawmit NOWYKOBWUIA areHT
X6 = 3-I1 Kpawuii NOWYKOBUI areHT
WHILE (t < makcumanbHa K-CTb iTepauiin)
FOR EACH nowykoBoro areHta
OHOB/IEHHA MO3WLiMA ANA NOTOYHOro MOLIYKOBOrO
areHTa 3a piBHAHHAM (6)
ENDFOR
OHoB/IeHHA a, A, C
Po3paxyHOK NpUAATHOCTI A1 KOXHOro areHTa
OHoBneHHa Xa, XB, X6
t=t+1
ENDWHILE
RETURN Xa

Ha Puc. 3 nokasaHo, AK NOLYKOBUIA areHT OHOB/IHOE CBOIO
nosuujlo BignosigHo Ao anbdu, 6etm Ta genbtn y 2D
NOWYKOBOMY NpOCTOpi. MOXHA nNOMITUTK, WO KiHUeBa
No3uL,A 3HAXO4UTUMETLCA Y BUNAAKOBOMY MiCLi B KOAi, fiKe
BM3HAYAETbCA MOJIOKEHHAMM anbdu, 6etn Ta Aenbtu B
npocTopi nowyky. IHWumu cnosamu, anbda, beta Ta aenbta
OLHIOKOTb MOJIOXKEHHS 3400M4i, a iHWi BOBKM BWMNAAKOBO
OHOBJ/IOIOTb CBOI MO3MLLT HABKOJI0 3406Mui.

b.2 ®A3A HAMALY

AK  3ragyBanoca Buwe, Cipi 3aKiHYYIOTb
MOJIIOBAHHA, aTaKyloun 3406my, nepecrae
pyxatuca. Ana matemMaTUYHOrO MOAENOBAHHA HabMXKeHHA
KEpPTBM MW 3MEHLUYEMO 3HAYeHHA a. 3BepHiTb yBary, Wo
Aiana3oH KonuMBaHb A TaKOX 3MEHLWUYETbCA Ha a. |Hwumun
cnoBamu 4, Le BUNagKoBe 3HAYeHHA B iHTepBani[-a, a], ae a
3MeHLWYyeTbcA 3 2 o 0 npoTtarom iTepauin. Koan BMnagKosi
3HAaYeHHA 3HaYeHb 3HaxoaATbcA B [-1, 1], HacTynHa no3uuis

BOBKU
KON  BOHa

NMOLLYKOBOTO areHTa MOKe 3HAaX0AUTUCb y Byab-AKin nosuuii
Mi3K M1Oro MOTOYHOIO NO3MLLIEID Ta NO3ULLiEl0 3406MYi.

Y BunagKky, fkwo |A| < 1, ue Bignosigae crtparterii
eKkcnayaTauii i cMumynoe noBefiHKy Hanmagy Ha 3406uu. 3
iHworo 60Ky, skwo |A| > 1, ue sianosigae crparerii
DOCNIAXKEHHA | iIMITYe BiaLaneHHA BOBKIB Bif *KepTBU.
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B X*-X- >|

(AX*-X.Y)

(XX YY)

(X*-XY.2) g (X*.Y.2) ;‘

(xey*z*| .

X.V.Z*)|

(XY*Y.2)
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Puc. 2. a) 2D BeKTOp po3TallyBaHHA BOBKA, Ta O4HY 3 MOX/MBUX HACTYNHUX NoKauin [14]
b) 3D BeKTOp po3TallyBaHHA BOBKA, Ta OAHY 3 MOX/IMBUX HAaCTYyNMHUX NoKawiii [14]
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Puc.3. OHOoBAEeHHA no3uuiii B GWO [14]

B. A/JIFTOPUTM WOA

Anroputm WOA € aNropuTMom
3anponoHoBaHMm Mipgskanini Ta Jlbtoicom y 2016 poui [10].
MeTo UbOro anropuTmy € BM3HAYeHHs rno06anbHOro
onTUmymy ans npobnemu 3a AONOMOro0 NonynAuii areHTis
nowyky (KuTis). Mpouec NowyKy NOYNMHAETLCA 3i CTBOPEHHA
KONeKLUii pilleHb-KaHAnAaTiB, AKi BUNAAKOBMM YMHOM
BMbMpatoTbca ana 3agadi. MoTim UA Konekuia noninwyerbea
npoTarom 6aratbox iTepauin 40 AOCATHEHHS 33[0BOJIEHHA
KiHUeBOi ymoBM. Hacnpasgi, KuTK imiTyioTb ocobamsuii
MeToz, MOMoBaHHA, AKMN Ha3MBaeTbca meTogom "bubble-net
feeding" (meToa, MixypoBOT CiTKM), AKMI NOKa3aHuii Ha Puc. 4
[10].

3 Puc. 4 o4yeBMAHO, WO KUT 3raHse 3406u4, pyxaloumnch 3a
CnipaNbHMM MapLIPYTOM HABKOMIO KepTB, YTBOPHOOYMU
6ynbballku nonepeay. TakKMM YMHOM, LiE NPOLEeC NOLWYKY €
OCHOBHMM HaTxHeHHAM gna WOA. Kpim Toro, we ogHum
imiToBaHUm metogom y WOA € MeTo, CKOPOUYEHHSA OTOYEHHS.

onTuMmisaLii,

Puc.4. MoBeaiHKa ropbaTnx KUTiB Ta metoa MixypoBoi
citku [10]
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Kutn-ropbadi oTouytoTb KepTB HaBKono cebe, wob
pO3MoYaT NOJIOBAHHSA Ha HUX 33 LOMNOMOroK MEeToAy NI0BAI

"bubble-net" (meTog 6ynbbalWLIKOBOI CiTKM).

B.1. ®A3A OTOYEHHA

OCKiNnbKM MNONOXKEHHA ONTUMANbHOI CXeMW B MPOCTOPI
noLyky anpiopi Hesigomo, anroputm WOA nepegbauvae, wo
NOTOYHE HalMKpaLLle MOX/NBE PiLLEeHHA € LiIbOBOO }KEPTBOH
abo 6113bKo J0 onTUManbHOrO. Micna BUSHAUYEHHS KPaLLoro
NMOLIYKOBOrO areHTa iHWi MOWYyKOBi areHTM CcnpobyoTb
NOHOBUTW CBOI MO3WMLi WOAO KPaLLOro NOWyKOBOroO areHTa.

Lle noBeAiHKa npeacTaBAeHO HAaCTYyMHMMU PiBHAHHAMM [10]:

D=|C-X*(t)-X(t)|,C=2r, ,(7)
X (t+1) = |X* () — A 5‘,2;2;?1—;,(8)
ae

t — 03Ha4Ya€e NOTOYHY iTepaLito,

A - KoediLiEHTHWNI BEKTOP,

C - KoediLLiEHTHNI BEKTOP,

Xx(t) — BEKTOp poO3TalWyBaHHA HAWKPALWOro pileHHs,
OTPMMAHOTO Ha AaHWI1 MOMEHT,

X(t) — BeKTOp po3TallyBaHHA KUTa,

a - NiHitHo 3meHLwWyeTbes Bia 2 Ao 0 B npoueci iTepauiit,

71— BUNAAKOBWI BEKTOP 3 NpoMixKy [0, 1],

T2 — BUNAAKOBUI BEKTOP 3 NpoMixKy [0, 1].

Puc. 5 inocTpye o06rpyHTYBaHHA piBHAHHA (7) A4nn
OBOBUMIpHOT 3agadi. MonoxkeHHa (X, Y) nowyKosoro areHTa
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MO3Ke BbyTW OHOBJ/IEHO BiAMOBIAHO A0 MOJIOXKEHHA MOTOYHOI
Kpaworo 3anucy (X, Yx). Pi3Hi micua HaBKo/IO Kpaworo
areHTa MOXYTb OYyTM [AOCArHYTi WOAO0 NOTOYHOI NO3MLil,
peryntotoun 3HayeHHA A i C BeKTopiB.
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Puc.5. 2D BeKTopM No3uuiii i iXx MOXKAUBI HaCTyNHi
nonoeHHa (X*, Y* - Kpawe pilueHHA, OTpMMaHe Ha gaHuit

momeHT) [10]

\

MornuBa nosuuia MOHOBAEHHA MOLIYKOBOrO areHTa B
TPMBUMIPHOMY NPOCTOPI TaKOXK 306parkeHa Ha puc. 6.
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Puc.6. 3D BeKTOpM No3uULiii i IX MOXKAMBI HAaCTYNHi
nonoKeHHsa (X*, Y*, Z* - Kpauye pileHHA, oTpumaHe Ha
BaHui momeHT) [10]

Cnip, 3a3HaunTH, WO LWAAXOM BWU3HAYEHHA BUMNAAKOBMX
BEKTOPIiB T1 Ta T2 MOMHa AOCArTM 6yab-AKkoi no3umuii B
NOLWYKOBOMY MNPOCTOPIi, PO3TAWOBAHOI MiXK KAHOYOBUMU
TOYKaMM, NOoKasaHUMM Ha Puc. 5 ta Puc. 6.

OTXe, piBHAHHA (8) 403BO/AE OyAb-SKOMY MOLIYKOBOMY
areHTy OHOBJIIOBAaTU CBOK MNO3WULiI0 HABKOJIO MOTOYHOrO
KpaLLoro pilleHHA, TUM CAMUM — iMIiTYE OTOYEHHA KepTeu. Ty
K KOHLENUil0 MOXHa MOWMPUTU Ha MPOCTIP MOLWYKY 3 N
BMMipaMK, i MNOLWYKOBI areHTM 6yayTb nepemiwatuca y
rinepkybi(ax) HaBKOMO KpawOro pilleHHs, OTPUMaHOro Ha
OAHUA MOMEHT.

X*Y*-Y) (X.Y*Y)

Z°x
\./
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AK 3ragyBanocA paHilwe, ropbaTi KUTU TAKOXK aTaKyloTb
340614, BUKOPUCTOBYIOUM CTPATErito NyxXmpyacToi CiTku. Ona
MATeMATUYHOro MOAE/It0BaHHA NOBEAIHKN NyXMPYaTOl CiTKM

ropb6atnmx KuTiB po3pobseHO ABa MiAXOAW: MexaHi3mwu
CKOPOYEHHA OTOYEHHA Ta MOWYKY 3a [AOMNOMOrot
6ynbbaLLKoBOI CiTKM.

MexaHi3Mm CKOpPOYEHHA OTOYEHHA: TaKa MNoBejiHKa

OOCArAETbCA 3MEHLWEHHSAM 3HAYeHHs a B piBHAHHI (8).
3BepHiTb yBary, WO pAiana3soH KoauBaHb A  TaKoX
3MEHLYETbCA Ha a. IHWuMmKM cnoBamn, A € BMMASKOBUM
3Ha4YeHHAM B iHTepBani [-a, al, Ae a 3meHwyeTbca 3 2 go 0
NpoTArom iTepauiii. BcTaHOBAOOUYM BUNAAKOBI 3HAaY€HHA A1A
A B pianasoHi [-1,1], HOBY MO3MUi0 MOLWYKOBOrO areHTa
MOXHa BU3HAUYUTK A€ 3aBroAHO, MiXK MOYATKOBO MO3ULLIED
areHTa Ta NO3UL,iE0 MOTOYHOIO HalMKPaLLLOro areHTa.

Ha Puc. 7 nokasaHo MOX/1MBi nonoKeHHsn Big, (X, Y) 4o (Xx,
Y*), AKUX MOXHa [ocArTM 3a gonomorolo 0< A <1 y
ABOBUMIpPHOMY NPOCTOPI.

MexaHi3m cnipanbHOro OHOB/EHHA NO3ULi. K BUAHO Ha
Puc. 8, uei nigxia cnoyaTky 06YNUCIOE BiACTaHb MiXK KUTOM,
wo 3HaxoanTtbea B (X, Y), i 3406Muuto, WO 3HaxoanTbeA B (X*,
Y*). TloTim CTBOPIOETbCA  CMipanbHe  PiBHAHHSA
NONIOMEHHAM KuUTa i 3806Mudto, Wo6 imiTyBaTU cnipanbHWUiA
pyx ropbaTux KUTiB, AK MOKa3aHO HUXKYeE:

MiXK

X (t+1) = D'-e" -cos(2zl) + X (t) (9),

ae

b — nocTiliHa, Wwo BM3Havyae popmy forapndmivHoi cnipani,

| — BKa3ye Ha BunagKose uncno B [-1, 1],

D’ = | X (t) — X (t)]| - BKa3ye Ha BigCTaHb MiXK i-M KUTOM Ta
KepTeoto.

3BepHiTb yBary, wWo ropbaTi KMTU NaBatoTb HaBKOJ/O
300614 NO 3BY)KYOUOMY KOJi i NO cnipanbHiit TpaekTopii
opHouacHo. LUlob 3moaentoBat L0 04HOYACHY MOBELIHKY,
MW NPUNYCKAEMO, WO icHYe 50%-a MOBIpHICTb BUBOPY MiXK
MEeXaHi3MOM CKOpOYeHHA OTo4YeHHs abo cnipanbHoOi mogeni
ONA OHOBNEHHA MNONOXKEHHA KUTiB B NpoLeci onTumisau,ii.

Lle noBegiHKa maTemaTU4HO MpeacTaBAeHa HACTYMHUMMU
piBHAHHAMM (10):

;((tJrl): X *(t)— A D, sikwgo p < 0,5

(10)
D’-e" -cos(27l) + X (t), ko p > 0,5

ae

p — ue BMnagKose ymcno B [0, 1],

t — NpeacTaBAAEe NOTOYHY iTepay,ito.
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Puc.7. MexaHi3am noluyKy 3a gonomoroto 6ynbb6allKoBoi citku, peanisoBaHuii B WOA (X* - HaliKpale pilueHHs,
OTPMMaHe Ha AaHUI MOMEHT), MeXaHi3M CKOpPOUYeHHSA 0TouYeHHA [10]

Puc.8. MexaHiam gocnigeHHs, peanizoBaHuit B WOA
(X* - ue BMUNagKoBO 06pPaHMIA NOLIYKOBUIA areHT)

B.2. ®A3A PO3BIJIKN

Y pasi, fSKwo 3agaHo npobnaemy, WOA nouymHae
ONTMMIi3aLito  Uujei npobaemu, TreHepyrun  KoJeKLito
BMMaAKOBUX pilleHb. Ha KOXHIiN iTepauii areHTn oOHOBAOOTL
CBOE PO3TaLlyBaHHA B 3a/1€XHOCTI Bif BUNaAKoBO BUBpaHoro
areHTa abo HaMKpaLLOro areHTa, AKUM BUrpaB A0 LbOro Yacy.

ISSN 2786-9024

Ons 3abesneveHHs ¢a3n  JOCNIAKEHHA iHWI areHTn
OHOBJ/IOIOTb CBOI MO3MLIT HAa OCHOBI HAaWKPALLOro pPilLUeHHS,
AKe ONOPHOIO TOUKO, Koan |A| > 1. Y iHWoMy BUNaAKy, KOan
|A] <1, HallKpale pileHHA BUKOHYE iHLWY POJib 3 ONMOPHOIO
TouyKoto (Puc. 8).

MaTtemaTnyHa moaenb BUrNA4a€E HacTynmHUM YnHom (11-

12):
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N

D=

C. 7<rand—7<(t)‘ (1)

X (t+1) :‘)?,and—?\. B‘, (12)

ae

t — 03HaYa€e NOTOYHY iTepaLito,

A - KoediLLiEHTHUI BEKTOP,

Xrand — BeKTOp BMNagKoBO BUOPAHOro Kuta (i3 noTouHoi
nonynau,ii).

Mcespokoa WOA nokasaHo B Anroputmi 2 [10].
Aneopumm 2
IHiuianisauia kutoBoi nonynauii X (=1, 2, ... n)
Po3paxyHOK NPUAATHOCTI KOXHOMO areHTa
X *= HaWKpalLmii NOLYKOBUIA areHT
WHILE (7< makcumasnbHa K-CTb iTepalii)
FOR EACH nowyKoBOro areHTy
OHOBJIEHHA a, 4, C, ITa p
IF1 (p<0.5)
IF2 (41<1)

OHOB/MEHHA BeKTOopa MNO3MULiA  MOTOYHOro
MOLUYKOBOrO areHTa 3a piBHAHHAM (7)
ELSE IF2 (412 1)

BunagkoBo BMOPATM MOLIYKOBOrO areHTa
(xrand)
OHOBNEHHA BEKTOpa MO3UUiA  NOTOYHOro
NOLIYKOBOrO areHTa 3a piBHAHHAM (12)
ENDIF2
ELSE IF1 (p2 0.5)
OHOBNEHHA  BEKTOpa MO3ULiM  MOTOYHOro
MOLYKOBOro areHTa 3a piBHAHHAM (9)
ENDIF1
ENDFOR
MepeBipKa KOXKHOMO MOLUIYKOBOrO areHTa Ha BuWXig, 3a

rpaHuui
Po3paxyHOK NpMAaaTHOCTI KOXKHOMo areHTa
OHoBANEeHHA X*
t=t+1
ENDWHILE
RETURN X~

PE3Y/ZIbTATU OOCNIAXKEHHA

3AMPOMOHOBAHUM AJIFOPUTM (HYGWWOA)

Migxia, 3anponoOHOBaHMKA Yy UbOMY [OOCAIAMEHHI, B
OCHOBHOMY PO3pPO6AEHUIA LWNAXOM NOEAHAHHA anropUTMiB
WOA ta GWO 3 meToto CTBOPEHHA ribpugHoro nigxoay, AKUn
"HYyGWWOA". Mpouec NoEAHAHHA
34IMCHIOETbCA WNAXom o6'egHaHHA nepeBar KOXHOro 3
ANrOPUTMIB, AKIi BUKOPUCTOBYIOTHCA B LLbOMY A0CAIOMKEHHI.
OcHoBHoto nepesaroto GWO € Te, WO 3 KOXHOMO Kaacrepy
BMBMPAOTHCA TPU HAMBULLMX 3HAYEHHA, AKi BBaXKatOTbCA ., B
i 6, i Ui 3HaYeHHA NpPeACTaBAAOTb TPWU HAMKpaLYi pPilLeHHs 3

Ha3UBAETbCA

https://doi.org/10.5281/zenodo.10451666

LbOro Kjactepy, 3 ypaxyBaHHAM OOMEXKEHHs KinbKoOCTi
YYaCHUKIB y rpyni B cepeaHbomy Big, 5 Ao 12 By3nis. 3 iHWoOro
60Ky, y WOA Hemae obmexeHb A/1A KiZIbKOCTi y4aCHUKIB Y
rpyni, i, HapewTi, y WOA HeMma€e TON-Tpu HalKpaLLWX PiLleHb,
a 3amicTb UbOro - oAHe. BpaxoByruu BuLieHaBeaeHe,
HyGWWOA nponoHyeTbCA 34iIMCHUTU NOEAHAHHA UUX ABOX
anropuTmis, 3actocosytoun anroputm WOA ona YHUKHEHHA
obMeKeHb KiNbKOCTi y4acHUKIB y rpyni Ta obupatoumn Ton-Tpum
HaMBULLMX pilLeHHS, AK ue pobutsb GWO.

AK i Oyab-AKMA  METAaeBPUCTUYHUIA  ONTUMI3aLiMHMIA
aNropuT™M, 3aNPOMNOHOBAHWUIA aNrOPUTM CKNAAAETbCA 3 ABOX
etanis. MNepwnit - ue eTan AOCNiAKEHHA, TOAl AK APYrUA -
eTan ekcnayaTauii.

Y UubOoMy JOCAIAXEHHI 3anponOHOBAaHWUI  anropuTm
HYyGWWOA BWKOPUCTOBYETbCA A7 TMOWYKY B YCbOMY
NPOCTOPi MOLWYKY 3 METOK 3HaXOAXKEHHA BCiX MOXIMBUX
Xrand. Ui Xrand BigirpatoTe BaxauBy ponb B eTani
[oCniaXKeHHs. 3 iHWoro 60Ky, AKWO byAb-AKMI areHT NOLLYKY
6aunTb 3006MY, BBAXKAETbCA, WO Le Xrand, i uel npouec
MOLWYKY 34iMCHIOETbCA 33 JONOMOrot0 CTBOPEHHSA Bybbalwok
no wnAaxy, AKMM yTBoptoe dopmy cnipani, i MOro Ha3mBatoTb
TEXHIKOO NO/ItOBAHHSA Ha Mepey 6ynbballoK. TaKMm YMHOM,
KONM Oyab-AKMIM areHT nowyKy 6aunTb Oynbbaliku, ue
03HAYa€, WO BOHW HanexaTb A0 Ui€i chipani. Y Bunagky,
AKLLLO 0A4HOYacHO € H6araTto cnipanen Big pisHMX Xrand, KOXKHa
3 HUX PO3MNALAETLCA AK KAacTep B NPOCTOPi MOLWYKY, i B
KOXXHOMY 3 HUX € MepLui TpM HaliKpalli pilweHHs Xa, XB i X6.
Ua nepesara B3saTa 3 aaroputmy GWO, Toai Ak nonepeagHin
CLLeHapin NnpeacTaBAAEe eTan eKcnayaTauii.

Ha Ko»KHil iTepauii, nicna BU3HaYeHHA HAaNKpaLLUX pilleHb
Xa, XB i X8, iHWi areHTX NOLYKY OHOBAOIOTL CBOT NO3MLii B
KnacTepi. BpaxoBytoum 3HaueHHA abcontoTHOro A, AKLLLO BOHO
6inblie oANHULI, LLe O3HAYAE, L0 areHT NOLWYKY BUXOANUTb 33
Mexi Knactepa (cnipani), i Momy noTpibHO WyKaTK iHWWUIA
Xrand, wo6 Hanexatm [0 HOBOro Knactepa. B iHwomy
BMNAAKY abCcoNtoTHE 3HaAYeHHA A MeHLWe oAMHMUI, LWwo
03HAYa€, WO areHT MOWYKY 3a/MLWAETbCA B KnacTepi i
HabauxKaeTbca A0 3406uui.

Y uit poboTi NPONOHYETbCA MNOKPALWEHW Niaxia, AKuin
NOESHYE  HELWO[aBHO  3aMpOMoOHOBaHi  bioiHcnipoBaHi
ONTUMI3aLifHi TeXHiIKK, AKi 6yan po3pobnaeri Mipaxanini Ta
iHWKMK, a came anroputmm GWO i WOA, wo imitytoTb
TEXHIKM MNoNtOBaHHA B npupogi. MNoTim Ans BU3HAYEHHA
npiopuTeTiB BUMOT BUKOPUCTOBYETbCA anropntm HyGWWOA.
[nsa oTpMaHHA NpiopuTeTy BUMOT 3aCTOCOBYETLCA AaATOPUTM
HYyGWWOA. Anroputm 3 npeactaBAfi€ pPeKoMeHA0BaHWUM
ncesgokog anroputmy HyGWWOA.

Aneopumm 3
BEGIN
IHiuianisyBatn nonynauito arextis X (1= 1, 2, 3.....

n)

Copyright © 2023, OTA.
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IHiuianisyBatm G, ri a
BunagkoBmMm YMHOM BMOPATU Xan
Po3paxyBaTu BiACTaHb MiXK KOXHUM Kutom (#) Ta
ycima X 3a piBHAHHAM (1)
IF arenT (i) He npusHayeHui
npusHaunTtn areHta (i) Moro HanbANKYOMY X
CALL FITNESS ana KoxHoro areHTa (i)
CALL CLUSTER
CALL RP
NOBEPHYTM HAWKpaLLe pilleHHA
ENDIF
END

A. ETAM IHILIA/IBALIT

Ha nouaTtky iHiuiani3yiTe nonynAuito areHTiB, AK NOKa3aHO
B8 AnropuTmi 3. KinbKicTb areHTiB BUBMPAETbCA BUMNALKOBMM
YMHOM A/1A reHepaLii bynbbalKku, AKa BUINALAE AK KOHYC
(cnipanbHa dopma). MoTim BUMIpANTE BiACTaHb MiXK ycima
areHTamu Ta Bcima Xrand, wo6 npusHa4mTL ix HaltbanxKYomy
i 3'eaHaTV Lo rpyny, Wob BoHa cTana ii uneHom.

B. ®ITHEC-®YHKLIA

Ha ocHosBi piBHAHHA (13), Xrand cTBOptoe 6ynbbalikoBy
CiTKY, KoM BiH 6auuTb KepTBy, BCi areHTu, fAKi 6ayatb
6ynbbalkoBy CiTKy, OyayTb acouitoBaTUCA 3 KJ/acTepom
(cnipannto). OTxe, npueaHanucs Ao
Knactepa, NOBMHHI OHOBWUTM CBOi PO3TALLYBAHHA B HANPAMKY
po3TawyBaHHA Xrand, AK NnoKa3aHo B AnropuTtmi 4. 3 iHWoro
6OKy, Ui areHTM OHOB/IOKTbL CBOi pO3TallyBaHHA B
3a/1eXKHOCTI Bifg, 3HaYeHHA abcontoTHoro A. Y Bunaaky, AKLWo
|A] meHwWwe 33 OAMHWLIO, UEe O3HAYAE, WO areHT BCe Lie
BXOAWUTb [0 KjiacTepa i OHOBAIOE CBOE PO3TallyBaHHA 3a
OOMOMOrol0 PiBHAHHA (13). B iHWOMYy BMNagKy, AKwo |A|
6inbwe abo AOPIBHIOE OAMHULI, LEe O3HAYaE, WO areHT He
HaNeXuTb A0 KaacTtepa, TOMy BiH WYyKa€E iHWKIKA Xrand ana
acoujauii, BUKOpUCTOBYHOUYM piBHAHHA (14). LA nosegjiHKa
npeactaBneHa MaTemMaTMyHo piBHAHHAMKM (13, 14) Ta
piBHAHHAM (15).

iHWi areHTn, skKi

)_<)(t+1) =D’-e” -cos(27l) + )?(t), (13)
;((t-i—l) = )?rand_z' B: (14)
v=Ltarm (1)

3

ae
r — pagiyc 6ynbbalKoOBOI CiTKM, SKMA € MNOCTiINHOM
BenmuunHoto (r=12),
h — Bucota 6ynbbalKoBOI CiTKM,

BMMNAAKOBMM YNHOM MiXK 51 15.

Anzopumm 4. ®ynkuisa FITNESS
PROCEDURE FITNESS

AKa BVI6VIpa€TbCF|
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BEGIN
X CTBOpIOE OynbballkoBy CiTKY 3a [0MNOMOroto
dopmynu (13)
FOR EACH areHTa nowyky (/)
Oxosutn a, 4, CTa L
Po3paxyBaTu BiACTaHb MiK KOXHMUM areHTom (i) Ta
X.na 33 gonomoroto popmynum (1)
IF (A1)
OHOBWUTU MONOMKEHHA MNOTOYHOro areHta (i) 3a
aonomoroto dopmynm (13)
ELSE
Bubpatn HOBWUIA Xuw BUNAZKOBUM HNHOM
OHOBWUTU MONOXKEHHA NOTOYHOro areHta (i) 3a
ponomoroto dopmynu (14)
ENDIF
ENDFOR
END

C. K/IACTEPU3ALIA

Ak NoKasaHo B AnropuTtmi 5, KoxkHWUI knactep K mae Xrand,
AKMN  BMOMPAETBCA  BMMALKOBUM dyHKLin
NPWUCTOCOBAHOCTI PO3PAXOBYETLCA A/1A KOXKHOrMO areHTa 3
METOI MepeBipKU, UM B6aunTb uel areHT 6ynbballiky, AKy
ctBopuB Xrand. IHWWMKM cnoBamu, LeW areHT Bce Lie
NpPUEAHAHUMA A0 Uuiei cnipani. Y BUNaAaKy, AKWO areHT He
6aunTb 6yNbOaLLKY, BiH WYKaE iHWKIA Xrand, 40 AKOro MoXHa
npueaHaTmca. TakumM YMHOM, KOXKeH Knactep K oTpumye Xa,
XB Ta X6, AKi npeacTaBnAldTb Neplwi TpU HalBarKAMBIWi

YNHOM.

BMMOTU Y LUbOMY KiacTepi.
Aneopumm 5. ®yukuisa CLUSTER
PROCEDURE CLUSTER
BEGIN
FOR EACH «knactepa K
Bubpatn X... BUNaAKOBUM YMHOM
Bubpatn Xa, Xs 1a Xs
WHILE (7 = max_iterafion)
CALL FITNESS
CALL RP
ENDWHILE
RETURN X;, Xs Ta Xs
ENDFOR
END

D. ®YHKLIA NMPIOPUTE3ALIT BUMOT

AK B)Ke 06roBopeHO Ha eTani Knactepusauii, KOXHUMI
areHT y npocTopi NOWYyKy npeacTaBase Bumory 3 i
BaXK/IMBICTIO; LA BaKAMBICTb Bigobpakae ii 3HAYeHHs B
npoueci  po3pobKM  UibOBOrO  NPOEKTY  KPUTUYHOI
iHpopmauiiHoi iHppacTpyKTYpU. Usa BaXK/IMBICTb
PO3paxOBYETbCA BiAMOBIAHO A0 PaH)KYBaHHA 3aLliKaBlEHUX
CTOPiH AN KOXXHOI BUMOTM 3 ypaxXyBaHHAM BaXKAMBOCTI L€l
3aLliKaBNeHOi CTOPOHM Ta ii BNAMBY Ha NPOEKT.
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OCKIiNbKKN KOXHa 3aLuiKaBieHa CTOPOHA HanexuTb 40 poni
B LibOBOMY CepenoBuLLi, oA AKOro byayeTbcAa cucTema,
paHr poni Mae NPAMWIA BMNIMB Ha BaK/MBICTb 3aLikaBieHOl
CTOPOHU. TaKMM UYMHOM, NPU PO3PaAXyHKaAX BAMKAMUBOCTI
3aLiKaB/IeHOI CTOPOHW paHr POoJii BiAirpae KAYOBY POJib.

3rifHO 3 nNPOEKTHMM cepefoBullem, crepwy 6yae
pO3paxoBaHO BaK/IMBICTb PO Ha OCHOBI pPaHXyBaHHA
3aLiKaB/IeHMX CTOPIH 32 piBHEM BaXX/IMBOCTI 3aLiKaB/eHOI
CTOpOHM (16):

RR,. +1—Rank(R(i))

Rinf (I) ™ ,(16)
YRR, +1—Rank(R(j))
j=1
ne
RR. .« - MaKcmanbHUi paHr B CIUCKY poneil,

Rank (R(i) - pawr i-i poni,

N — KiNbKiCcTb CTEMKxonaepis 3 04HAKOBOO POAIO.

Jani BaXKNMBICTb KOXKHOI 3aLLiKkaBNEHOT CTOPOHU B KOXKHIN
poNi  pPO3pPaxoBYETbCA ANA BM3HAYEHHA BNAMBY L€l
3aLiKaB/IeHOi CTOPOHM Ha NpoeKT (17):

ST, (i) =— RS« +1—Rank(i)
D RS, +1—Rank(K)
K=1

»(17)

e

i — NpeaCcTaBNAE KOHKPETHY 3aLiKaB/IeHY CTOPOHY,

RSmax — MaKCMMaNnbHUMN PaHT 3auiKaBAEHMX CTOPiH B AaHil
poni,

Rank(i) - paHr i-oi 3auikaBneHOi CTOPOHK Yy poi,

N —3arasbHa KiNbKiCTb 3aLiKaBAEHUX CTOPIH B Til e poni.

MoTim BNAMB L€l 3aL,iKaBNeHOI CTOPOHM Ha NPOEKT B3arani
PO3paxoOBYETbCA LWWAAXOM MHOMEHHA BNAUBY POJi Ta BNAMBY
3aUiKaBNeHOi CTOPOHMU, AK NoKasaHo B (18):

PR () = Ry (1) - ST (1) , (18)

OCKiNbKM KOXKHa 3aljikaBneHa CTOPOHA PAHXKYE CMUCOK
BMMOT, BaXX/IMBICTb L€ BUMOIM PO3PAXOBYETHCA LIAAXOM
CYMYBAHHA BN/IMBY BCiX 3aLiKaBJeHWX CTOPiH Ha MPOEKT,
NOMHOEHOr0 Ha il OLiHKY Liei Bumoru (19):

Rup (1) = D PR (0)-1(0) , 19

e

r(i) — npeacTasnse paHr i-oi 3aLikaBNeHOT CTOPOHM Ha Ui
BMMO3I,

N —3arasibHa KiNbKiCTb 3aL,iKaBNEHMX CTOPIH, AKi PaHXYIOTb
Bumory r(i).

AIK NokasaHo B ANropuTmi 6, 3 KOXKHOrO Kaactepa byayTb
BMOpaHi Tpu HalKpalLli e npouec 6yae
BMKOHYBaTMCA  ANA Knactepa iTepaTuBHO.
PesynbTaTom Uporo npouecy byae Habip Kpawmx pileHb 3

3Ha4YeHHA.
KOXXHOro

https://doi.org/10.5281/zenodo.10451666

KOXXHOTO KnacTepa, AKui byae 36epeeHnin y TMmyacoBomy
cnucky. OTXKe, Lel CNUCoK MIcTUTb a, B Ta & 3 KnacTepis.
OCKiNbKM Uei CNUCOK MICTUTb HaWKpalw,i pilleHHs, Tpu
HaMKpali piweHHAa 6yayTb BMOpaHi AK nepwunii pesynbtat
npouecy npioputeTmsauii. BubpaHi pesynbtatn b6yayTb
nepemileHi B OCTaTOMHUI BiACOPTOBAHUM CMMCOK AK TPW
HalKpaw,i piweHHA. OCKinbKM BOHW BXe BUbBpaHi Ta
BifLCOPTOBaHI 3a NpiopuTeToMm, Wi BUMOrK ByayTb BUAANEHI 3i
CTBOPEHMUX KNACTepiB.

Llelt npouec 6yae NOBTOPHOBATMCA A0 TUX Nip, MOKKU B YCiX
Knactepax He 3a/uMWnTbCA BMMOr. fAK 3a3Ha4yanoca BuULLe,
BMOpaHi HaliKpalli pilleHHs byayTb BMAANeHi 3i CTBOPEHUX

KnactepiB, OTXKe, KifbKiCTb BWMMOr y Knactepax b6yae
3MEHLLYBATMCA 3 KOXKHOIO iTepau,i€to.
KiHueBum  pesynbtatom poboTM  3anponoHOBaHOroO

nigxogy 6yae noBepHEHHA OCTaTOYHOro BiACOPTOBAHOMO
Habopy BMMOT BigNOBIAHO 4,0 iX BaXKAMBOCTI.
Aneopumm 6. dyHkuiss RP
PROCEDURE PR
BEGIN
WHILE koxeH knactep He nopoxHiv (71,2,3,...K)
FOR EACH knactepa K
BiacopTyBaTM BUMOTM Ha OCHOBI piBHAHHA (19)
Bunbpatn Xq, Xp i Xs Ta nepemictutu ix go
temp_list
ENDFOR
Bubpatn Xa, AXs i Xs 3 BigcopTtosaHoro femp_list Ta
nepemicTMTM X A0 KiHUEBOro BiACOPTOBAHOrO
CNUCKY
Bupganutn Xo, Xs i Xs 3 opuriHanbHUX Knacrepis
ENDWHILE
MoBepHYTH KiHUEBUI Habip pe3yabTaTiB
END

EKCMEPUMEHTA/IbHI PE3Y/IbTATHU

OnAa OuiHKM 3anpoOnoOHOBAHOro MeToay npiopuTeTmsau,ii
BMMOF WOA0 TOYHOCTI 6yno BubpaHo npoekT SKUDA sk
06'eKT BUBYEHHA B Ll cTaTTi. SKUDA — LLe NpOeKT OHOB/EHHSA
cuctemu goctyny Ao O6’eKTiB KPUTUUHOI iHPpacTpyKTypu
(OKI).

barato 6yaisens SKUDA noTpebyioTb aBTOPM30BaAHOro
OOCTyNy, TakUX AK NigcTaHuii, cepBepHi Ta Komn'loTepHi
Knactepu.

Meta SKUDA nonArae B 3aMmiHi 3acCTapiinx cuctem
KOHTpO/O AocTyny, ob'egHaHHi pi3HMX icHylouMx 3acobis
KOHTPOJIIO A0CTyny.

SKUDA — ue aocutb BEIMKKUIM NpoeKT. B Hbomy Binblue 20
rpyn 3auikaBaeHux ocib i npubamsHo 7 000 KopuctyBadis. Jo
OEeAKMX 3 UMX Tpyn Hanexanu cnyxbosui 3 6e3snekw,
PO3PO6HUKKM, MeHeaKepu Ta  CNiBPOBITHUKM  cnyKb
NiATPUMKKM, Takux fAK [enapTameHT obcayroByBaHHA Ta

Copyright © 2023, OTA.
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ynpaBniHHA MaliHOM, KW Bignosigae 3a ¢isMyHMIN cTaH
iHppacTpyKTypy, [enapTamMeHT NOACBKMX pecypcis, WO
BiAnoBigae 3a iHGopmauito Npo nepcoHan, [enapTameHT
iHbopmauiiHux TexHonorin. Y SKUDA 6ausbko 7 000
NpauiBHMKIB Ta BiABiAyBayiB, AKi BUKOPUCTOBYIOTb CUCTEMY
ons Bxoay B byaisni Ta 4OCTYNy Ha iHPPaACTPYKTYpPHI 06’ekTH
Ta OTPUMaHHA goctyny go IT.

SKUDA mae cknagHy 6a3y 3aLikaBneHux ocib, pisHi 3 AKX
MaloTb NPOTUNEKHI BUMOTH.

https://doi.org/10.5281/zen0do0.10451666

Y uboMy AOCNIAXKEHHI peanizoBaHo pobOTY LLLOA0 BUMOT 3
YPaxyBaHHAM pPaHXyBaHHA UiNel NpoeKkTy Ta BiAKUHYTA
poboTa wonao KOHKPETHMX BMMOT, OCKiNbKM
3aMNpONOHOBaHMI METOA, CTOCYETLCA NPiOPUTETU3ALLIT BUMOT.

TecToBM Habip AaHUX MICTUTb 53 BUMOTH, KOXKHA 3 AKMX
Ma€ CBOK Ba¥/uBicTb. Pesynbtatv poboTn nokasaHi B
Tabnauui 1, aka Bigobparkae BNOPSAAKOBAHUIN CIMCOK BUMOT.

3anponoHoOBaHWI Nigxig Aa€ MOXAMBICTL BNOPSAKYBATU
BULLEBKA3aHUI Habip BMMOT 3a BaXK/IMBICTIO 3 TOUHICTIO 92%.

Ta6nuua 1. NpiopeTnsoBaHMii CNUCOK BUMOT

ID Onwuc sBumoru Mpioputet
a.3 Bce B 1 KapTu,i 1
a.l Jlerwnin B BUKOPUCTAHHI 2
a.2 Toli camuit cnocib KoHTpono goctyny ansa sxoay Ao OKI 3
c.3 Bi3yanbHWI KOHTPO/b 4
c4 KOHTPOb A0CTYNY, BKAOYAIOUM BiACTEXEHHA PYXY/KypHanu 5
c.5 MocuneHHA KOHTPOO AOCTyNy Ao byaisens 6
c.2 KoHTponb goctyny ao byaisens OKI 7
c.l 3abe3neyeHHn BiANOBIAHOrO AOCTYNY ANA KOXKHOT 0cobu 8
d.5 HapgaHHAa npas goctyny 9
d.l LBnaKnin BUNYCK KapToK 10
d.2 CKOpOYEHHA Yacy CTOAHHA B Yepsi 11
d.3 Cratyc ID-KapTKu: MOXKAUBICTb NEPEBIPUTH, UM OTPUMAB KOpUcTyBad ID-KapTKy 12
d.6 MoKnmBicTb CTBOPOBATH 3BiTM NPO JOCTYN 13
d.4  Jlerka 3amiHa BTPaYeHUX KapToK 14
d.7  MNpoueaypu 60poTbbM 3 WaxpaicTBOM 15
b.3  KapTka mae 6yTn 6e3neyHoto 16
b.1 KapTKa ana BKAKOYEHHA AaHUX KOPUCTYBaYva 17
b.4  KapTtka 3 6peHgom OKI 18
b.5 Jlerka ineHTndikalia/KapTka Mae YiTKMi BUraag, 19
b.6 KapTa mae 6yTv millHoO/HaajiiHOO 20
b.2  KapTka 3 QR-kogom 21
b.7  KapTka nosuHHa byTn npusabamsoto 22
g.1l LieHTpanizoBaHe ynpaBniHHA iHbopMaLieto AoCTyny Ta iaeHTUdiKawii 23
g.2 EKcnopT AaHux B iHWI cuctemm 24
g.3 IMNOPT AaHMX 3 iHLWKX CUCTEM 25
g4 JocTtyn oo JaHMX: MOXAMBICTL Nepernagatv, OHOBAKOBATM, BMAANATM BigfaneHo Ta 26
6e3neyHo
g.5 YiTKi NnpaBm/1a BUKOPUCTAHHA AaHUX AOCTyny 27
el EkoHOMIf Ha KapTKax 28
e.2 EKOHOMIst Yacy 06po6KM 29
e.3 CKOpOoYeHHA NanepoBux BUNPobyBaHb 30
f.5 CyMicCHiIcTb i3 NOTOYHOO MepeXKeBoto iIHGPACTPYKTYPOLO 31
f.6 Bnaue Ha iHWi cuctemm 32
f.4 CymicHictb 3 UPI 33
f.2 CymicHictb 3 cuctemamm OKI 34
f.1 CymicHicTb 3 cuctemoto SKUDA 35
f3 CymicHictb 3 HR cuctemoto 36
h.3 BuKopuCTaHHA 414 BXoA4y B KOMn'toTep 37
h.2 BKAOYEHHA MeXaHi3my onaaTtu 38
h.4 MoNUBiCTb OHOBAEHHA (Bepcii nporpamHoro 3abesneyeHHs) 39
h.1  [JdopgaBaHHAa undposoro ceptudikaty 40
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h.5 NiasuLeHHA 6e3nekn 41
j.2 BianosigHicTb cTaHAapTam i 3aKOHO4ABCTBY 42
j.6 HasasHictb 43
j-5 HapginHictb 44
j-3 TexHonorii 45
j.1 be3BigMmoBHiIcTb 46
j.7 MeperkeBa iHppacTpyKTypa 47
j.4 MUTTEBUI UUMKA 48
j.9 BubpaHnin BUPOBHWK NOBMHEH MaTK MepeBipeHy iCTOpPilo BiACTEXKEHHA B yCTaHOBaxX i3 49

TEXHOJIOFISIMW KOHTPOIO AOCTYNY, BUTOTOBAEHHA ineHTUIKaLiMHUX KapTok, ODBC, cmapT-

KapT.
j.8 34aTHICTb NPAMOro ApYKY Ha 060X CTOPOHAxX KapTKu, AKka BKAtoYaTume QR-kopa OKI 50
i.3 [ianbHicTb 3 ynpaBaiHHA NpOeKTamu 51
i.2 TexHivyHa AOKYMeHTauia 52
i.l MigTpMMKa nocTayvanbHUKa 53

BUCHOBKM

IH}KeHepia BUMOr € HaWBarknumeiwot ¢asot y po3pobui
NPOEKTIB KPUTUYHOI iHPPACTPYKTYpPKU, OCKiNbKM BOHa Mae
cnpaBy 3 3auiKaB/lIeHMMWM  CTOPOHAMM  Ta
AKTUBHOCTAMMU. OCKIi/IbKM KiNbKICTb BUMOT 3MIHIOETbCA ANA
KOKHOTO MPOEKTY, NpoLLeC NPiopuUTU3aLLi BUMOT € BaXK/IMBUM
ONA BCTAHOBNIEHHA NOpAAKY $a3 NpoeKkTy Ta 3aZ0BOJIEHHA
3aUiKaBNeHNX CTOPIH Ta KiHLEeBMX KOpMCTyBadiB. Y uin poborTi
6yno 3anponoHoBaHO ribpuaHUi nigxig, AKWn nondrae B
noegHaHHi  nepesar anroputmie GWO T1a WOA 1K
METaeBPUCTUYHUX NiAXoAdis AnAa npioputmsalii  Bumor
NPOEKTY KPUTUYHOT iIHPPaCTPYKTYpW.

Us poboTa BigKpMBAE WNAX A5 NOAANbLWINX AOCNIAKEHD
B ranysi npioputusauii Bumor y cpepi po3pobkun NpoekTis
KPUTUYHOI iHppacTpyKTypyn Ta BUKOPUCTAHHA
METaeBpPUCTUYHUX NiaxoA4is Ana ONTMMI3aLii  npouecis
BUpilLeHHA npobnem y IT-ranysi.
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REQUIREMENT PRIORITIZATION IN THE DEVELOPMENT
OF SOFTWARE PROJECTS FOR CRITICAL INFRASTRUCTURE
OBIJECTS

laroslav Dorohyi, Olena Doroha-lvaniuk

The objective of the study is to develop an algorithm for
prioritizing requirements in the development of software for
critical infrastructure object projects. Requirement
development is a fundamental phase in any software project,
as this phase involves the identification, processing, and
manipulation of requirements. The primary source of these
requirements is project stakeholders, taking into account
project constraints and limits. The number of requirements
varies for each software project for a critical infrastructure
object, hence the term requirement prioritization pertains to
determining the priority order of executing software
requirements based on considerations and decisions of
stakeholders.

Various proposed optimization algorithms are employed
to address optimization tasks. This paper presents the main
stages of basic optimization algorithms, some of their
modifications aimed at enhancing their efficiency in solving
such types of problems. Additionally, a hybrid approach
based on WOA and GWO optimization algorithms is
proposed, combining the advantages of each algorithm to
determine the priority of requirements for critical
infrastructure object software. Furthermore, a dataset from
the SKUDA project is provided, utilized in this research,
meeting the requirements of a real software project for
evaluating the proposed method.

The scientific novelty lies in the modification,
application, and combination of results from well-known
GWO and WOA algorithms to address the requirement
prioritization task for critical infrastructure object software
projects. The proposed algorithm achieves an accuracy of
92% for the proposed set of requirements.

Keywords: requirement prioritization, WOA (Whale
Optimization Algorithm), GWO (Grey Wolf Optimization),
critical infrastructure object, CI (Critical Infrastructure),
hybrid approach.
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AHOTALIA

L7 craTTa OpucBIIeHa PO3r/Iify KOHLeIITYIEHIUX 3acag I/106QIBHOI CTIHKOCTI
cMapT-Jep>kaBy. ABTOpPY PpO3r/ISAQIOTh CYYACHMIT BUMID DO3BUTKY YKpaiHM Y
KOHTEKCTI BIIPOBAJ>KeHHS TEXHOJIOriV Ta iHHOBALN Y BCi cgepu XUTTA. 30KpeMa,
CTATTS PO3I/IIAQE BIVIMB IHQOPMALIIIHMX TeXHO/JOriN, INTYYHOro iHTeJIeKTYy, Ta
IHIIMX CYYACHMX TexHO/NOriyl Ha e@QeKTUBHICTs YIpPABAIHHA, COLIIQIBHO-
€KOHOMIYHMI PO3BUTOK TQ €KOJIOTiYHY CTATICTh.

Y crarri [geTa/isHO pO3r/IAZQIOTECI OCHOBHI QCIEKTH CTBOPDEHHS Ta
(pYHKI[IOHYBAHHS CMAPT-JEpP>KaB, BKIFOYQIOYM POAE LMQPOBHX IHPPACTPYKTYP,
BIJKpUTHUX [JAHUX, TQ eJeKTPOHHOrO Ypsagy. ABTOpM QHQII3YIOTh HPUHLUIIN
B3aeMoZii cMapT-Jep>XaBy 3 TIPOMAAAHAMY, MIJIIPUEMCTBAMM TQ  IHIIUMU
YYAaCHUKQMH CYCIIIIBCTBA JJ/151 JJOCATHEHHS BHCOKOI'O PiBHSA CTIMIKOCTi TQ PO3BUTKY.

CTaTTd TAKOX pO3rAsiqae BUKIUKY TQ PU3MKH, IIOB'I3AHI 3 BIIPOBAJKEHHIM
CYYQCHMX TeXHOJIOTIH Y JeP>XKABHY CHCTEMY, Ta IPOIOHYE cTparerii 3abe3re4eHHs
kibepbe3rmeku TQ 3axMUCTYy MIPUBATHOCTI B YMOBAX HHUPOBOro cepejoBUIIA.
OcobirmuBa ysara OpUIIISETECA igessM CTQIOrO PO3BUTKY TA eTHMIHHUM ACIEeKTaM
BUKOPWCTAHHS TE€XHOJIOTIN /s JOCATHeHHs I/TOOWIBHOI CTIHKOCTI CMAPT-JepoKas,
PO3YyMIiHHIO Takmx JeiHifint 1K [upoBa CTiNKICTs Ta r’1I0OQIBHA CTIHKICTE, i
BiIIOBIAHO, BU3HAYEHHIO iX CTPYKTYPH | 3KOHOMIPHOCTEN 3QCTOCYBAHHA.

KnroyoBi cmoBa: rmobansHQ CTIKICTh, CMApPT-JepXKaBa, CTIiAKICTh, LppoBa
iH@pacTpykTypa, CTAIICTH, KOHIIEIITYAIBHI 3acagn

OOCATHEHHS BMLWOMO piBHA edeKTUBHOCTI, CcTanocTi Ta
PO3BUTKY.

KoHuenuia cmapT-gep»KaBu BUHMKAA B KiHLUi 1990-x pokis
i CTaNa aKTMBHO PO3BMBATUCA B OCTaHHI PoKM. Lle noB'A3aHo 3
paaom paKkTopis, BKAOYAOUN:

—  LWBWAKWIA PO3BMTOK TEXHONOTIN, TaKMX AK IHTepHeT,

WTYYHUI iHTENEKT Ta 6I0KYEitH;

BCTYN

Y cy4acHOMYy CBIiTi CTPIMKOro TEXHO/IOMYHOro Nporpecy Ta
rMMBOKUX 3MiH Yy coLiaNibHO-eKOHOMIYHIN cdepi BUHMKaE
HeobXiAHICTb nepernagy Ta YAOCKOHA/NIEHHA Mapagurm
yRpaBAiHHA AeprkaBamn. OLHI€0 3 KNIOYOBUX KOHLLENLM, WO
BM3HAYa€E Cy4YaCHWN PO3BUTOK, € ifesA CTBOPEHHA CMapT-
AepKaB, AKa 6a3yeTbcA Ha BNPOBaAMKeHHi iHPopmaLiiHKX
TEXHOJOri, WTY4YHOro IiHTEeNeKTy Ta iHHOBaUih Aans

—  3pocTatoye 3HaYEHHSA CTasIoro PO3BUTKY;
—  3MiHa poni AepKaBu B CyCniNbCTBI.
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CmapT-gepkaBa — LUe [eprkaBa, fAKa BUKOPUCTOBYE
TeXHoMorii AnAa nigBuWeHHA eQpeKTUBHOCTI YnpaBAiHHA,
COLia/IbHO-EKOHOMIYHOTO PO3BUTKY Ta €KONOFIYHOI CTANOCTI.
BoHa xapaKTepM3yeTbCA TAKUMU OCHOBHUMMU PUCAMMU:

— umndpoBsa iHPpaCTPyKTYpa, AKa 3abe3nedye AocTyn Ao
iHpopmauii Ta nocayr ana rpomazaH, NiANPUEMCTB Ta iHLWKNX
YYACHUKIB CyCninbCTBa;

—  BIiOKpWUTI AaHi, AKi A03BONAITb BUMKOPUCTOBYBATU
iHbopMaLito 414 NPUAHATTA pilleHb Ta BUpPiWEeHHA npobaem;

—  eNeKTPOHHWUW ypsaa, AKui 3abesnedye poctyn [0
LEPPKABHUX NOCAYT B OHNANH-PEXUMI.

BnpoBagyKeHHA CMapT-Aep:KaBu NOoB'A3aHE 3 HU3KOM
BUKJ/IMKIB Ta PU3UKIB, TAKUX AK:

— Kibepbesneka: 3arposmu
KOH®iIAEHUiMHOCTI Ta WinicHOCTI AaHuX;

—  3aXMCT NPMBATHOCTI: 3arpo3un 360py Ta BUKOPUCTAHHA
nepcoHanbHWUX gaHux 6e3 3rogn rpomagsaH;

— HepiBHIiCTb: 3arposu
CyCniNbCTBI Yepes A0CTyn A0 TEXHOJOTIN.

[nna 3abe3neyeHHn Kibepbesnekun Ta 3aXMCTy NPUBaATHOCTI

NopYyLUEHHA

NOCUNEHHA HEpPIBHOCTI B

HeobxiAHO  po3pobnATM  UiTKi  HOpPMaTUBHI  BMMOTH,
iHBECTyBaTM Yy PO3BUTOK Kibepbesnekn Ta 3axuwaTu
NnpuBaTHICTb rpomagAH. [na supiweHHa npobaemu

HepiBHOCTI HeobxigHO 3abe3neynTn AOCTYN A0 TEXHOJIOriN
ONA BCiX TPOMaffH, He3aNeXHO Bif IXHbOro couia/ibHOro
cTaTycy Ta ¢piHaHCOBOro cTaHoBMuWa. [1o TOro X, NOAONAHHSA
333HAYEHUX BUKAUKIB BMMArae [AOTPMMAHHA MPUHLMNY
BEPXOBEHCTBA MpaBa i NPUHUMUNY NOAMHOLEHTPUYHOCTI B
AiAaNbHOCTI cy6’eKTiB BNaAHUX NOBHOBAMEHD.

CmapT-AeprKaBu mMatoTb NoTeHUian ana CTBOpeHHA 6inblu
CTiIMKKX i cnpaBea/IMBMX CycninbCTB. TexHonorii MoXyTb 6yTn
BMKOPWUCTaHI ANA BUPILLEHHA TaKNX rNobanbHUX Npobaem, AK
3MiHa Knimarty, 6igHicTb Ta ronog,

AHANI3 NITEPATYPHUX AAHUX TA NOCTAHOBKA
NPOBJIEMU

Po3rnaHemo peski nitepaTypHi Axkepena Ta HOPMaTUBHO-
npaBoBi aKTM  YKpaiHW, AKi  BM3HA4YalOTb  OCHOBHY
TEPMIHONOTIO Ta MiCLLe CMAPT-4EpPrKaBu Y PO3BUTKY YKpaAiHK.

Y pocnigxeHHi [1] po3rnsgaetbca  ponb  undposoi
TpaHchopmauii y GopMyBaHHI CMapT-Aep:KaBU Ha MPUKAAAI
€BPONENCbKOro JocBiay. ABTOPU BM3HaAYatoTb, WO LUPOBI

TEXHONOri  CNPMAIOTb  MEePEeTBOPEHHIO  BIJHOCUMH  MiX
LEepKaBolo i rpomagAaHamu, 30Kpema  MiABULLLEHHIO
edeKTUBHOCTI ynpasfiHHA Ta couia/lbHO-eKOHOMIYHOro

PO3BUTKY, i BiANOBIAHO, CTBOPEHHIO YCMilWHOI iHHOBaLiMHOT
nepKasu. BoHM cTBEPAXKYIOTD, WO UndpoBi TpaHchopmalii €
OAHUM i3 KntoyoBUX ¢aKTopiB ycniwHOi peanisauyii uboro
3aBAAHHSA.

https://doi.org/10.5281/zenodo.10473684

Cratta [2] po3rnagae npobnemy Kibepbesnekn Ak
Ba)K/IMBOTO acnekTy rn1o6anbHOi CTIMKOCTI CMapT-4eprKaBu.
ABTOpPM BM3Ha4aloTb, WO Kibepbesneka — L CTaH 3axuCTy
iHpopmauji Ta cucTtem Big HecaHKUiOHOBaHOro Aoctyny,
BMKOPUCTAHHA, PO3KPUTTA, Moaudikauii abo 3HMULLEHHS.
BoHW CTBEpAXKYlOTb, WO Kibepbesneka € KAHOYOBUM
daktopom  3abesneveHHA  edEKTUBHOCTI  ynpaBAiHHSA,
COoLiaNIbHO-EeKOHOMIYHOrO PO3BUTKY Ta €KOJIOTiYHOI CTaNoCTi
CMapT-AepKaBu.

B HayKkoBiit npaui [3] po3rnagatoTbcA €TUYHI acneKkTu
BMKOPUCTAHHA TEXHOAOrIN y dopmyBaHHI CMapT-4epiKasu.
ABTOPU BWM3Ha4YalOTb, WO ETUYHi aCNeKTU BUKOPMUCTAHHA
TEXHOJIOFi - e CYKYMHICTb MOPasibHUX HOPM | TPUHLMNIB, AKI
perynoTb AianbHicTb ntogen y cdepi TexHonorin. BoHwu
CTBEPAKYIOTb, LLO €TUYHI acneKkTU € BarKIMBUM (aKTOpoMm
3abe3neyeHHn CTanoro Po3BUTKY CMapT-LAepKaBu.

Y ctatTi [4] HapaeTbCa ornag NiTepatypu 3 NMTaHb CMapT-
YNpaBAiHHA ANA CTaNoro po3BUTKY. ABTOPM BU3HaYatloTb, L0
CMapT-ynpaBAiHHA - Le BWKOPUCTAHHA TexHo/Oori Ana
nigBULEHHA ePpeKTUBHOCTI yNpPaBAiHHA Ta AOCATHEHHA Linen
CTanoro po3BUTKY. BOHW CcTBEpAXKYIOTb, WO CMapT-
YyNpaBAiHHA Ma€ MoOTeHUian AnAa BUPIWEHHA  TaKux
rnobanbHUX Npobaem, AK 3miHa KnimaTy, bigHICTb Ta rosioa,.

Y ctatTi [5] HagaeTbea ornag niTepatypu 3 NUTaHb CMapT-
YyNpaBAiHHA ANA CTAJI0r0 PO3BUTKY MiCT. ABTOPU BU3HAYaOTb,
o BUKOPUCTAHHA
TeXHONOriM AnAa niasuweHHA epeKTUBHOCTI ynpaBAiHHA
MiCTaMW Ta [OCATHEHHA Uifel CTanoro po3BUTKY. BoHK
CTBEPAXKYIOTb, WO  CMapT-ynpasAiHHA  MiCTaMW  Mae€
noTeHLian Ana BUPILLEHHA TaKnx npobnem, Ak 3abpyaHeHHA
HABKO/IMLLHbOTO CEPEeAOBULLLA, TPAHCNOPTHA iIHPPACTPYKTYypa
Ta JOCTYMHICTb XUTAA.

1 cepnHa 2022 poKy European Commission onpuatogHuaa
pe3ynbTat IHAEeKcy unMdpoBOi EKOHOMIKM Ta CyCcMinbCTBa 3a
2022 pik (Digital Economy and Society Index 2022 (DESI)).
IHaekc umdpoBoi eKoHomikM Ta cycninbctea (DESI) — ue
3BeAEeHUIM iHAEKC, AKUI y3ara/ibHIOE BigNOBiAHI MOKA3HMKK 3
edeKTUBHOCTI LMPpPOBUX TEXHOJIOTIA y EBPONI Ta BiACTEXYE
eBoNOLIl0  AepskaB-yneHis €C B o6nacti  yudposoi
KOHKYPEHTOCNPOMOXKHOCTI. BiH 3apa3 CKNafaeTbcsa 3 TaKMX
KOMMOHeHTIB [6]:

CMapT-ynpaBaiHHA MmicTamm - Ue

—  MmoAcbKuiA Kanitan (human capital);

— 3B’A30K (connectivity);

— iHTerpauia umMdpoBMX TEXHONOTIN
digital technology);

— umnodposi geprkasHi nocnyru (digital public setvices).

Lani HaseseHo ornag Axepen,
[OKYMEHTaMMU, LLLO BU3HAYaOTb HaNpsAMOK PO3BUTKY YKpaiHu
B HalbauK4i poku. BoHM BigoGparkaoTb MNPUXUABHICTbL

(integration of

AKI € BaXXAMBUMMU

Copyright © 2023, OTA.
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YKpaiHCbKOro ypsaay Ao iHHoBauin, umdposoi TpaHchopmau,ii
Ta CTaN0ro PO3BUTKY.

Y KOHTEKCTi TeMu, WO pO3rNAfaEeTbea, Ui AxKepena matTb
BaX/AMBe 3HauyeHHA. BoHM pemoHcTpyloTb, WO YKpaiHa
nparHe CcTaTM Cy4yacCHOK [JeprKaBol, AKA BUKOPUCTOBYE
TexHosorii  gna  nigBuWeHHA eQdeKTUBHOCTI ynpaBiHHA,
coLiaNbHO-EeKOHOMIYHOIO PO3BUTKY Ta €KOJIOTIYHOI CTaNOCTi:

— nporpama gianbHocti KabiHeTy MiHicTpis Ykpainu [7]
nepenbayvae nigBueHHs  edeKTUBHOCTI  AepKaBHOro
yNpasBaiHHA, B TOMY 4MCAi 338 PaxXyHOK BUKOPMUCTAHHA
TeXHONOoril;

— HauioHanbHa cTpaTeria i3 cTBOpeHHA 6e36ap’epHoro
npocTtopy B YKpaiHi [8] cnpuaTume nigBuLLEeHHIO AOCTYNHOCTI
TEXHOJOFiA ANA BCiX FPOMaAsH, He3aNeXHo Bif4 iXHbOro
coujanbHOro craTtycy Ta ¢iHaHCOBOro CTaHOBULLA;

— [eprkaBHa CTpaTeria perioHanbHOro possBuTKY [9]
nepenbavyae BUKOPUCTAHHA TEXHO/OFMN ANA  PO3BUTKY
perioHiB YKpaiHu;

— cTpaterin pedopmyBaHHA AEePXKABHOrO ynpasAiHHA
[10] nepepbauae nigBuLLEHHA NPO30POCTI Ta MiA3BIiTHOCTI
LEepKaBHOTO YMpPaB/iHHA, WO MOMHa AOCATTM 33 PaxyHOK
BMKOPUCTAHHA TEXHOJIOTIN;

— NAaH Aii i3 BnpoBagKeHHs IHiLiaTuem «MapTHepcTBO
«Bigkputnin - Ypag» [11] cnpuatume BigKpuTOCTi Ta
NpPO30pPOCTi AiANbHOCTI OPraHiB AeprKaBHOI BNaau;

— posnopagxeHHa KabiHeT MiHictpis YKpaiHu Big 17
noToro 2021 p. Ne 365-p «[edAki nuTaHHA uLMbpoBOi
TpaHchopmauii» [12] nepepbayae CTBOPEHHA EAMHOI
umdposoi naatdopmmn Ana B3aemofii opraHiB aepaBHOI
Bnaau, b6isHecy Ta rpomagsaH;

—  KOHLenujia po3BUTKY CUCTEMU EIEKTPOHHUX MOCAYT B
YkpaiHi  [13] nepepbayae po3WMPEHHA AocTyny Ao
LEeprKaBHUX NOCAYT B OHNAWH-PEXNMI;

—  KOHULeEnuia po3BUTKY LUTYYHOrO iHTENEKTY B YKpaiHi
[14] nepepbayae BMKOPUCTAHHA LUTYYHOrO iHTENEKTY ANA
BUPILLEHHA TaKMx npobnem, AK 3miHa KaimaTy, 6igHicTb Ta
ronop;

— cTpaTeria po3BUTKY coepu iHHOBAULiAHOI AifanbHOCTI
Ha nepiog Ao 2030 poky [15] nepepbayae CTBOPEHHA

CNPUATANBOrO CepeaoBulia  ANA PO3BUTKY iHHOBAUIN,
BK/1HOYAOUYM TEXHOOTIT;
— [OPOXHA KapTa pedopmyBaHHa IT-ocsiTv [16]

nepenbayae nigrotoBky KBanidikoBaHMX Kagpis pas IT-
iHOyCTpIi;

— po3nopagxeHHs KMY Big 12 TpasHa 2021 p. Ne 438-
p «Mpo 3aTBepAKEHHA NAAHY 3ax04iB 3 peanisauii KoHuenuii
PO3BUTKY LUITYYHOrO iHTeNEeKTy B YKpaiHi Ha 2021-2024 poku»
[17] nepenbavae cTBOPEHHS CNPUATAMBOTIO cepeLoBMmLLa ANA
PO3BUTKY LUTYYHOTO iIHTENEKTY B YKPaiHi;
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— cTparteria Kibepbe3nekn YkpaiHu [18] nepepbayae
3aXMCT AaHMX Ta iIHPPaACTPYKTYpW Big Kibep3arpos;

— KoHuenuia 3abesneyeHHA HaUiOHaNbHOI cUCTEMU
cTirikocTi [19] nepepbayvae BUKOPUCTAHHS TeXHOOrM Ans
NiABULLEHHA CTIMKOCTI YKpaiHW 0 30BHILLHIX 3arpos.

Y uinomy, HaBeAeHi AxKepena 4eMOHCTPYHOTb, Wo YKpaiHa
Ma€e amMbiTHi nnaHM LWOAO PO3BUTKY CMapT-AepiKaBu.
Peanisauis yumx nnaHis notpebyBatume 3HAYHWUX 3yCUb Ta
pecypcis, asie BOHa Ma€ MNOTeHLiaN ANA CTBOPEHHA binbL
epeKTMBHOI, CNpaBea/IMBOI Ta CTIMKOI AepKaBu.

OTOoX  nNpuMXoAMMO A0  BWCHOBKY, WO  UWOPOBI
TpaHcdOpMaLLT, O OXONU/M CBIT MaloTb 38 METY NMOCUIEHHA
CNPOMOXKHOCTEN  Woao 3abesneveHHAa umdposoi Ta
Kibepbe3snekun gep:kasu, i LMdGPOBOro NpocTopy, NiATPUMKK
umdbpoBMMmn 3acobamm Ta TEXHO/OrAMM coljanbHOi Ta
noniTM4Hoi crabinbHocTi, 06GOpPOHM AeprKaBu, 3axuUCTy
OEp’KaBHOrO CyBEPEHITETY Ta TepuTOpianbHOI LiniCHOCTI,
KOHCTUTYLiMHOrO naay, 3abe3sneyeHHAa npaB Ta cBobop,
KOXKHOMo rpoMasiH1Ha.

MeTa cTaTTi nonArae B [AOCHIAXKEHHI Ta pPO3KPUTTI
KOHLeNTyasibHUX 3acag, rnobanbHoi  CTikKoCTi
aepxasu. Lla ctatTa cTaBUTb 3a mMeTy cucTemaTtu3alio Ta
aHani3 KAYOBUX acCMeKTiB CTBOPEHHA Ta GYHKLUiOHYBaHHA
CMapT-AepKaB, 30CepesKyumcb Ha iXHbOMY BM/IMBI Ha
edeKTUBHICTb ynpaBAniHHA, COLiaNIbHO-eKOHOMIYHUI
Ta eKOJIOriyHy cTanictb. J[logaTKoBO, CTaTTA
NPOMOHYE BUBYEHHA BUK/AUKIB i PU3UKIB, MOB'A3aHMX i3

cmapT-

PO3BMTOK,

3aCTOCYBaHHAM iHPOPMALIMHUX TEXHONOTIN Yy AeprKaBHOMY
po3rnagae 3abe3neyeHHs
Kibepbe3nekun Ta 3axXmMcTy NPUMBATHOCTI B ymoBax Ludposoro
cepeposua. Kpim TOro, CTatra BWUCBITAOE iaei cTanoro
PO3BUTKY Ta €TUYHI aCNeKTU BUKOPUCTAHHA TEXHOAOrIK ANnA
DOCATHEHHSs r106anbHOT CTIMKOCTI CMapT-AepiKaB.

PesynbTaTom pob0TU € BUCHOBKM Ta peKoMeHAaLii Wwoao
OMTUMAJIbHOTO BMPOBAAKEHHA KOHUEeNUii cMapT-AeprKas y
Cy4aCHOMY CBITi.

ynpaBAiHHiI, Ta cTpaterii

MATEPIAJZIN TA METOAU AOCNIAXKEHD

B poboTi BMKOPWUCTAHO METOAM  CTPYKTYpHOro i
NOPiBHANLHOIO aHanisy, 3 iHGOPMAUIMHUM i aHANITUYHMM
niaXo40M PO3r/AAHYTO HAYKOBY Ta METOAMYHY fliTepaTypy, a

TaKOX OHAAMNH pecypcu.

PE3Y/ZIbTATU OOCNIAXKEHD

Peanizauia TaKMX TpaHchopmauin notpebye
KOMMNIEKCHOro niaxoAy, i oTXKe Ha Halwl nornsg, Moxe 6ytu
peani3oBaHoO Yepes po3pobKy i BNIPOBaAMKEHHA B MPAKTUYHY
nnowmnHy KoHuenuii rnobanbHoi cTiikocti CmapT-LeprKasu
(@ani — KoHuenuis), Aka 6 BW3HaA4M/Ia MeTy, OCHOBHI
NPUHLMNM, HAaNPAMKU, MEXaHi3MKU i CTPOKM 3anpoBagyKeHHA
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Ta  QyHKUiOHYBaHHA cucTtemn rnobanbHOI  CTIMKOCTI,
CNpsAMOBaHOI Ha 3abe3neyeHHs 34aTHOCTI AeprKaBu, bisHecy
i cycninbCTBa CBOEYACHO ifeHTUIKYBaTU 3arpo3n, BUABAATU
BPA3/IMBOCTI Ta OUiHIOBAaTUM pPu3KMKKM, 3anobirath abo
MiHiMi3yBaTu iX HeraTMBHI BNANBK, ePEeKTUBHO pearysatn Ta
WBUAKO noBHomaclTabHo BifiHOB/MOBATUCA

ExKoHOMIYHA CTIHKICTB

https://doi.org/10.5281/zenodo.10473684

BMHUKHEHHA 3arpo3 abo HacTaHHA HaA3BMYalHUX Ta
KPM30BUX CUTyauin yCiX BMAIB, BK/IOYAOYM 3arposu
ribpugHoro Tuny, ane He o06BMeKyHuYMCb HUMM, NOCTIMHO
afjanTtyBaTuca Ta TpaHcpopmyBaTUca LUNAXOM

BMPOBaZAKEHHA UMPPOBUX TEXHOOTIN B yCi MpoLLecH Ta Ha
BCiX PiBHAX AiANIbHOCTI AepXaBu Ta CycninbCTBa.

HPMZ,  HCYMA

CTilfKicTs opraHisanii
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Puc. 1. KoHuenuia rno6anbHoi cTinkocTi

KoHuenuia  rnobanbHoi  cTiikocTi  CmapT-[eprkasu
CnpsMoBaHa Ha 3abe3neyeHHA 34aTHOCTI AeprKasu, bisHecy i
CYyCMiNbCTBA WAAXOM BNPOBaAXKeHHA UMPPOBUX TEXHONOFIN
Ta iHCTPYMEHTIB Ha BCiX PiBHAX WBWAKO BigHOBAOBATUCA A0
nepBMHHOTO CTabinbHOro ctaHy abo Ao iHWoro crabinbHoro
cTaHy 6e3 BTpaT abo 3 OTPUMAHHAM 3MCKY i Nepepbayae
3anpoBaAXKeHHA BiANOBIAHUX UMOPOBUX IHCTPYMEHTIB Ha
piBHi: Aep:kaBu (HauioHanbHa €eKOHOMIKa), opraHisauii,
iHbopmauiiHoi  cuctemun/umMdpoBOro  iHCTPYMeHTy Ta
6a308ux cuctem. CTPYKTypa piBHIB NnpeacTaBaeHa Ha Puc. 1.

PiseHb 1 Ta 2 nepeabayatoTb BNPOBAAKEHHA LUPPOBUX
iHCTPYMEHTIB Ta TexHONOrn ANA [AOCATHEHHA UMbpoBOT
CTiMKocTi. 3abe3neyeHHs CTiMKocTi 6a3oBMx cucTem piBHA 1
HanpAMY BMJIMBAE Ha CTiMKicTb iHbOpMaLiliHMX cucTem Ta
UMbpPOBUX IHCTPYMEHTIB piBHA 2. [lnA npuknaay, obisHaHicTb

NIOAMHU  WOAO MNWTaHb, MoB’A3aHMX 3 KibepririeHoto,
6esnocepegHbO BMAMBAE Ha CTiMKiCTb ii MepcoHanbHOro
KabiHeTy B OaHKIBCbKill YyCTaHOBI; CTEK BUKOPUCTOBYBaHMUX
TEeXHO/OFiM Ta 3axoauM 3 Kibepbesnekn 6Ge3ymMOBHO
BM/INBAIOTb HA CTiIMKICTb iHGOpPMaLINHOT cMCTEMU, AKA HA HUX
nobyaoBaHa, i Take iHLwe.

Undposy cTilKicTb oxapakTepusyBaTn 3a
[OMOMOrOK HACTYMHUX YOTUPbLOX KAOYOBUX KOMMOHEHTIB:
Kibepbesnekn, 6e3nepepBHOCTI npouecis, 3axucTy
nepcoHanbHUX AaHWX Ta UMPPOBOro rPOMaAHCTBA.

1) Kibepbe3sneKa cknafaeTbCa 3i CTaHAAPTIB, NPAKTUKM
Ta JIIOACBKMX pPecypciB, HeobXiaHWX Ana  NigTPUMKM
bYHKLUIOHYBaHHA UMPPOBUX CUCTEM Ta 3abe3neyeHHs cTaHy
3axuLeHocTi unmdpoBoi ekocucTemun. BoHa BKAtOYaEe cuctemy
YyNpaBAiHHA  puU3MKamMW, nAKa [J03Bonse ocobam, WO

MOXHa

Copyright © 2023, OTA.
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NPUMMalOTb PileHHA, PO3PaxoBYBATU BENUYMHY PU3KKY,
nos’asaHoro 3 uMPPOBMMM CUCTEMAMM, | PeEryaapHo
NiATPUMYBATU MOXKANBOCTI, AOCTaTHi A1 NPOrHO3yBaHHA Ta
pearyBaHHsA Ha IHUMAEHTM Ta HAA3BMYAMHI cuTyauii Ha
NOCTiMHI OCHOBI.

2) besnepepBHicTb npouecis nepeabayae naaHyBaHHA
Ta MOXJIMBOCTiI A/1A YNPaBAiHHA KPU30BMMM CUTyaLiaMM Ta
BiAHOB/IEHHA, AKi NPAKTUKYIOTbCA AN 3abe3nedyeHHA TOro,
wob LeprKaBHi YCTaHOBM Ta 6i3Hec-opraHisau,i
NPoOAOoBXKYBanM QYHKLIOHYBaTU HaBiTb Y HECNPUATIUBUX
ymoBax. be3snepepBHiCTb  3aneXuTb  Big  HAABHOCTI
BiANOBIAHWX NpaBMA Ta CTaHAapTiB, AKi AaloTb bisHecy
MOX/MBICTb  ANA npoBefeHHA diHaHCOBMX onepadin,
3abe3nevytoun Npu LbOMY LWBMAKY afanTalilo B pamMKax
nepeabayyBaHoOro Ta 3ara/sibHONPUIHATOrO Habopy npasun
Ta nepefoBoi MPaKTUKM.

3) 3axuCT nepcoHaNbHUX AAHUX BKJKOYAE HaAilHy
€KOCUCTEMY [aHMX, WO CKIAJAETLCA 3 3aKOHIB, YCTAHOB i
MOK/IMBOCTEMN, AIKi BU3HAYaOTh | peryntotoTb 36ip, 36epiraHHA
Ta BWAANEHHA JaHuUX. PyHKUiOHanbHO Ue 6a3yeTbcA Ha
BM3HAYEHHI NpaB AOCTYNy i BUKOPUCTAHHA, i TOMY, AK AaHi,
BK/1OYatOUM NepCcoHasNbHi OaHi, 36uparoTbeA i
BUKOPUCTOBYHOTLCA AEPXKABOIO, MiANPUEMCTBAMM Ta iHWINMU
TpeTiMmuM cTopoHamMu. MPUBATHICTb Ta 3aXUCT AAHUX BAXKAUBI
Oona  3anobiraHHa 36MTKam, 3abe3neyeHHs  UiNicHOCTI
LEPKAaBHUX Ta AiN0BUX onepauin Ta 3axucty LmdpoBoro
rpPOMagAHCTBA Big, NOTEHLiMHNX 3/10B}KMBaHb,
Hecnpaseg/MBUX pieHb abo NOMMNOK, a TaKoX AnA
3abe3neyeHHA eKOHOMIYHOT AiANbHOCTI.

4) LUwudpoBe rpomagsHCTBO O0O3HAYya€ TOTOBHICTb i
3[aTHICTb rpOMagAH 6e3neyHo KOpUCTyBaTUCA NepeBaramm
umdppoBux  cuctem Ta  iHbpacTpykTypu.  Lundpose
rPOMafAHCTBO BKAOYae 6as3oBy UMGPOBY TPaMOTHICTb,
NnpaKTUYHe 3aCToCyBaHHA UMPOBOI FiriEHM Ta HABUYOK, WO
3abe3nevytoTb 0cobucTy 6e3neky B LMPpPOBOMY cepenoBuLL,
a TaKoX NoiHGOPMOBaHICTb NPo LMbpoBi Npasa Ta 0608'A3KM
NPy BUKOPUCTaHHI LMPOBUX CUCTEM Ta L@HUX.

LUinecnpamoBaHe BNpoOBaJKeHHA Ta BUMKOPWUCTAHHA
BKA3aHMX KOMMOHEHTIB UMPPOBOI CTiMKOCTI Ha piBHi
OpraHisauii  WAAXOM  BMPOBAAMKEHHA  «MPABUAbHUX»

UMPPOBUX HCTPYMEHTIB A03BONAE AOCAMTU BXe CTIMKOCTI
piBHA opraHisauji (piBeHb 3). Ha uUbOMy piBHi TaKoX
nepenbayvaeTbCA  BXWUTTA  3aX04iB, CNPAMOBAHUX Ha
NOCW/IEHHA BIAMOBOCTIMKOCTI Ta 3anobiraHHA 3arposam
TEXHOJIOTYHOI 3aneXXHOCTi Big IHO3EMHUX BUPOOHMKIB i
nocTavyanbHUKIB NPOAYKLUii, TexHonorin Ta nocnayr, wWo
3abe3neuytoTb  GYHKUiOHYBAHHA UMPPOBOI ekocucTemmn
opraHisauii/nianpuemcraa/ycTaHosu.

Crilike nianpuemcTeo/opraHisauis/ycTaHoBa €
byHAAMEHTA/IbHUM e/1eMEHTOM nobyposmu CTiliKoi
eKOHOMIKM (piBeHb 4). Ha wubomy piBHi BXMBalOTbCA

ISSN 2786-9024

https://doi.org/10.5281/zenodo.10473684

KOMM/IEKCK LNecnpAMOBaHUX Ai, MeTOAiB Ta MexaHi3miB
B3aEMOZIT «MPaBU/IbHUX» OPraHiB AepKaBHOI BNaAMW, OpraHis

MiCLEBOro  CaMoBpAAYyBaHHA,  NiANPUEMCTB,  YCTaHOB,
opraHisauii, iHCTUTYTIB rPOMaAAHCHKOrO CycninbCTBa, AKi
rapaHTytotb 36epe)keHHA 6e3nekn | 6HesnepepBHOCTI

dYHKUiOHYBaHHA OCHOBHUX coep KUTTEAIANBHOCTI
CYyCniNbCTBA | AepXKaBu A0, Nif 4ac i NicnA HaCTaHHA KPMU30BOI
cuTyauii.  ®DaKTUYHO  [OCAraeTbCA  CTaH  HaLiOHaNbHOT
CTinKocTi.

OcTaHHit KpoK — TpaHcopmauina CTillKoi aepkasu vy
CmapT-AepkaBy. [na 3abesneyeHHA Takoro poay
TpaHcdopmauii NoTpibHO AoCArTM CcTaHy cTabinbHOCTI AaHMX,
AKMM nepenbavae BNPOBAAKEHHA HA BCiX PIBHAX Ta Yy BCiX
cbepax LianbHOCTI  geprkaBWM  HaUiOHaNAbHOI  cUCTEMM
ynpaBAiHHA MaicTep-gaHummn (HCYM/) Ta HauioHanbHOro
penosuTopito malcTep-gaHunx (HPMA).

MaicTep-AaHi  — BMYEpPNHUIA  nepenik  CyTHocCTen
opraHisauii/nianpuemcrsa/yctaHosn  Ta  ix  aTpubyTis,
HeobXiaHWN AnA HagaHHA iHdopMmalii Ta undpposux nocnyr
roomagAaHam. Hanpuknaa, [0 MaWcTep [aHUX MOXKYTb

BigHOCUTUCA: peecTpoBa iHbopmau,is, nporpamuHe
3abe3neyeHHs, Knacudikatopu, CTaHAAPTM, HOPMaTMBHA
6a3a Towo.

HCYM/[, saBnse coboto  cyKynHicTb npouecis Ta
iHCTpymeHTIB ana NoCTiNHOrO BU3HaYeHHA Ta
LEeHTPasi30BaHOrO  ynpaB/iHHA  OCHOBHMMW  JaHUMMU

Oepraeu (malictep-gaHnmm) Ta 3abesneunTb:

—  CTBOPEHHA EAMHOrO iHpopMmaLinHoro npocTopy;

— 3B'A3yBaHHA iHpopMaLii Npo oaHi i Ti XK Ke malicTep-
OaHi 3 pi3HUX cucTem;

— 36inbweHHA edeKTUBHOCTI  Bi3sHec-npoueciB  Ta
OiNOBUX NPOLEciB, NOB'A3aHUX 3 MalCTep-AaHUMU;
yacy 06pobKM MmalicTep-gaHuUX Ta
MiHiMi3aLUit0 AepKaBHUX BUTPAT;

— onTMMI3auilo 3ycunb WoAo BianosigHocTi 6isHecy
peryiATopHMM BUMOTam;

—  WBWAKe NOBEpPHEHHA iHBECTULiM Y po3pi3i poboTn 3
MancTep-gaHumMmm;

—  3HUXKEHHA 3aranbHOi BapTOCTi BONIOAHHA.

BnposagykeHHAa HPM/], 0,03BONNTb AeprKaBi NOCTIMHO MaTu
Y BUKOPWUCTaHHI npeAcTaBAeHHA [aHWUX 3
iHpOpMaLiNHMX AXKepen 3aBAAKM:

— 3MeHWeHHA

«npaBuabHe»

—  [OCNIOXKEHHIO AaHMX — aHani3, npodintoBaHHA Ta
OUiHKa MancTep-AaHuX y iHpopmaLinHUX arKepenax;

—  CTaHA@pTM3auii faHUX — NpUBEAEHHS MalCTep-aAaHmX
00 EANHOro popmary;

— 3iCTAaBNEHHID AaHMX — NigPaxyHOK  CXOXKOCTi,
BUSABNEHHA Aybnis, KaHAMAATIB ANA 31UTTS;
— BMAANEHHI  AybnikatiB  gaHUMX —  CTBOPEHHA
"30/10TOr0" 3anucy Ta 36arayeHHs;
e
. 33
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— inTerpauii gaHux — online/offline iHTerpauis 3
icHytouMMmn 6BisHec-3acTocyHKamu, naatoopmoto «[ia» Ta
iHWKWMW fepKaBHUMU 3aCTOCYHKaMK;

— besneui AaHUX — LEHTPani3oBaHWI KOHTPO/b Ta
6e3neKa mancTep-gaHux.

IHTerpauia HCYM/, ta HPM/, y noBcAKAEHHY AiANbHICTb
OEeprKaBu [03BOAUTbL AOCAMTU CTaHy rnobanbHOI CTiKoCTI —
¢diHanbHOro craHy undposoi TpaHchopmauii Aepxrasu, Npu
AKOMY [0CArAeTbcA il 34aTHICTb 3abe3nedyBaTv HanexHUn
piBEHb HAaAAHHA MOCAYr FPOMAaAsHAM B OyAb-AKUIA MOMEHT
Yyacy Ta B OyAb-AKil TOuUi He3anexHo Big Tuny, Buay Ta
maclwTaby 3arpos, AKi Ha Hei BN/AMBAlOTb, a Camii Aepkasi
JIETKO BIUTUCA Y Mi*KHApOAHUI iHpopMaLinHWI npocTip.

MobyaoBaHa 3a TakKMM MPUHUMNOM AepkaBa i € CMmapT-
[epKaBolo, fKa XapaKTepU3YETbCA CTaHOM rnobanbHoi
CTiIMKOCTI i 34aTHa BUXOANTM 3 ByAb-AKOT KPU3N 3 3UCKOM ANA
cebe.

Mpobnema, ska notpebye pos3s’A3aHHA, 0bMymoBieHa
TUM, WO rNobanbHi TeHAEHLiT PO3BUTKY LUPPOBOI EKOHOMIKK
B YMOBax MiHAMBOro JfaHawadTy 3arpo3 BMMaratoTb
NepeocMUC/IEHHsA TpaauuiiHUX nigxodis A[o 6e3neku.
Kibepbesneka Ta 3axuct iHpopmauii cami no cobi He MOXKyTb
3abe3neuntn cTanicte uMdpoBoro pPo3BUTKY. BoHW cTanm
YaCTUHO B6iNbll WKMPOKOI KoHuenuii «unudpoBa CTiMKiCTbY,
AKa OpieHTOBaHa Ha 3anobiraHHA Ta afanTMBHICTb, Ta
BK/IOYAE MNWTAHHA YNpPaBAiHHA puU3MKamMn UndpoBoro
PO3BUTKY.

Pusuk-iHbopmoBaHU niaxia, NOKAaLeHUn B OCHOBY
uMdpoBOi CTIMKOCTI, 3abe3neyye cMcTemaTUiHE BUAB/EHHSA

NMOTEHUiMHUX  BpasaMBOCTEl iHPOpPMaLMHUX  pecypcis,
CUCTEM, MepeX Ta 3arpo3 Aaa HWUX, IMOBIPHICHOro
OLiHIOBAHHA BUHWKHEHHA HeraTMBHUX noain,

OEeTepPMiHICTUYHOrO OUiHIOBAHHA MNOTEHLiIMHMX HeraTUBHMUX
HacNigKiB UMX NoAin Ta po3pobaeHHA pekomeHaalin Wwoao
peanisauii KOHTP3axoAiB 3 MeTOl MiHimi3aL,ii BpasansocTei,
iMOBIPHOCTEM BMHUKHEHHA HEraTMBHUX MOAiA Ta iXHiX
Hacnigkis.

BMKnageHe [03BOJIAE HAaM 3anpOMOHYBaTW HaCTynHe
BM3HA4YeHHs uMdpoBa CTiMKICTb - Nigxig, cnpAMoBaHWA Ha
3abe3sneyeHHn 34aTHOCTI AepykaBu, bBisHecy i cycninbcTBa
CBO€EYACHO ifeHTUdIKyBaTU 3arpo3n, BUABNATU BPa3/IMBOCTI
Ta ouiHlOBaTU pPU3MKKM, 3anobirath abo MiHimisyBaTh ix
HEeraTMBHi BN/AMBM, ePeKTUBHO pearyBatM Ta LWBWUAKO i
NMoBHOMACWTabHO BiAHOBNOBATUCA MiCAA  BUHWKHEHHSA
3arpo3 abo HacTaHHA HaA3BMYAMHUX Ta KPU3OBUX CUTyaLin
yCix BWMAiB, BK/tOYalOUM 3arposu ribpugHoro tuny, ane He
OOMEXYlUMCb  HMMMK,  MOCTIMHO  afanTyBatmca  Ta
TpaHchopmyBaTUCA LIAAXOM BNPOBAAKEHHA  UUPPOBUX
TEXHOJOriA B yCi Mpouecn Ta Ha BCiX PIBHAX AiANbHOCTI
[eprKaBu Ta cycninbCTaa.

https://doi.org/10.5281/zenodo.10473684

Uundposa cTilikicTb € efieMeHTOM 6ifibll KOMMNEKCHOTO
niaxony «rnobanbHOi CTIMKOCTI», KW BMMarae akTUBHOI
y4acTi BCiX 3aliKaBNeHWUX CTOPiH, BKAKYAKOUW [eprKaBsy,
6i3Hec Ta rpoMaZAHCBbKE CyCcniNbCTBO.

®aKTMYHO, rnobanbHa CTilKicTb — Le Habip MOXKANBOCTEN,
METOAIB Ta CMAPUATIMBUX YMOB, 3abe3neyvytoTb
6e3nepepBHICTb AiANbHOCTI AeprKasK, bisHecy Ta cycninbCTBa
B YMOBax MNOCTiMHMX 3MiH. BWHMKAE HeobXigHicTb
KOHLLeNTyanisyBaTu rnobanbHy CTiliKicTb K Habip cTpaTerii,
NPaKTUK, MOM/MBOCTEN Ta iIHCTPYMEHTIB, AKi AOMOMaraloTb
nepenbavat, 3anobiraTm Ta pearyBatTM Ha HEMMHyMI
€KOHOMIYHI i reononiTUYHI KpU3n, NPUPOAHI Ta TEXHOreHHI
KaTacTpodu, i AK pesynbTaTt - BUXOAUTU 3 HUX 3 3UCKOM A8

AKi

OeprKasu.

3anpoBagKeHHA HA OCHOBIi HALiOHAaNbHUX iHTepeciB
YKpaiHM Ta 3 ypaxyBaHHAM MiXKHapO4HOro [0CBiay
6araTopiBHEBOI KOMMJIEKCHOT cUcTEeMM 1106anbHOIT CTiIKOCTI
cnpuatume GopmyBaHHIO Ha AEP’KaBHOMY, perioHasibHOMY
Ta MiCUEBOMY pPIiBHAX HEOBXiAHWX CNpPOMOXKHOCTEN AnA
3anobiraHHA Ta Ha/NeXKHOro pearyBaHHA Aepkasu, BisHecy i
CyCNiNbCTBA HA LWMPOKUIM CNEKTp 3arpo3 Ta LWBWAKOrO
BiLHOB/IEHHA MIC/S8 KPM30BUX CUTYaLiM LWAAXOM NOCTIMHOIO
afanTyBaHHA Ta TpaHchopmyBaHHA pinosux Ta bHisHec-
NpoueciB Yepes BNPOBAAKEHHA HOBUX LLUPPOBMX TEXHOIOTIN
Ta iHCTPYMEHTIB B YCi MpoOLeCcH AiANbHOCTI Ta Ha BCiX PiBHAX
«CmapT-[epskasu».

KomnneKkcHe 6ayeHHA MeTW, nNpoueayp, LeTanbHUN
nepenik 3aBAaHb Ta 3aX04iB, AKICHUX i KiNbKICHUX NOKA3HMUKIB,
OUiKyBaHWUX pe3ynbTaTiB peanisauii 3aBAaHb 3 po3byaosu
uMdpoBOi CTIMKOCTIi Ha nNpuKnaai pAgep:kasu  YKpaiHa,
NPOMNOHYEMO BM3HAYUTU Yepe3 po3pobsieHHA BiANOBIAHOT
KoHuenuii rnobanbHoi cTiikocTi CmapT-gepkasu. MeToro
peanisauii KoHuenuii € BU3HaYeHHA OCHOBHMX MPUHUUNIB,
HanpAMiB, MeXaHi3MiB | CTPOKIB 3anpoBag)KeHHA Ta
bYHKLUiIOHYBaHHA cucTemMu LUMbPOBOI CTIMKOCTI, cCNpAMOBaHOI
Ha 3abe3nevyeHHs 34aTHOCTI AeprKaBu, bisHecy i cycninbcTBa
CBO€YACHO ifeHTUdIKYBaTM 3arpo3n, BUABNATU BPas3/INMBOCTI
Ta ouiHloBaTM pu3MKKM, 3anobiratu abo MiHimiyBaTh ix
HeraTMBHi BN/MBU, ePEKTUBHO pearysatM Ta LWBWUAKO i
NMOBHOMACLWTabHO BiAHOBAOBATUCA MICAA  BUHWUKHEHHA
3arpo3 abo HacTaHHA HaA3BMYAMHUX Ta KPU30BUX CUTYaLN
yCiX BWAiB, BK/OYatOuM 3arposu ribpugHoro tuny, ane He
0OMEeXytoUunMcb  HMMK,  MOCTIMHO  afjanTyBatTmMca  Ta
TpaHcPopMyBaTUCA LIAAXOM BNPOBAAKEHHA  LUUPPOBUX
TeXHOJorih B yci nmpouecn Ta Ha BCiX PIBHAX AiANbHOCTI
LEeprKaBK Ta CycninbCTBa.

IHWMMK  cnoBamu, METOK Jep)aBW € CTBOPEHHA
cnpuAataneBoro (y TOMy 4uMcni  HOPMATMBHO-MPABOBOIO)
cepenoBuLLa Ta MOXMBOCTEN LMPOBOro PO3BUTKY AN1A BCiX
CTOpiH  (camoi  gepkaBu, bisHecy, rpomagAHCbKOro
CyCniNbCTBA) 3 MOBHOM iHTErpalielo y CBITOBMIA MPOCTip.

Copyright © 2023, OTA.
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PesynbtaTom Mae cTatM  BnacHe [AOCATHEHHA  CTaHy
rno6anbHOT CTIMKOCTI B yCix cdhepax KUTTA, a cama AeprKaBa
Ma€e TpaHchopmyBaTuca y «CmapT-Leprkasy». KoHuenuito,
wo nepeabavae Taki macwTabHi NepeTBOPEHHA B AepKaBi,
[oUuinbHO po3pobaatn Ha nepiog, 6ina 10 pokis.

Peanisauito 3aBaaHb 3 Nobyaosu undpoBoi cTikkocTi byab
AKOI AEepyKaBHOro YTBOPEHHA, Ha Haw nornsag, AOUiNbHO
peanisyBaTM u4epe3 HUKYEHaBedeHi OpraHisauinHi  Ta
NPaKTU4YHi 3axo4M, OTXKe HaBeAeMO Hally no3uLilo Ha
npuknaai nobyaosm undpoBoi CTiMKOCTI gepKaBu YKpaiHa.

OnAa pocArHeHHA BKa3aHOi MeTU Ha AeprKaBHOMY pPiBHi
HeobxigHo:

—  BM3HAuuTU
CTiMKOCTi Ta 6e3neKkn,
ayant 3aKOHOJABCTBA Ta

6ap’epis, OCHOBY CTBOPEHHA

HOPMaTMBHO-MPABOBOro  nigxogy A0
chepu BignosigHo

3aKOHO4ABCTBO, BiANoOBigHI

NPUHUMNM  Ta  NOAITUKY  UMPPOBOI
—  34iACHUTK
3aKOHOAAaBYMX
KOMIMIEKCHOTO
3a3HayeHoi
MOJepHi3yBaTn
HaLUiOHa/bHI CTaHZAPTY;

YNUHHOTO
3aKNacTtun

nepernaHyTy, i
po3pobuTtn

—  TFapMOHIi3yBaTW YMHHE 3aKOHOAABCTBO BiAMNOBiIAHO A0
MiXXHapOAHUX CTaHAAPTIB

—  po3pobuTM L[OPOXHI KapTy peanisauii npoekrty
«lndposa cTilKicTb YKpaiHN», OpiEHTOBHO Ha nepiog Big 3
00 5 pokis;

—  po3pobuTH Ta BNPOBAANUTU LOPOMNKHI KapTU PO3BUTKY
uMbpoBOi CTIMKOCTI ANA HalbiNblW aKTyaNbHUX ranysemn
E€KOHOMIKN Ta cohep XUTTeaianbHOCTI (ocBiTa, mMmeauumHa,
TPaHCNOPT, eHepreTMKa ToLo)

— BnpoBaautn anroputm «Undposuin  dinbtp» y
NOBCAKAEHHY AiANbHICTb, AKMIA nNepenbayae 060B’A3KOBOI
npoueaypu aHanisy Ha HaABHICTb UMPPOBMX BapiaHTIB
peanisauii TUX YM iHWKWX NPOEKTIB NPU NPUAHATTI Byab-AKUX
pileHb, iHiLiaTMB HaLiOHaNbHOrO,
rasy3eBoro piBHiB Ta ix BiANOBigHOCTI
NoKasHWKam LnbpoBoi CTiKOCT;

perioHanbHoro,
KpuTepiam Ta

— CTBOPMTM Ta BMNPOBAAWMTM HALIOHANbHY CUCTEMMU
ynpaBaiHHA MmalicTep-gaHumu  (HCYMA),
penosuTopit malictep-gaHux (HPMJ) Ta HauioHanbHWUiA
pesepBHUI LEeHTP 06pobKK aaHux (HPLOL);

—  Haginutn  PyHKuiamu  popmyBaHHA  MOAITUKMK
LEeHTpa/bHUI OpraH BMKOHABYOI BnagM, WO Bignosigae 3a
OepKaBHYy Nonituky y coepi undposux TpaHchopmauin, Ta
AKMIA CTaHe BignoBiganbHMUM 3a rN06anbHY CTIMKICTb;

HauioHaNbHUI

— 3ab6e3ne4ynTn CTilKiCTb HaLiOHaNbHUX MepeX Ta
uMPPOBUX aKTUBIB, Y TOMY UYMCAiI KPUTUYHOI iHDOpMaLiNHOT
iHppacTpyKTYpY;

— po3pobutM Ta  BNPOBaLMUTU nporpamum
nigroToBKM Ta HaB4YaHHA ¢axiBUiB, AKi npautpoTb Y
KPUTUYHUX CEKTOPAX EKOHOMIKM Ta AepKaBHOTO yNpaBAiHHA;

HOBI
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—  CTMMY/I0BATH OEeprKaBHi nporpamm oo
BMPOBaAKEHHA AOCTYNYy A0 WMPOKOCMYroBOro IHTepHeTy no
BCill AeprKaB.i;

— CTBOpWTM, MOZEpPHI3yBaTM Ta HagatM p[ocTyn Ao
HaLiOHaNbHUX XMapHUX pecypciB ans 6isHecy;

— NPOJOBKWUTU aKTUBHE MNepeBefeHHA [AeprKaBHUX
nocnyr B OHnaiH ¢dopmat (Hacamnepes BaKNUBUX ANA
b6i3Hecy — oOMoAaTKyBaHHA, NiLeH3yBaHHA Ta peecTpaLin
Towo);

—  niaTpumaT undpoBsy OCBiTy, 3ab6e3neunTn HaginHum
OOCTyN A0 LEeHTPai3oBaHUX OHJ/IAaNHOBUX OCBITHIX pecypciB
ONA BUMTENIB TA Y4HiB, 3abe3neuyntn goctyn Ao obnasHaHHA
Ta BiANOBIAHOrO MporpamMHoro 3abesneyeHHA, a TAKOX A0
BMCOKOAKICHOTO LUMPOKOCMYFOBOFO 3B'A3KY;

— Ha CUCTEMHIli OCHOBI NMPoOBOAUTU iHPOPMYBAHHA Ta
HaBuaHHA (ycix) y ranysi umdpoBoi ririeHu;

—  [ifKiTaniayBaTy Ta po3WMPUTM AO0CTYN A0 MeSUUYHUX
nocnyr;

—  po3pobuTM pepKaBHi nporpamyv Ta MNPUCKOPUTU
Joctyn A0 uMdpoBUX TpaH3akuii (diHaHCOBO-TEXHIYHOI,
«MiCOYHMLLI», €NIeKTPOHHA TOPriBAA TOLLO).

Pesynbtatom peanisayii  KoHuenuii noBWHHaA cTatn
nobyaosa cydacHoi Ta edeKTUBHOI cuctemn undposoi
CTiMKOCTi gns 3abesnevyeHHA NiATPUMMKKM | MoOAaNbLIOTO
uMdppoBoro pos3BUTKY e(PeKTUBHOI Ta NPO30pOoi cUCTeMU
YNpPaBAiHHA AEPKABOIO B LLiOMY.

BUCHOBKH

LmndpoBsa CTiMKIicTb € KNtoyoBMM pakTopom 3abe3neyeHHs
6e3neKkun Ta CTabiNbHOCTI AepKaBKu B yMOBAX Cy4acCHOrO CBITY.
3anponoHoBaHa KoHuenuis rnobanbHoi cTilikocTi CmapT-
[eprkaBu € BCebIYHOIO Ta MPOAYMAHOK MPOrpamolo, AKa
CNpsMOBaHa Ha MNiABULWEHHS piBHA UMPOBOI CTiMKOCTI
AepKaBu y Bcix chepax ii gianbHocTi. Peanisauia KoHuenuii
notpebyBaTMMe 3HAYHUX PecypciB Ta 3ycuab, ane BOHA
[03BONUTL nobyayBaTM CTiKY Ta ychilWHY Aeprkasy B
umMdpoBy enoxy.
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CONCEPTUAL FOUNDATIONS OF GLOBAL RESILIENCE OF
A SMART STATE

laroslav Dorohyi, Iryna Berdychenko

This article is dedicated to the examination of the
conceptual foundations of the global resilience of a smart
state. The authors explore the contemporary dimension of
Ukraine's development in the context of the integration of
technologies and innovations into all aspects of life. In
particular, the article investigates the impact of information
technologies, artificial intelligence, and other modern
technologies on the efficiency of governance, socio-
economic development, and ecological resilience.

The article provides a detailed analysis of key aspects of
the creation and functioning of smart states, including the
role of digital infrastructures, open data, and e-government.
The authors analyze the principles of interaction between a
smart state and citizens, businesses, and other members of
society to achieve a high level of resilience and development.

The article also examines challenges and risks associated
with the implementation of modern technologies in the state
system and proposes strategies for ensuring cybersecurity
and privacy protection in the digital environment. Special
attention is given to the ideas of resilience development and
ethical aspects of technology use to achieve global resilience
of a smart state, understanding such definitions as digital
resilience and global resilience, and accordingly,
determining their structure and patterns of use

Keywords: global resilience, smart state, resilience, digital
infrastructure, sustainability, conceptual foundations
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AHOTALIA

Iagpopmaryiriai TexHo/I0ri BifirparOTh 3HAYHY PO Y HABYQIBHOMY IIPOLiECi i1
3abe3medeHHi SKICHUMX pe3yJIbTATIB HABYAHHS B YMOBAX JAUCTAHLIINIHOI OCBITH.
Cy4acHOXO TeHJEHILJIEF0 € PO3BUTOK IHTEPAKTUBHUX CUCTEM, SIKi BK/IIOYAFOTH
eJleMeHTH ayjJio- Ta Bigeo- MaTepialis, rpagiky, mpe3eHTarisi, iIHTepHET OCH/IAHB,
Martepiaay 3 pisHMx JoKepen Ta Yy pisHux ¢opMmarax. [JogaBaHHA iHTepAKTUBHOTO
KOHTEHTY 4O B HABYWIBHUX CHCTeM HiJBUINYEe PU3UKHU iHGopMmarisiHoi be3rexnu
cyvacHux cucreMax LMC. AkrjeHT B poboTi 3pob1eHO Ha HeobOxigHOCTI 3abe3medyeHHs
3axyCcTy MOPOrpaMHOro 3abesrmedyeHHs CUCTEM, PO3MIIJeHOTO B HMX OCBITHBOI'O
KOHTEHTY, pe3y/JbTATIB HABYAHHSI TA IePCOHWIBHUX JAHHX YIaCHUKIB. CTBOPIOIOYN
3axMCT, C/TiJ 3BepTATH YBAry HA HOTEHLIHI 3arpo3y, TAKi AK HECAHKLiIOHOBAHUN
JOCTYII, HeJOCKOHQ/Ie IMporpamHe 3abe3riedeHHs, HeAKICHI IIATiHM OHOBJIEHHS,
KOIIIFOBAHHS MQTePialiB, IIaXparicTBO Ta kibeparaxy. [IpoaHAIi30BAHO BPA3/I MBOCTI
Hatbinpm mommpernx cydacHaux LMC cucrem. IlpugineHo ysary MOKIMBOCTIM
BUKOPUCTAHHSI XMAPHUX TEXHOJIOTIV /11 PO3MILIJeHHSI MOZYJI iB CHCTEM, HABYQJI BHUX
MarepiaiiB ¥y pe3yabTATIB HABYAHHSI HA XMAPHMX cepBicax. 3aCTOCYBAHHA XMAp
rapaHTye IIOCTIMHUII JOCTYI O HABYWIBHOI cucTeMM, HagiviHe 306epiraHHs
MaTepiaaiB, JOAATKOBMII 3aXMCT KOHQIAeHIiNHOI Ta mepcoHAAbHOI iHgopmarii.
Tomy gis 3abesmedyeHHs epeKTHBHOro Ta 6€3eYHOrO0 HABYAHHS 3 YPAXYBAHHIM
CYYACHMX IHTepPAKTHUBHMUX IIiJx04IB JO IOAQHHSA Yd460BMX MQTepIia/IiB, BA>K/VBO
DO3BUBATH CHCTEMM TA 3ACTOCOBYBATHU TEXHOJIOTII, AKi 3a6e3medyroTs MOCTINHUI
JOCTYI JO OCBITHHOIO KOHTEHTY, HAIMHMII 3axuct JgaHux (y TOMYy dUMcai i
mepcoHa/AbHMX), 36epe>xxeHHs LJIICHOCTI iHopMarii Ta JOTPUMAHHS MPUHIJUIIIB
KOH@IJeHIITHOCTI.

Knrovyosi cmoBa: cucremn LMC, iHTepaxTMBHE HQBYQHHS, YPA3TMUBOCTI CUCTEM

AVCTQHIJITHOrO HQBYQHHA, 3QXWCT, XMApPHI TexHO/Oorii, KOHIJeHI[INHICTS,
JOCTYIIHICTH, IL[IIICHICTh, HQIINHICTE, IHGOpMaIlid, IepCOHQ/JIbHI [aHi, OCBITHIi
KOHTEHT.

npouec HagaHHA 3HaHb M CbOroAHi ANCTAHLINMHI cuctemu €
BCTYN HeBiZ'€EMHOIO YacTuHot yybosoro npouecy. Li cuctemun He
TiNbKK 3abe3neuyoTb AOCTYN A0 3HaHb y Byab-AKin Touui
CBiTY, ase W CTBOPOTb YHiKaAbHi MOMAMBOCTI AN
B33aEMOZIT, aganTauii 40 iHAMBIAyanbHUX NOTPeL Ta PO3BUTKY
HABYa/IbHOTO NPOLLECY B IHTEPAKTUBHOMY K/ItOM.

BypxnnBuit PO3BUTOK iHPOPMALLIMHUX TEXHONOTIN cnpuaB
CTAaHOBNEHHIO  6araTbOX  CYy4aCHWUX  TEXHOJIOrin,  AKi
3aCTOCOBYOTbCSA Y BUPOOHULTBI, MeAMUMHi, HaB4yaHHi. IT-
TEXHOOrT, WTYYHUIM iHTENEeKT, IHTePaKTUBHI meToaMn
HaBYaHHA € 3BMYHOO AiMCHICTIO, 6e3 AKOI CKNaaHo yABUTU

U Copyright © 2023, OTA.
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Mpw eKkcnayaTaLii cMcTeM NOCTIMHO 3pOCTalOTb BUMOTY A0
TEXHIYHMX 3acobiB 1 IX OHOBNEHHA B MPOLIECI eKcnayaTalil,
nporpamHoro 3abesneyeHHsd, AKe He € NpocTUm B
3acTocyBaHHi Ta 06cnyroByBaHHI, 4O CTBOPEHHA 1 36epiraHHA
HABYa/IbHOTO KOHTEHTY, AKUI € OAHIEID 3 CKNAZOBUX YAaCTUH
HaBYaNbHOI cucTemm. basu OaHuUX BMMaratwTb
KBanipikoBaHOro cynpoBoAy, MOMOBHEHHS, PO3BMUTKY, WO
CKM1aZHO 34iMCHIOBATM Y pasi BE/IMKOI KiIbKOCTi KOPUCTYBaYiB
M MiHIManbHOI KiNbKOCTI (K MpaBMa0) CynpoBOAMKYHOUOro
nepcoHany.

OaHo4vacHo 3i 3POCTaHHAM NONYNAPHOCTI 7
PO3MNOBCHOAMKEHOCTI AMUCTaHLiMHOT GOPMM HaBYaHHSA, 3pOCTaE
PO3YMiHHA Y HeobXifAHOCTI HaAIMHOro 3aXMUCTy HaBYaZIbHUX
cuMcTeM, MNPUAINAETbCA  yBara  3aXWULLEHOCTI
nporpamHoro  3abesneyeHHs,  NepPCOHaNbHUX
yyacHuKis yuboBoro npouecy.

HaBuanbHi cuctemmn matoTb KOHOIAEHLiNHY iHDOpMaLito,
Taky fAK 0cobucTi faHi cTyaeHTiB Ta BMKNagadiB. A Tomy
HeZoCTaTHI 3axoan 6e3neKkn MoXKyTb NPM3BECTU [0:

— HeCaHKLUioHOBaHOro pgocTtyny Ao iHdopmalii, wWwo
3adikcoBaHa B cuctemax;

KOHTEHTY,
AaHuX

— KOMitoBaHHA maTepianis, pO3MilLEeHNX B HaBYa/IbHUX
cMcTemMax, NopyLleHHA aBTOPCbKMX NPaB;

— WaxpalicTBa Nig 4Yac NpoBeAeHHs TecTiB Ta icnuTis
(nigmiHa KopucTyBaua);

—  YpaKeHHA W NOpYLeHHA UiniCHOCTI AaHuX npu
npoBefeHHi KibepaTak Ta nopyLeHb be3neku;
JOCTYyny A0 HaBYa/JbHUX

Wo  MOXe  MopywuTH

—  HEeCaHKLioHOBaHOro
maTepianie  abo  cuctem,
KOH}iAEHLIMHICTb aHUX.

Ui npobnemu cTatoTb BCE BiNblLL aKTyaIbHUMW B KOHTEKCTI
PO3BUTKY €/NIeKTPOHHOI Ta AMCTaHUiHOI ocBiTM. OaHa 3
OCHOBHMX NpPoObGJAEM BWKOPUCTAHHA CUCTEM HABYaHHA
NONAra€E B HEAOCTAaTHbOMY PiBHi 3aXUCTY CUCTEM Ta KOHTEHTY,
WO B HWUX PO3MILLYETbCA Ta 3aCTOCOBYETbCA, 0C06/MBO B
YMOBAX, KOMM KiNbKiCTb 3arpo3 NocTiliHO 3pOCTaE.

AHANI3 NITEPATYPHUX OAHUX TA NOCTAHOBKA
NPOBJIEMU

3 pO3BWUTKOM TEXHOJIOFIN BipTyasbHOI Ta A0MNOBHEHO!
peanbHOCTi, WTYYHOrO iHTENEeKTy Ta OHAalH-NnaThopm,
iHTEpPaKTUBHI cuctemmn cTanm 3acobom anAa edpeKkTUBHOro
IHTEepaKTMBHI coboto
iHHOBaUilMHI 3acobu, gna iX CTBOPEHHA BMKOPUCTOBYHOTb
CYYacCHi TeXHONOTii AMHAMIYHOIO Ta 3aX0OMNJIMBOrO OCBITHLOIO
4ocCBiay.

3acobu nposeaeHHsA iHTepaKTUBHOIO HaBYaHHA
po3noginATb Ha 4oTupu Benuki rpynu [1]. Lle 6asosi
nnatdopmu g5 CTBOPEHHA OHNalH-KypciB (Moodle, Canvas,
Blackboard, Schoology), cepegoBuwa BipTyanbHoi Ta

HaB4YaHHA. cncremm ABNAOTb

ISSN 2786-9024

https://doi.org/10.5281/zenodo.10804951

OonoBHeHoi peanbHocTi (Unity3D, A-Frame, ARCore Ta
ARKit), cuctemn pns CTBOPEHHS OCBITHbOrO KOHTEHTY 3
enemeHtamm renmidikauii (Kahoot!, Classcraft, Quizziz),
iHCTPYyMEHTH ana CTBOPEHHA iHTEPAKTUBHMUX
My/NbTUMeLiNHNX MaTepiania (Adobe Captivate, Articulate
Storyline) Ta cneujanizoBaHi aganTuBHI OCBITHI NiaThpopmm
(Smart Sparrow, Microsoft Teams, Knewton, Edpuzzle,
Google Classroom), AKi [03BO/AOTL  3aCTOCOBYBATU
iHTEPAKTUBHMWIA KOHTEHT, BKNOYATU MOTO B OCBITHI KOHTEHT.

MepeniyeHi cuCTeMM BK/HOYAIOTb MOLWIMPEHI M YHiKanbHi
dyHKUji, nobyaoBaHi 3 3acTOCyBaHHSAM  Pi3HOMaHITHMX
niaxoAie A0 HaBYaHHA, iX BUBIp 3aneKUTb Bifd, KOHKPETHUX
notpe6 Ta uinen HaB4yanbHOro npouecy. Li iHCTpymeHTH
HafaloTb BMKAaZavyam i po3pobHMKam OCBITHiIX MaTepianis
MOM/IMBICTb  CTBOPEHHA  iHTEPAKTUBHUX wo
CNPUAIOTb  aKTUBHIM  y4yacTi CTYAEeHTiB i MiABULLEHHIO
edeKTUBHOCTI HaBuyaHHA. [o-cyTi, ue LMS (Learning
Management System) cuctemn, cuUCTEMM YNpPaBJiHHA
HaBYAHHAM, B AKMX AN1A NiABULLEHHA ePEeKTUBHOCTI HaBYaHHA
3aCTOCOBYHOTb HECTaHAAPTHI GOpMM NpeacTaBAeHHA 3HaHb -
irpun, rpadiyni pepaktopun, CAD-CAM cuctemwu, iHTerpoBaHi
cepenoBsuiLa, ayaio Ta Bigeo-3anucu i Harato iHworo. Le
nporpamHe 3abesneyeHHA, HaWyacTille XMApHe, AKe [aE
3MOry CTBOPIOBATM OCBITHI MPOAYKTU B €/NEeKTPOHHOMY
BUINIAA] Ta OPraHi30BYBaTM OHMAMH-3aHATTA, BKAKOYATU B HUX
iHTEPaAKTUBHI enemeHTw.

lany3b AWCTaHLUIAHOrO HaBYaHHA € Ha AAHUA MOMEHT
[OCTaTHbO PO3BMHEHOIO Ta CTaso. Bigomumum i wMpoko
3acTocoBHMMK € cuctemmn Moodle, Canvas, Webtutor, ILIAS
Ta iHWi. Ane nig 4Yac CTBOPEHHA UMX cucTem npobnemu
3aXMUCTY KOHTEHTY, nporpamHoro
3abe3sneyeHHa He Oyau orosnolleHi Ak nepwoyeprosi. Lle
npuBeso A0 HeobXiAHOCTI po3B’A3yBaHHA MUTaHb 3aXUCTY
iCHYIOUMX CUCTEM B YMOBAX iX aKTMBHOI eKkcnyaTauii.

Mepwi 3acTeperkeHHA 11 cnpobu  gocnigyKeHHs
HEobXiAHOCTI 3aXMCTy CUCTEM AMUCTAHLiIMHOrO HaBYaHHA
BMHWKAN Yy NepLIOMY AeCATUPIYYi NOTOYHOrO CTONITTA. Tak, y
poboTi [2] aBTOpU Haro/sOCMAM Ha HeOoCTaTHIN yBasi, AKy
NpUAiNAaoTb PO3POOHUKU HaBYaASbHUX CUCTEM A0 NUTAHb
6e3neKkn cBoix NpoaykTiB. Y poborTi [3] npoBeaeHo aHani3 Ta
Knacudikauito  3arpo3  nopyweHHA Oe3nekn  cuctem
OMCTAHUIMHOrO HaBYaHHA. ABTOpW 3p06MAM BUCHOBOK, LWO
He3a/IeXXHO Bif, apXiTeKTYpU CUCTEMW, CAif, BUAINUTM AOBi
rpynu 3arpos: 3arajbHi Ta cneuundiyHi.

[0 3aranbHUX aBTOPW BiAHECIN 3arpo3un JOCTYNHOCTI, dos-
aTaku, npobnemun nepenoBHeHHA bydepis, snamsy SQL-
iH eKUil, cnpobu niabopy naponis, Ta iHWI, XxapaKTepHi ans
aBTOMATU30BaHUX iHPopmaLiMHMX cuctem B3arani. Ui
3arposu [0CTaTHbO BiAOMI 1 MOXYTb BYTU HeWTpanizosaHi
BMKOPWUCTAHHAM MeTOZiB Ta 3acobiB 3axucTy iHdopmauii
3arafbHOro npu3HavyeHHA. A B AKOCTi cneumdiyHux ans

cucrem,

NepcoHabHUX AaHMX,
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CUCTEM  AWCTAHLUIMHONO HAaBYaHHA aBTOPWM Ha3UBAOTb
3arposu, AKi 3ymoBneHi B3aemogieto cyb’ekTiB Ta 06’ekTiB
HaBYa/IbHOrO NpoLecy.

YacTkoBO Npobiemn 3axuLeHOCTi PO3rAAHYTI M B iHWKNX
pocnigrKeHHax. Tak, B [4] aBTopu pobaATb aKLEHT Ha
OpraHi3auiiHo-aAMIHICTPaTUBHMX MeToAax 3abe3neyeHHs
3aXUCTy  OAHiEl 3  Hambinbw  MNONYAAPHUX  CUCTEM
OUCTAHUiMHOrO HaBYaHHA — cuctemi Moodle. Y pobori [5]
nokasaHo ocobsiMBocTi 3abe3neyeHHs 3axucTy iHpopmauii,
AKa MICTUTbCA B CUCTEMI AUCTaHLiHOro HaB4YaHHA Moodle i
PO3r/IAHYTO OCHOBHI XapaKTEPUCTUKK onepaLiinHoi cucTtemu
CentOS, AKa 3acTOCOBYETbCA A5 3abe3neyeHHA HaBiCHOro
3aXUCTy CUCTEMM, TOKA3aHO O0COHAMBOCTI NpOBeLEHHA
3axucty iHbopmauii npu poboTi 3 Uielo onepauiiHo
cuctemoto. Y poborTi [6] yBara akueHTOBaHa Ha HeobXxigHOCTI
3aCTOCYBAHHSA cUCTEM LWINPPYBAHHA B NPOLECi OTPMMAHHA Ta
36epiraHHA gaHuXx.

Po6oTa [7] HabauKeHa A0 Cy4acHUX BUMOT Ta CTaHAAPTIB
3axXucTy  iHpopmauinHMX cuctem. B HiW  pgeTanbHO
npoaHanizoBaHi 6a3oBi npobnemu 3axucTy iHbopmauii B
CYYaCHUX CUCTEMAX AMCTAHLiMHOrO HaBYaHHA Ta 3arposu 3
TOYKM 30py iHPopmaLuiiHOT Be3nekn ANA TaKUX cCUCTEM,
nepeniyeHi OCHOBHi  Uifi, MOXe nepecnigysatm
3/10BMUCHUWK NPU peanisaLii aTak Ha CMCTeMMU AUCTAHLIAHOrO
HaBYaHHA (CAH) Ta ypasnuBocCTi yepes fAKi BiH 34ilCHIOE
aTaku. 3aiicHeHO NopiBHAHHA Halbinbw nowmnpeHmnx LMC 3a
TAaKMMKM  KIOYOBUMMW MapamMeTpamu, AK 3arposm XubHoi
peecTpauii  Ta  aBTeHTUdIKauii, 3arpo3n  MNopyLeHHsA
[OCTOBIPHOCTI  pe3y/bTaTiB KOHTPO/IO 3HaHb Ta 3arposwu
BNPOBAZMKEHHA LWKIANMBOrO MporpamHoro 3abesneyeHHs.
OcHOBHy yBary npuaineHo nigxogam po 3axucty CAH Big,
3arpo3  nigmiHu 3arpo3  BWMKOPWUCTAHHA
nporpamHux 60TiB i CKPMNTIB, @ TAKOXK 3arpo3 BUKOPUCTaHHA
NEKLUili, eNeKTPOHHUX [OBIAHMKIB Ta iHWMKX CTOPOHHIX
HaBYa/IbHUX MaTepiafiB. 3aNPONOHOBAHO MEXaHi3M 3aXUCTy
Bif, 3arpos,  aBTOPW HaAro/OLWYHOTh, LLO aNrOPUTM Aid MOKe
6yTN BUKOpPUCTaHMIA Yy Byab-AKil cucTemi AnMcTaHUiHOro
HaBYaHHA A/1a 3aXMCTY Big, 3arpo3 NopyLieHHa AOCTOBIPHOCTI
3HaHb.

Y [8] noKasaHo, Wo Hanbinbl ypasnaMBUMMK 3 TOUKM 30pYy
iHbopMmauiiHOT 6e3nekn € npouecu:

AKi

KOpMCTyBauya,

— nepepavi ipeHTMIKAUiIMHUX | ayTeHTUdIKALIAHMX
AaHUX KOPUCTYBaya;
— O0bMiH pgaHumm MiX bpaysepom BigaaneHoro

KopucTyBaya i Beb6-caTom HaBYabHOI cUCTEMU;

— aBTOpu3aLii KopucTyBaya (Ha cepBepi cuctemmu
[OMUCTAHUiMHOMO HaBYaHHSA i B iHGOPMALLiMHO- KOMYHiKaL,inHin
CcUCTEMIi HaBYaIbHOTO 3aKnaay);

—  BWTAr i 3anNuc AaHuUX B 6a3n HaBYaNbHOrO 3aKaaay;

https://doi.org/10.5281/zenodo0.10804951

— 06MiH gaHumn mix cepsepom CAOH i cepsepom IC
HaBYa/IbHOTO 3aKNagy.

BKaszaHo, W0 3/1I0BMUCHUK MOKE BYTU AK 30BHILLHIM, TaK i
BHYTPILWHIM, nepenivyeHi Uini, KOTpi BiH nepecnigye Ta
YPa3nuMBOCTIi, AKi 3acTocoBye. Lle, 30kpema — ypasnmeocTi B
Beb-g0aaTKy i cepsicax COH; cnabki naponi i Hegoniku
npouecy asTeHTUdiKauUii KopucTyBadiB Ha cepsepi CAH;
NOMWJIKM B KOHirypauii i agmiHictpysaHHi COH; wkignnse
nporpamHe 3abesneyeHHA (Bipycu, TPOAHCbKI Nporpamu,
nporpamHi 6ombu i 3aknagku); cnabkocTi cucTemmn 3axmucrty
iHpopmau,i.

TakMm  UYMHOM, [0 OCHOBHMX npobnem
€/1eKTPOHHUX HaBYa/IbHUX CUCTEM CAif, BiAHECTH:

3axXncrty

— HeJOCTaTHIO 3axMLEHICTb BiZ, HeCaHKLioOHOBaHOro
aocryny;

—  PW3MKM HECAHKL,iOHOBAHOro KONitOBAHHA Ta nariaty;

— MOPYLWEeHHA [JOCTOBIPHOCTI pe3ynbTaTiB KOHTPO/LO
3HaHb;

— 6esneky JaHux Nig 4yac poO3MilleHHA Ta nepepadi
OaHuX;

—  npobaemu ynpasaiHHA AOCTYNOM;

—  MOpYLWeHHA KoHiAeHUiMHOCTI.

OLHUM i3 aKTyaNbHUX LWNAXIB PO3BUTKY OCBITHIX CUCTEM €
BUKOPUCTAHHA XMapHUX TEXHOOrin. XmapHi TexHonorii €
Hag3BMYAMHO NONYAAPHUMMM, KinbKicTb iX 3acTocyBaHb Y
pi3HMX cdepax CTPIMKO 3pocTae. IX BNPOBAKEHHIO i
AKTMBHOMY PO3NOBCIOAMKEHHIO CNPUAIOTL TaKi GaKTopw, AK:

1. MOXKAMBiCTb MOCTIMHOrO AOCTYNYy A0 HABYa/IbHOrO
KOHTEHTY;

2. 3beperkeHHA maTepianiB Ta pe3y/bTaTiB HABYAHHA Ha
BigfaneHnx cepeepax B LieHTpax obpobKM, 3aBAAKM YoMy 3

KOpUCTyBaya 3HimaeTbcA npobnema ob6cAyrosyBaHHA
TEXHIYHOI YaCTUHKM HaBYaNbHOI CUCTEMMU;
3. HasBHicTb 3acobiB 6e3nekM npu  nepegaui,

npuiiMaHHi Ta 36epexkeHHi iHdopmaLii, WO rapaHTyeTbCA
CaMOH0 TEXHO/IOTIED XMapPHUX CTPYKTYP;

4. popaTKoBa igeHTMiKauia KopMCTyBayiB B MpPOLLECi
OTPMMAHHA AOCTyNny A0 XMApHOro pecypcy 3 ¢ikcauieto
KOHTPOJIEM agpecu BXoay.

Mpobnemu 3axMCTy HEMOKANBO PO3B'A3aTH 6e3 aganTauii
apXiTeKTypuM Ta KoHoirypauii HaBYasbHUX CUCTEM 4O
iCHyr0UMX TexHonorin. Tomy caig NPUAINNTK yBary He TiNbKu
npobaemam M 0co6IMBOCTAM TaK 3BaHOrO HaBiCHOrO 3aXMUCTy
iCHytoUMXx cuctem, a "  [OCNIKEHHIO  MOXAWBOCTEMN
3HMXKEHHS  puM3MKIB  iHbopmauiiHOT  6e3neku  npu
eKkcnayaTtauii HaByanbHMX LMC cuctem npu  akTUBHOMY
3acTOCYBaHHI Cy4aCHUX XMapHWX TexHonoriit. M o6’eaHaTy
dakTopn  rapaHToBaHOI  Mpaue3aaTHOCTI  amapaTHOro
3abe3neyeHHs, NOCTiMHOI AOCTYNHOCTI, cepTUdiKoBaHOI
3aXMLLEHOCTI, MOX/IMBOCTEN BiJOKPEMIEHOIO 36eperKeHHs,
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o

Noc/iyr KOMitoBaHHA [aHUX W aHTUBIPYCHOrO 3axMCTy, AKi
Ha4aloTb XMapHi cepsick 3 nepesarammn LMC cucrem B cdepi
HaZaHHA OCBITHIX MOCAYT B Cy4aCHUX peaniax.

BpaxoBytoun BulleHaBeeHe, 06'€EKTOM AOCAIAMKEHHS €
meTogonorii 3axucty LMC cuctem i1 3acobiB CTBOpPEHHA
y460BOro KOHTEHTY Ta HaBYAJIbHOTO E/IEKTPOHHOIO pecypcy 3
ornafly Ha cyyacHi nornagmM 3abesnevyeHHAa 6He3neku
YYACHMUKIB.

MpeameTom AocCnigXKeHHA € BPA3/IMBOCTI HABYaJIbHOTO
cepenoBULLA NPUY B3AEMOAIT KOPUCTYBaYA i3 iIHTEPAKTUBHUMMU
Ta HaBYa/IbHUMM pecypcamu.

MeTolo poboTn € AocnigxeHHs npobiem 3axMLLEHOCTI
cydyacHux LMC cuctem 3 ypaxyBaHHAM Bpas/MBOCTEMN
nporpamHoro  3abesneyeHHA, HaBYa/bHOMO
pe3yabTaTiB HaBYaHHA Ta MEPCOHAJIbHUX AaHUX Y4aCHUKIB
OCBITHbOTO NpOLLECY, BNANB XMAaPHUX TEXHOOFIN Ha 6e3neky
CUCTEM, a TAKOX HafaHHA peKoMeHAauih Ana nigBULLEHHS
3aXMLL,EHOCTI HAaBYa/IbHUX €NEKTPOHHUX pecypcis.

OnAa [OCATHEHHA MeTU HeobXigHO BWMKOHATM HACTYMHi
3ajavi:

— BWMABMTM Ta NpOaHanisyBaTM 3aranbHi npobiaemwu
3axucty cuctem LMC 3 ypaxyBaHHAM Cy4YaCHMX 3arpos
iHpopmauiiHili 6esneu;

— 0bpaTtu Halbinbl NoWMpPeEHi CUCTEMU AUCTAHLiNHOT
OCBIiTM 1 CUCTEMM KEPYBaAHHA HAaBYAHHAM;

—  [JOoCANiANTM BPasMBOCTI nowupeHnx cuctem LMC i
MOM/IMBOCTi  3aCTOCYBAHHA  Cy4acHWUX  iHPOpMaLiNHMX
TEXHOJIOFiM, 30KpemMa, XMapHUX, AAA 3HUXKEHHS pPU3MKIB
nopyLUeHHs 6esneku.

KOHTEHTY,

MATEPIAJZIU TA METOAU AOCNIAXKEHD

B poboTi BWMKOPUCTAHO METOAM  CTPYKTYPHOrO i
NOPIBHANBHOTO aHanisy, 3 iHGOPMALIHUM i aHaNITUYUHMM
NiAX0A0M PO3MNAHYTO HAayKOBY Ta METOAMYHY NiTepaTtypy, a
TaKOX OHMaMH pecypcu.

PE3Y/ZIbTATU OOCNIAXKEHDb

A. AOU/TIAMEHHA CUCTEM LMC 3A NTAPAMETPAMU
GE3INEKN

Y 2024 poui cant ahaslides.com [9] ony6nikyBas ornsg, y
AKOMY MpOaHani3oBaHi cyyacHi cuctemn LMS. PosrnaHemo
M'ATb 3 HWX Yy MPOMOHOBaHIM B CTaTTi MOCNIAOBHOCTI.
JonoBHumo ornag nnatdopmoto iHTerpauii Edpuzzle, ska
[03BONSE o6’egHyBaTn nonynapHi pilleHHA. %
npoaHanisyemo pileHHA woao 3aXULLLEHOCTI "
iHpopMmaLUiNHOT Ge3nekn pecypciB, Ha AKMX HaAroNOLWYHTb
p0o3pOobHMKM Ha BignoBigHWUX caliTax.

HasuBaloun Halbinblw MOWMPEHO Ta 3aCTOCOBHOM
cuctemy Google Classroom, aBTopw,

TMM, He MeHUl,
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nepeniynnn i oCHoBHi HeZoNiKM: obmexkeHa iHTerpauia 3
iHWKXMM nporpamamm, BiACYTHICTb po3WmnpeHmnx
(cneujanizoBaHuMx gns  opraHisauii  Knacy)  QyHKUil,
HeobXiAHICTb KOHBepTaujii cBoix ¢annis y dopmat Google,
BiICYTHICTb aBTOMATU30BaHMX BIKTOPUH YW TECTiB, BiKOBI
obmexKeHHsn (ctynenTn no 13 pokiB
BMKopuctoByBaTtu Classroom nuwe 3 061iKoBMMM 3anncamu
Google Workspace for Education abo Workspace for
Nonprofits) 1, HalironoBHIWMWA ANA AAHOTO AOCNIAMKEHHA
Hedonik - Google BiacTeXXye noBeadiHKY KOPMUCTYBadiB i
[O03BOJISIE peKNamy Ha ixHix caliTax, Wo cnig, iaeHTuoikysaTtn
AK NopyweHHA KoH}iaeHUiHOoCTI.

Google Classroom, Ak i iHWi npoayKktT1 Google, po3mileHa
Ha xmapi. Google BMKOPUCTOBYE CBOI B/ACHI
iHppacTpykTypu, Bigomi ak Google Cloud Platform, pnsa
3abe3neyeHHs iHbpacTpyKTypH, noTpibHoi ana
obyHKUioHyBaHHA Google Classroom. [aHi, BKAOYakoun
iHpopmaLito Npo KOpWCTyBadiB, 3aBAAHHA, MaTepianu Ta
iHWwe, 36epiratoTbca Ha cepeepax Google, sKi po3TawoBaHi y
Pi3HMX YACTUHAX CBITY.

IHWoOW cy4YacHol cucTeMoto € nnatdopma iHTerpau,ii
cuctem Edpuzzle [9]. Edpuzzle — ue npocTa y BUKOPUCTaHHI,
cyyacHa nnatoopma, AKa npauloe 3 Bigeo- ayagio,
TEKCTOBMMM, Npe3eHTaLiMHMMKM MaTepianamu i [03BOJAE
hojasatn  go B/laCHi 3anuTaHHA abo
KOHTpPO/OBaTM 1 KepyBaTWM  MpoLEecom
BiACNiAKOBYBATM NpOrpec yyHis.

Edpuzzle [10] nponoHye 06’egHaHHA Ha cnewjani3oBaHii
nnathopmi  AEKiNbKOX ICHYKOUYMX CUCTEM AMCTAHLiNHOro
HaBYaHHA 3 MeTOol YHidiKauii 3acTocyBaHHA pPi3HOPIAHMX
CUCTEM, B3AEMOODOMIHY JaHMMM MiX HUMW, AONOMArae

MOXYTb

XMapHi

HUX 3anucm,

HaBYaHHS,

330WAAMTM Yac i 3yCUANA Ha eKCnopT/iMMopT AaHUX MiX
pi3HMMMU 3aBAAKM  €QMHOMY iHTepdelicy
cnpouye poboTy 3 cucTemoto. Buknagayu moske nigrkntountm
BigOMy WoMy I HanoBHeHy cuctemy pno Edpuzzle #n
TpaHCAOBaTM 3aBAAHHA 4epe3 HOBMM, CyvyacHul 3acib,
nepeHecTM KOHTEHT B HOBE HaBYaj/bHE CepefloBULLE,
06’eaHaTM AekinbKa 6710KiB HaBYaNbHUX MaTepianis npu ix
nonepeAHbOMY PO3MIlLLEHHI Ha pi3HMX pecypcax B €auHe
uine.

3apas Edpuzzle
Classroom, Microsoft Teams, Canvas, Schoology, Moodle,
Blackboard, Blackbaud, PowerSchool, Clever, D2L
Brightspace.

Edpuzzle — poctaTHbOo 6e3neyHe cepenosuLe,
0,03BoNAE byayBaTM NOBHOLHHI, CydacHi HaBYaNbHI Kypcw, 3
3aCTOCYBAHHAM KOpUCTyBaYam  CepesioBULL.
Edpuzzle cepio3Ho  cTaBuTbcA 0  b6e3nekn  Ta
KOHOiaeHUinHOoCTI. Pecypc  HaropogeHo  Kifbkoma
cepTudikatamm 6e3nekn Ta BigNOBIAHOCTI BUMOram 3axXucty
KoHoigeHuinHocTi. Edpuzzle - moxke 6yTn posmiweHa Ha

cuctemamu,

iHTerpyetbca 3 cuctemamu Google

AKe

3BUYHUX
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XMapHUX cepBepax, OAHaK HeJOoCTaTHA  3aXMLLEHICTb
NPUESHYBAHOI CUCTEMM MOXKe CTaTU 3arposoto besnewi
BCbOrO iHTEFPOBAHOro cepesoBULLA.

Canvas LMS (https://www.instructure.com/canvas) — ue
XMapHO - OpPIEHTOBaHAa CMCTEMA KepyBaHHA HaBYaHHAM. BiH
BiJOMMIN CBOIM 3py4yHUM iHTepdelicom, HagilHicTio Ta
noBHUM Habopom OYHKLiIN, NPU3HAYEHUX ANA 3PYYHOro
BUKNA[AHHA | HABYAHHA.

Besneka BOypoBaHa  6e3nocepeAHbO B XMapHY
nnatdopmy, iHbpacTpyKTypy Ta npouecu, BianosigHO A0
ctaHgapTtis SOC 2 i ISO 27001. daHi po3milLytoTbca B Xxmapi
Instructure Ta gocraBnstoTbea yepes Amazon Web Services
(AWS). KopwucTyBaui MOXyTb BXOAWTM 33 [OMNOMOrOH0
obnikoBuMx AaHux obnikosoro 3anucy Google Cloud,
BMKOPUCTOBYIOYM MOBY PO3MITKM Aeknapauii 6esneku
(SAML). Canvas rapaHTye 99.99% yacy 6e3nepebiitHoi poboTu
i uinogobose OyHKLiOHYBaHHA naatdopmnm ANA  BCiX
KopucTyBadiB, ToK Canvas BBAXKAETbCA OAHIEI0 3 HaAAIMHMX
LMS.

Edmodo (odiuirtHa web-cTopiHKa -
https://www.edmodo.com ) - Le OCBITHIl caitT, AKUI ABAAE
coboto yciyeHy couianbHy mepexy 3a Tunom Facebook, sika
[,03BONSAE CNIJIKYBATUCA BYMTENAM Ta YYHAM, 06'€eQHABLUMCH
HABKO/10 MPOLLECY HaBYaHHA Y LWKOI.

Edmodo moxke 6yTM po3milleHa Ha XMapHUX cepBepax.
BukopuctaHHA xmapHoi iHppacTpyKTypu ao3soants Edmodo
WBKMAKO BMNPOBAAKYBATM OHOBNEHHA Ta HOBI yHKUi,
3abe3nevyounm KOpUCTyBayam A[OCTyn A0 OHOBAeHb 6e3
HeobXiAHOCTi BPYYHY OHOB/IIOBATU nporpamHe
3abe3neyeHHA. Kpim Toro, xmapHa iHOPacTpyKTypa moKe
3abe3neunTn pesepBHE KOMitOBAHHA AaHUX W MOKPAWMTH
3aXUCT Ta BigHOB/IEHHA AaHUX B Pa3i BUHMKHEHHS npobaem.

Edmodo — ue 3axulLeHa OCBITHA Mepexka, AKa HaroNoLye
Ha CyBOPOMY KOHTPOi 6e3neKkn ana noBigoMaeHb i gns BCix
iHWKWX KOMYHiKauin Ha naathopmi.

Moodle - ogHa 3 HanMNoONyAAPHIWKWX CUCTEM YNpPaBAiHHA
HaBYaHHAM Yy CBIiTi, € MOAYNbHUM 06’EKTHO-OPIEHTOBAHMM
OVWHAMIYHMM  HaBYa/IbHUM  CepefoBuLEeM 3 BigKPUTUM
BUXiAHMM KOZOM, CMCTEMA KepyBaHHA HaByaHHAM (LMS).
Cuctema [na cTBOpeHHA NMepCcoHani3aoBaHOro HaB4a/bHOMoO
npoctopy, Moodle nponoHye BnacHy ROCAYFy XOCTUHTY
MoodleCloud. Xouya Moodle BBaaeTbcA AOCTaTHbLO
HaZiMHOK Ta 3aXWLEHOK A/IA KOPUCTYBAYiB Ta KOHTEHTY,
3axucT iHbopmaLii Wwoao KoHoigeHuiMHocTI, uinicHocTi Ta
OOCTYNHOCTI NOTpebye BUKOPUCTAHHA PI3HUX MeToAiB Ta
3axoais[11].

o6 3abe3neunTtn poboty Moodle, noTpibHi Tpu cknagosi:
Beb-cepBep, 6asa gaHMX i NOWTOBUIN cepBep. XOCTUHIK, AKi
BMKOPUCTOBYIOTbCA AN  po3MilleHHA cepsepis Moodle,
NOBWHHI B6yTM obnafHaHi aBTOMaTM30BAHUMMU CUCTEMAMMU
3axucty Big DDOS-atak Ta aHTUBIPYCHMM NPOrpaMHUM

https://doi.org/10.5281/zenodo0.10804951

3abe3neyeHHAM 4/1a 3aXMUCTy NporpamHux daiinis Big pisHMX
BMAiB nopyweHb 6e3sneku. [12].

OKpim TOro 3 meToto 3axucTy iHbopmaLiiHMUX pecypciB B
cuctemi nepegbaveHo:

— BWKOPWUCTAHHA  Mmaponis  Agna  goctyny Ao
iHbopMmauiiHMx pecypcis;
— MONITUKM pPO3MeXyBaHHA MpasB A[ocTyny, WO

[O3BONAE MPU3HAYATU Pi3HWI piBEeHb MOBHOBaXeHb ANA
CTYAEHTIB, BUKIaAauiB Ta aAMiHiCTpaTopiB;

— aBTOMaTM3auif BWUKOHAHHA CUCTEMHUX ain,
BK/IIOYAOYM AOCTYN A0 TECTiB Ta 06MeXeHHA HaCTPOlBaHb
6e3 agMiHiCTpaTUBHUX Npas;

—  CTBOPEHHSA pe3epBHUX KoMili cuctemu;

— IP-bnokaTopu AnA nepeBipKM BXigHWX IHTepHeT-
agpec i bnokyBaHHA HebaxkaHux IP-agpec;

—  HaABHicTb 6e3neyHoro http-3’egHaHHA A4Na CTOPIHOK
BXOA4Y A0 cUcTemu;

— BbyaoBaHuit aHTMBipyc «Clam AV», ana nepesipku
BCiX 3aBaHTaxeHux ¢anniB Ta HaBYa/bHUX MaTepianiB Ha
HaABHICTb BipYyCiB;

—  HanawTyBaHHA nokasy ocobucTmx
KopucTyBadiB (ynogobaHHs);

—  KOMMJIEKCHWU 3axucT iHpopmaLii B 6asi gaHux, Akui
3abe3neyye obMexKeHUM [OCTyn A0 Hel Ta PO3MilLeHHSA
iHbopMaLii AnA TecTiB B pi3HMX TabanuAXx..

B cuctemi ynpasniHHA HaByaHHAM «Moodle» B 6yab-
AKOMY OCBITHbOMY 3aKNa4i BUKOPUCTOBYETLCA iIHPOpMaLiiHe
cepefloBULLE, LLO € CYKYMHICTIO HaB4aNbHUX MaTepianis,
3acob6iB NiATPUMKM HABYAZIbHOTO NPOLLECY, NPEACTaBAEHMUX B
€NeKTPOHHOMY BUIAAAI, @ TaKOX pi3Hi 3acobu, meToan Ta
bopmm KoMyHiKaLii MK cyb’eKTamMn OCBITHBOTO NpoLiecy.

Takmm MOHa wo cucrtema
OMCTaHUiMHOro HaBYaHHA «Moodle» mae gocTaTHIn piBeHb
3axuuweHocTi iHbopmauii. Ha canTi [13] po3miweHa Benvka
KinbKicTb iHOpMaLiMHO-A0BIAHMKOBUX MaTepianis LWoA40
opraHisauii n ocobnueocteir nobygosu 6esnekn cuctemmu
Moodle. Ane BpasnMBMM MiCLEM CUCTEMM BBaAXKAIOTbCA
cnabki naponi (naponb Moxe o06paTn abo 3MiHUTK
KOpUCTyBad), HeBipHa KoHdirypauia goctyny abo HegocTaTHA
OopraHisauifa KopucTyBalbKMx npas. Lle moxke cTBoptoBath
pusukM ana 6esnekn pgavux y Moodle. Cuctema He
OHOBJIIOETbCA ABTOMATUYHO. HecBO€YacHe BCTAHOBNEHHA
naariHis MoXyTb OYyTWM BMKOPUCTaHi 3N10BMWCHUKaMKU ANA
OTPMMAHHA [O0CTYNy A0 CWUCTEMM, BHECEHHA 3MiH Y
iHpopmauito abo BMKOHAHHA iHWMKX 3104YMHHUX AiK. Kpim
TOrO, LWWMPOKiI MOXKAMBOCTI 3aCTOCYBAHHA B AKOCTi HABYaIbHUX
maTepianis pi3HOMaHITHOro KOHTEeHTy (Bigeo, npeseHTauii,
iHTepHeT-NocuNaHHA), He nepesipeHoro abo HemOCTAaTHLO
nepeBipeHoro 3 TOUKM 30py Be3neKn KOHTEHTY TaKOXK MOXKYTb
nocnabuTu 3axmcT cUcTemm.

OaHuX

YMHOM, HarosocuTy,
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Moodle moxe 6yTM po3millleHa AK y Xmapi, TaK i Ha
JNIOKaNbHUX cepBepax, B 3a/1€XKHOCTi Bifg BMBOpPY opraHisauii
Ta i notpe6 y 3abe3neyeHHi 6e3nekW, AOCTYMHOCTI Ta
maclTaboBaHoCTI.

AhaSlides (https://ahaslides.com/ru/features/) — xmapHa
nnatdopma, AKa AA€ 3MOry MpPe3eHTyBaTU Ta MPOBOAMTU

iHTEpaKTMBHI  3axogM. BoHa  BBaXkaeTbca  aHasorom
PowerPoint.
Y nonitnyi 6e3snekn AhaSlides peanizoBaHo BuMOru

KOHOIAEHUiMHOCTI, ynpaBAiHHA [AOCTYNOM Ta KOHTPOJO
KopucTyBaya. PesepBHi Konii gaHux po3milLeHi Ha nnatdopmi
Amazon Web Services, sika signosigae ctaHaaptam ISO/IEC
27001:2013, 27017:2015 Ta 27018:2014, cepTnudikoBaHa AK
noctavyanbHuk nocnyr PCI DSS 3.2 pisHa 1 i npoxoguTs SOC 1,
SOC 2 Ta SOC3. Konii 36epiratotbcA Ha Amazon RDS 3
BMKOPUCTAHHAM NMOBHOIO ANCKA, CTAaHAAPTHOrO WK pyBaHHA
AES ARS 3 yHiKanbHMM KAlO4emM ANA KOXHOro cepsepa.
daiinosi BknageHHA y npeseHTauii AhaSlides 36epiratoTbes y
cnyk6i Amazon S3 3 yHiIKaZbHUMM  NOCUNAHHAMMU,
[OCTYMHMMM Yepes 3axulleHe 3'egHaHHa HTTPS.

AhaSlides BUKOPMCTOBYE MPOMUCNOBUI CTaHAAPT 6e3neKkn
TpaHcnopTHoro piBHA (TLS) 3i 128-6iTHUM wndpyBaHHAM AES
ANnA Bcix 3'eQHaHb, a Napoi xewyloTbcA Ta WndpyoTbea 3a
ponomoroto anroputmy PBKDF2 (3 SHA512).

Ha caiti onybnikoBaHo nnaH nepernagy 6esneku Ta
npouec ynpasAiHHA BUAB/NIEHHA Ta
pearyBaHHA Ha Hux. Mnatdopma [OTPUMYETLCA Cy4aCHUX
cTaHaapTie 6e3nekun Ta BigKpUTa AnA nepesipKu.

AhaSlides moske 6yTK po3milleHa Ha XMapHUX cepBepax
ONA WBMAKOTO BNPOBAAXKEHHA OHOBJIEHb Ta PE3epPBHOrO

iHUMOeHTaMn  ans

KOMitOBAHHSA AAHMUX.

Microsoft Teams Ha3uBatOTb poboYMM CepesoBULLLEM AR
cninbHOI poboTy.

Microsoft Teams BUMKOPUCTOBYE XMapHY iHGPaCTPYKTypy
Microsoft Azure. Lle o3Hayae, WO AaHi, NOBIAOMIEHHS,
dainn, kaneHgapi, BiseokoHdpepeHuii Ta iHwWi, 36epiratoTbea
Ha cepBepax Microsoft y pisHux micuax ceity. Lo niasuuye
iX HaAiNHICTb.

BuKOpuCTaHHA  XxMapHOi  iHPpPacTpyKTypu  [03BOAAE
3a6e3neunTn BUCOKY [OCTYMHICTb, MacwTaboBaHiCTb Ta
6e3neKy NpoayKTy, ockifibkun Microsoft mae Benunkuii 4ocsig,
y chepi XMapHUX TEXHONOTIM | aKTUBHO BAOCKOHAJIIOE 3aX04Mn
6e3nekn. Li 3axogn BKAOYaOTb WKMOPYBAHHA [aHUX Y
CMOKOI, 3axoamn i3MyHOi Ta MeperkeBoi 6e3neKn, a TaKoX
CUCTEMW BUABMIEHHA Ta 3anobiraHHA BTOPrHEHHAM.

Heponikom Teams € nigBulieHi pu3MKKM Hebesnekw,
NoB’A3aHi 3 TMM, LLLO KOXKEH MOXe CTBOPUTM KoMaHAay abo
BiNbHO 3aBaHTa)KyBaTW Ha KaHan $alam 3 KoHoigeHuUiliHOO
iHpopmauieto [10]. Kpim Toro, HeBipHa HacTpoliKa
KOHirypauii Teams, NOMWIKKW y BCTAHOB/IEHI HaNaWTyBaHHA
KOHOIAEHUiMHOCTI  YM  JoCTyny, MOXKe Mpu3BecTM Ao
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HebaXaHuUX BMUTOKIB iHPopmauii abo HecaHKLiOHOBaHOro
aoctyny.

b. CUCTEMATW3ALlIA PE3Y/IbTATIB

o

B ornagi [9] nponoHytoTbCs W iHWI cucTemMKn, AK TO
Classcraft Ta Excalidraw. Ane BOHM He € MNOBHOLiIHHUMWU
HaBYa/bHMMMK  cepefoBULWAMM, A BapiaLiamum
iHCTPYMEHTIB, AKi MOXYTb ByTW 3acToCOBaHi AnA opraHisauii
OMCTAHLUIMHOrO HAaBYaHHSA, N MOXYTb BMJIMBATU HA 3arajbHy
3aXMULLEHICTb HAaBYa/IbHOTO CepenoBULLLA NP iX 3aCTOCYBAHHI,
aney Uil cTaTTi He PO3rNAAaloThCA.

3a gaHumun [9], Halbinblua KinbKicTb BpasnMBOCTEN, fAKi
BMKOPUCTOBYIOTbCA  3/IOBMUCHMKaMM  NpuM  aTakax 3
30BHIiWHbOI Mepexi Ha LMC cuctemun, BuABneHa B
NPUKNAAHUX NPOrpamax, WO aKTUBHO 3aCTOCOBYIOTLCA NpU
niaroTosLi martepianis  gnAa HaNOBHEHHA cucTem
OMCTaHUiMHOro HaByaHHA. Lli nporpamu Brato4vaoTb B cebe
6paysepu, AKi BUKOPUCTOBYIOTbCA KopucTyBadamu COH ans
poctyny fo seb-calitis, a Takoxk Adobe Reader, Adobe Flash
Player i Oracle Java, saKi BUKOPUCTOBYIOTbCA A1 BUKOHAHHA
CKpUNTIB i 06PO6KN AOKYMEHTIB Ta MyNbTUMEAINHMX paliniB.

CuctemaTM3yeMo  NpobaemMM  MOXKAMBUX  MOPYLUEHb
6e3nekn cuctem LMC (Tabnuua 1) i 3anponoHyemo 3axogm
3aXMCTY Bif HaMbiNbW aKTUBHMX NOrpo3 6esneKku.

TiNIbKKU

Ta6nuua 1. Npobnemu 3axucty LMC - cuctem

LMC- cucremmn

BpasnumsocrTi

Teams

+ |Google Classroom

+ |[Edpuzzle
+ |Canvas
+ |[Edmodo
+ Moodle
+ lAhaSlides

1 HecaHKuioHoBaHWI
O0CTYN A0 aKayHTIB

+
+

2 BuTik
KOHOigeHUinHOT
iHbopmauii

3 Bipycu Ta wkignavee | + +
nporpamte
3abe3neyeHHn

4 HeAKicHi npaKkTuMkM | + + + + + +
3aXMCTY AaHUX

5 ATaku 3| +
nepexonjieHHAM
(cnabke
WwndpyBaHHA)

6 BpasnumsocTi + + + + +
NporpamHoro
3abe3neyeHHs

7 3acTapini sepcii + + +
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+ HeadeksamHo HanawmosaHuli KOHMposas docmyny [0
KypciB Ta maTepianiB MO¥Ke NpPU3BecTU 40 HEeNnpPaBOMIpPHOro

OOCTYNy A0 KOH®iAeHUiMHOI iHdopmauil.
Bmpamu 0aHux - HenepeabayeHi cuTyauii, Taki AK BipycHi

a60 TexHiYHi Nnpobaemu, MOXKyTb NPMU3BECTM A0 BTPATH

8 Momunkmn B
KOHirypauii
9 HepocTaTHin + + + +
KOHTPOJIb AOCTyNy
10 | Btpatv gaHux + + + + | atak
11 | NopyweHHA + +
npasun  6e3neku
KOpUCTyBaYamm e

abo NoWKoaKeHHA AaHKX, AKi 36epiratoTbca B cUcTeM.
Takum uymHOM, npobnema 6esnekm LMC cuctem 3
AFlIEKCHOO Ta baraToacneKkTHo 3agayeto.

HaBegemo po3wndpoBKy BpasnMBOCTEN, NepenivyeHnx B
Tabauui.

HecaHkyioHosaHuli 0ocmyn [0 aKayHTiB MOXe BK/O4YaTh
BTOPrHEHHSA B aKayHTU KOPWUCTYBaYiB, BUKOPUCTAHHA CNabKnx
naponie abo 3nam MaposiiB, a TaKOX aTaku ¢ilnHry.
HecaHKLiOHOBaHUI A0CTYyNn MOXe NpU3BECTU A0 BMUTOKY
KOHOigeHUinHOT iHbopMmaLil, Takoi SK MNepcoHanbHi AaHi
YYHiB Ta BMKIaZauiB.

AKWO AaHi 3aXMLWEeHO HeAoCTaTHbO 1 BOHM MOTPANAATb
[0 HEenpaBOMIpHUX PYK, Lle MOXe MNPU3BecTU A0 B8UMOKY
ocobucmoi  iHghopmayii, oOUIHOK, 3aBAaHb abo iHwWOI
KOH}igeHUiMHOT iIHpopmaUi.

LLIKidnuee npoepamHe 3abe3rneyeHHA MOXKe 3apaxkaTu
NPUCTPOI KOPUCTYBAYiB, AKIi BUKOPUCTOBYOTb LMC —cuctemum,
nowunpoBatTM KoHoiAeHLiMHI gaHi abo 3aBAaTM WKoAam
Komn’toTepam KOpMCTyBadiB.

1i0 HeAKiCHUMU NMPAKMUKAMu 3axucmy [aHux po3ymiemo
HeJoCTaTHi 3axoan 6esneKkn, TaKki AK cnabki  nmaponi,
BMKOPUCTAHHA He3axuuweHnx mepex Wi-Fi, HepocTaTHA
OpraHisauis KOpuUCTyBaLbKMX NpaB abo HeBipHa 06pobKa
KOHigeHUiMHOI iHbopMaLii, AKi MOXKYTb MiABULMTU PU3UK
nopyLeHHs 6e3neku.

Amaku 3 nepexornaeHHAM. MOXNMBICTb iX peanisauii
CTBOPIOHOTHCA, AKLLO AaHi, WO NepesatoTbca Bif KOPUCTyBaya
B cuctemy (abo KaHanu nepegadvi [aHUX) He MatoTb
HanexHoro wuopyBaHHa. Lle moXe CTBOpPUTM PUBKK
nepexonieHHs YyTaneoi iHdopmaLii B mepexi.

Bpaznusocmi npozpamHozo 3a6e3rnedyeHHA — Le NOMUIKK
B CaMMX cuUCTeMax (XapaKTepHo Ans HoBux abo «cBixKe
po3poboK) W HeAoCTaTHbO nNepeBipeHux
nnariHax MoXyTb OYTM BMKOPUCTAHI 3/10BMUCHUKAMKW AnA
OTPMMAHHA [OCTYyNy A0 CUCTEMM, BHECEHHA 3MiH Yy
iHbopMaLito ab0 BUKOHAHHA 3N104NMHHUX AilA.

BidcymHicmb  aemomMamuyHo20 OHOB/IEHHA CUCMEM,
BMKOPUCTAHHA 3acTapinvx Bepcii cuctem, abo HeBuacHe

OHOBNIEHUX»

BCTAQHOBNIEHHA  MaTyiB  MOXYTb  3a/UWUTU  CUCTEMY
BPAa3/IMBOIO A0 BiAOMMX aTaK Ta 3arpo3 6esneku.

Momunku 8 KoHi2ypauii, HEBIPHO BCTAHOB/EHI
HafNalWwTyBaHHSA KOHOIAEHUIMHOCTI 4M  [oCTyny, MOXKe

npu3BecTn 40 HebayKaHWX BUTOKIB iHbopMmaLii

1y

3axoau 3 3axucty cuctem LMC (Language Model-based
Conversational systems) MOBMHHI BK/AKOYATM  HACTYMHi
npoueaypu.

1. 0Ob6oe’szkose npogedeHHA aymeHmMupikayii ma
asmopusayii. Cnig Biacnigkosyeatn I 3abesnedysatu
MexaHiamu ayteHTudiKaLii Kopuctysadis, Wo6 BOHN Mmorau
B3aEMOZIATM 3 CUCTEMOIO /INLLE MICAA NIATBEPANKEHHA CBOET
iaeHTMYHocTi. MpaBa AOCTYNy KOpWCTyBa4yiB MOBWHHI ByTn
HaNalTOBaHi  TaKMM wob  3abesnevysBatu
obMeXKeHHs [ocCTyny A0 agMiHicTpaTMBHOro ¢yHKLUioHany
cucremu.

2. PezynApHe OHOBAEHHA NPO2pAMHO20 3a6e3reYeHHs,
O AOMNOMOKE BUABEHHIO Ta YCYHEHHIO BPa3/IMBOCTEN, AKi
MOXYTb 6YTM 3aCTOCOBaHI 3/I0BMUCHUKAMWU AN MOPYLUEHHA
6e3nekn LMC cuctemm.

3.  PezynApHi pe3epsHi Konii AaHux 3anobiratoTb BTpaTi
iHbopMmauii B pasi Kibepataku abo TexHiYHWUX Npobaem.

YMHOM,

4. WugppysaHHA  OaHux. Cnig ~ BUKOPMCTOBYBATH
aNropuTMM  HagiHoro  WwudpyBaHHA  ANa  3aXUCTy
KOH}igeHUiMHOI  iHpopMmaLii, AKa nepemaeTbca  MiXK

KOPUCTYBAYEM i CUCTEMOLO, 3 TAKOXK A/1A 36epiraHHA AaHWUX Ha
cepsepi.

5. [JompumaHHA 8umoz wo00 3axucmy o0cobucTux
OaHMX KOPMCTYBAYiB Ta BUMOT 3aKOHOAABCTBA LLOA0 3aXUCTY
AaHUX A03BONNTb 3an06irTM BUTOKY NePCOHANbHUX AAHUX.

6. 3axucm 8i0 kibepamaK. PeKOMEHAYETbCA BXUBaTe
pi3HOMaHIiTHI 3axogu 6e3neku, Taki
MeperKeBux bpaHgmayepiB, CUCTEM BUABNEHHS BTOPrHEHb
(IDS), i cuctemm 3anobiraHHA BTOprHeHHam (IPS) ana 3axucty
cuMcTeMu Bif, pisHUX BUAIB KibepaTak, Takux Ak DDoS abo SQL
iH'eKu,ii.

7. Aydum 6esneku. PerynapHi aygutn 6e3neku
003BO/IATb BUABAATA MOTEHLiMHI BPas/iMBOCTI cucTeMu Ta
BXMBATW 3ax0A4j ANA iX YCYHEHHSA.

8. IHcmpykmaxci kKopucmysavie cucmem. Llei 3axig
OOMOMOXKe 3a/lyYnTM YYaCHMUKIB HaB4Ya/sbHOroO npouecy A0
po3ni3HaBaHHA MNOTEHLiNHMX 3arpo3 6e3nekn Ta aKTUBHO
pearyBaTh Ha HUX. TpeHiHru 3 Kibepbesneku cnig nposoanTH
ONA BCiX YYaCHUKIB, AKI KOPUCTYLOTbCA cucTemoto LMC.

9. Jocmyn 0o O0aHux cnid obmexcumu  pito4oto
NoNiTUKOIO Ta PO3PobNEHOD M YHKLIOHYOHYO CUCTEMOO
aoctyny.

AK  BUKOPUCTAHHA

Copyright © 2023, OTA.
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Le saranbHi pekomeHgauii. Ix peanisayia gnAa
KOPUCTYBaYiB CUCTEMM 3HAYHO CMPOLLYETLCA Y BWUMNAAKY
po3miweHHA LMC cuctemmn Ha XmMapHUX XOCTUHrax. XmapHi
TexHosorii  A03BONIAIOTHL NPakTMYHO  BCi
BMLE3a3HavyeHi npobaemnm Ta 3abe3nevyyoTb  3aXUCT,
HAAIMHICTb, LOCTYMHICTb Ta KOHIAEHUMHICTb YCiX CKNaL0BUX
CK/IQAHUX | cneuiasisoBaHUX CTPYKTYP, AKMMMU € HABYa/IbHI

BUPILLNTU

CMUCTEMM Ta Cy4aCHi MoAyANi ynpaBaiHHA OCBITHIM KOHTEHTOM.

AyTeHTUdiKaLia 1 aBTOpM3aLifa, CTBOPEHHS pPEe3epPBHUX
KOMili [aHUX, HaNaroA)KeHHs aBTOMATUYHOIO OHOB/EHHA
NpPorpamHoro 3abe3neyeHHs cuctem, CTaHAapTHe,
BMCOKOAKICHE WKNpPYyBaHHA AaHWUX, sKi  36epiratoTbes,
HaKoOMMYyOTbCA Ta 06p06NALDTLCA B cUCTEMI, WKdpPYBAHHA
OaHUX  NpU NPUIAMaHHI M nepefaBaHHi, aHTUBIPYCHWUM
KOHTPO/Ib 3 3a/lyYeHHAM MIXKHApPOAHO CcepTUPIKOBaAHUX
MakeTiB, Ue /iMlie KOPOTKUI Mepenik nepesar Po3mileHHA
HaBYaA/IbHUX CUCTEM Ha Xmapax. TOX MNepwum MNUTAHHAM
HaBYa/IbHOTO 3aKaa4y Npu obpaHHi cucTemm ansa opraHisauii
HaBYa/ZIbHOrO MpPOLEeCYy NOBMHHO OYTM NUTAHHA Ge3neku W
MoLwyK pecypcy, AKUI Lo 6e3neky rapaHTye.

TakMM 4YMHOM, 3aCTOCYBaHHA XMapHUX TEXHOJOrin B
OCBITHIX CMCTEMAX CNPUAE NOKPALLLEHHIO MPOLLECY HaBYaHHA,
3aXUCTy HaKOMMYeHOoi B cuctemax iHdopmalii, AoCTynHoCTi
OCBITHiX 3ax0/iB.

A cnocobu posnoginy pecypcis LMC cuctem 3
ypaxyBaHHAM BMMOr 6e3neKku Ta rapaHTyBaHHA NiATPUMKMU
BMCOKOrO pPIiBHA 3aXMLEHOCTI NNAHYETbCA PO3rAAHYTU B
HacTynHWx poboTax aBTopiB.

BUCHOBKM

BnpoBagyKeHHA cy4acHUX iHGOpMALiMHMX TexHonorin y
HaBYaHHI [A03BONAE [OCATTU 3annaHOBAHWX pPe3ynbTaTis
TiNbKM 3a yMOBM HapginHoi, 6e3ne4yHoi Ta NPOAYKTUBHOI
po6oTu Beiel IT-iHppacTpykTypu. [o Hei npes'aBaAOTLCA BCi
3pOCTakoYi BUMOTU NiABULLEHHA NPOAYKTUBHOCTI, HAAiMHOCTI
Ta 3axulLeHocTi npu nocTinHomy 36inblueHHi obcAris
iHpopmauii, wo obpobaseTbes.

Y poboTi gocnigeHo Nnpobaemmn 3axmLLEeHOCTi Cyd4acHUX
LMC cuctem 3 ypaxyBaHHAM Bpas3/MBOCTEN NPOrpamHoOro
3abe3neyeHHs,  HABYaNbHOTO  KOHTEHTY,  pe3ynbTaTis
HaBYaHHA Ta MEepPCOHaNbHUX OAHWUX YYaCHWUKIB OCBITHLOrO
npoLecy, a TaKoX HafaHHA pekomeHZauin ans opraHisauii
3aXWUCTYy HAaBYa/IbHOTO e/IEKTPOHHOTO pecypcy.

BuaBneHo Ta NpoaHanisoBaHoO NpobaeMU 3aXMCTy CUCTEM
LMC 3 ypaxyBaHHSIM Cy4YaCHMX 3arpo3 iHbopMaLiitHin
6es3neu,.

Ona cemun Halbinblw NOWMPEHUX CUCTEM AUCTAHLIAHOIO
HaBYaHHA I CUCTEM KepyBaHHA HABYAHHAM BWUAINEHO A 3
TOYKM 30py iHGoOpMaLiliHOI
BPA3/IMBOCTI, XapaKTEPHi 4NA cucTeMm.

6e3neKkn CMCTEMATU30BAHO
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MokasaHo, Wo NpakTMYHOo BCi cuctemn LMC, aki BxogaTb B
Ton-7 HaWbinbll MNOWMPEHUX OCBITHIX CUCTEM MalTb
MO/IMBICTb BCTAHOBJIEHHA Ha XMapHUX naatbopmax.
3acToCyBaHHA UWMX  MOMK/IMBOCTEM MOBMHHO  CRPUATU
niaBuLLEHHIO 6e3nekn HaB4YasbHUX cucTeMm, YHidiKauii
npoueayp 3axucTy, AOCTYNHOCTI 4 HagilHocTi pobotn i, AK
HaCcNiAOK, NiABULLLEHHIO AKOCTIi HaBYa/IbHOTO Mpouecy.

Ane LMC cuctemu - ue CKnagHi CTPyKTypu. 3acToCyBaHHA
NPUHUMNIB PO3NOAiNYy 1 BiflOKPEMIEHHA PIi3HUX YaCTUH
CUCTEM 3 iX PO3MILLEHHAM Ha Pi3HUX XMAPHUX pecypcax €
TEMOIO NOAA/bLUMX AOCNIAXKEHD.
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SECURITY AND PROTECTION OF EDUCATIONAL LMC
SYSTEMS

Nataliia Maslova, Olena Liubimenko

Information technologies play a significant role in the
educational process and ensuring quality learning outcomes
in the context of distance education. A modern trend is the
development of interactive systems, which include elements
of audio and video materials, graphics, presentations,
internet links, materials from various sources, and in
different formats. The addition of interactive content to
educational systems increases the risks of information
security in modern LMC systems. Emphasis is placed on the
need to ensure the protection of software in systems,
educational content hosted within them, learning outcomes,
and participants’ personal data. When building protection,
attention should be paid to potential threats such as
unauthorized access, flawed software, poor plugin updates,
material copying, fraud, and cyber-attacks. Vulnerabilities
of the most widespread modern LMC systems are analyzed.
Attention is given to the possibilities of using cloud
technologies to host system modules, educational materials,
or learning outcomes on cloud services. Cloud application
guarantees constant access to the learning system, reliable
storage of materials, additional protection of confidential
and personal information. Therefore, to ensure effective and
safe learning considering modern interactive approaches to
presenting educational materials, it is important to develop
systems and implement technologies that provide constant
access to educational content, reliable data protection

(including personal data), information integrity, and
compliance with confidentiality principles.
Keywords: LMC systems, interactive learning,

vulnerabilities of distance learning systems, protection,
cloud technologies, confidentiality, accessibility, integrity,
reliability, information, personal data, educational content.
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ABSTRACT

A start-up is the IT industry specific form of commercial enterprise with its own

peculiarities not observed in other forms of business ventures. Hands-on purposes
require a toolset for start-up growth modelling and forecasting as well as for their
evaluation; business models belong to such tools. Advantages of business modelling is
not always obvious to start-up founders, up to the moment when it becomes a part of
requirements from investors. A form that allows quick modelling greatly simplifies
evaluation and triage of start-ups by investors and thus can become one of formatting
factors for regional or national start-up ecosystems in Ukraine. Based on the recent
publications this research offers an example of a business model and suggests several
key aspects for more practical application of business modelling for the sake of start-up

growth forecasting, including expression of main milestones in the financial projection.

Keywords: start-up, innovations,

ecosystem.

business model,

business plan, investment,

INTRODUCTION

The term “start-up” is usually used in the context of
innovations in software development, sometimes also
including a certain amount of hardware production, and is
applied to a newly established venture in its early stages.
Start-ups focus on offering a new solution to an existing
problem or on creating a totally new demand. From the
customer perspective they address either individual
customers (B2C) or other businesses (B2B) or individual
customers of another service provider (B2B2C). Although
purely software start-ups call their solutions “products” and
this term gained wide adoption in the industry those
products are services while hardware solutions are closer to
the classic understanding of a product. The inventor of the
word “start-up” is unknown, the very first track of usage of
this word dates to the 1970s. It was popularised by various

ISSN 2786-9024

conferences and other events to finally become a widely
recognizable lexeme in different languages. The main
difference of a start-up from a “traditional” business venture
finds its grounds in the innovativeness of the offered solution
that is why uncertainty is the key differentiator with every
stage requiring validation, from the feasibility studies to
creation of a minimal viable product (MVP), its route to
market and further upscaling. If in “traditional” business the
guestion covers “know how” someone else has already done
it and the aim of the enterprise is to reproduce the same
results in a new location or with higher efficiency, start-ups
must deal with discovery of implementation possibility and
costs. The said puts start-ups into the high-risk enterprise
category, but since the early days of “garage” start-ups the
high-tech industry has developed a complex of approaches,
methods and instruments for start-up growth which
collectively can be addressed as an ecosystem.
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In the pre-start-up epoch inventions appeared as the fruit
of scientific work under the umbrella of research centres of
universities or big industrial corporations due to the high cost
of computation equipment, limited access to it and the
“analogue” nature of the devices we used. In the early years
of post-industrial economy, with the Internet becoming more
ubiquitous and personal computers affordable, development
and route to market of purely software solutions could no
longer be a privilege of the few research centres, so we
witnessed emergence of unimaginable earlier computer
programs created by small companies (early 2000s). Some of
those companies and programs soon became forgotten.
Others revolutionised the industry, for example, Skype, a
small Estonian company back then, created a solution for free
Internet calls, later this company was acquired by Microsoft
and once a profitable market of expensive international
phone calls got almost fully replaced with a new demand for
countless solutions for free voice and video calls. Then
computers decreased in size transforming into early
smartphones opening a new opportunity for more start-ups
with more innovative ideas (2000 — 2010). After that the main
manufacturers of mobile phones introduced so-called
application markets for their platforms effectively forcing
software developers to use these markets as the only
possible distribution options for their solutions. Over time
Google’s and Apple’s restrictions to access programmatically
device components and sensors (e.g. location services)
became quite strict. Today software developers are
constrained with highly regulated legal implementation
options and tightly defined technical features of the low level
(operating system) capabilities; thus, innovations are once
again in the history of humanity streamlined — if not
controlled — by the industry giants and corporations. In this
research the author elaborates on some pragmatic aspects of
such limitations from the economic perspective.

ANALYSIS OF RECENT RESEARCH AND PUBLICATIONS,
PROBLEM STATEMENT

The term “business model” is widely used in scientific and
popular business literature and is commonly understood as a
theoretical construct that represents a specific way of
customer acquisition and revenue generation [1, 2]. In
practical application a business model is required by
investors and expected as a part of the pitch deck, ideally in
the form of an excel spreadsheet with formulas allowing to
modify input parameters and see the output results. This is
where a shift from “static” business plan documents to more
dynamic modelling is clearly observed. Business models
should help to understand the revenue generation plan, be
aligned with well-defined short term-objectives and strategic

https://doi.org/10.5281/zenodo.10814232

long-term goals and the company's mission, at the same time
remaining flexible to adapt to changes [3].

The industry knows a few cases of very successful internet
companies which achieved significant growth and global
adoption without any precise economic plan, the most
famous one is Twitter. The idea of the founders was as
“simple” as accumulating a huge number of users (not to be
confused with customers!) and figuring out monetization
later. Eventually Twitter's leadership team decided to sell
advertisements and offer premium services to their users on
a subscription basis [4].

In the light of the customer lifecycle the key metrics
include the customer acquisition cost and the lifetime value
of a customer [5]. On the other side of the scale unit
economics shall be estimated assuming the worst possible
parameters and including all liabilities. As the result of an
accurate reflection of the above-mentioned factors a start-up
business model shall provide a clear view on the profitability
and allow to run simulations and thus enable evaluation
firstly for the founders and then for potential investors. A
frequent mistake of technical founders lies in their failure to
assess and evaluate their idea from the economic
perspective, so their innovative and technically doable
project makes no sense moneywise [6].

Lean start-up is believed to be one of the most efficient
growth methodology, it uses a different compared to
traditional businesses approach based on assumptions or
vision of the founders and rapid testing of such assumptions.
“While existing firms execute a business model, start-ups
look for one” —this translates into a series of small iterations
in development of different features of a software solution,
each of them has to be promptly validated through MVP tests
involving real users. Assumptions are validated, the use of
scarce resources is optimised and building a product that no
one is ready to pay for is avoided. The other problem is
related to the lack of commonly acceptable definition of
success. While investors basically expect to see some level of
market traction, start-up and investor communities all over
the world do not share any precise understanding of what
would suffice as such market traction to clearly categorise
ventures according to risks vs. profitability; the lack of any
unification does not help to scale the process of triaging start-
ups for investment purposes raising the same challenge of
evaluating each new start-up [7].

In recent years the gap between business model theory
and its hands-on usage by entrepreneurs has been closing:
founders tend to convert their abstract vision into pragmatic
rules guided by business models to help them in making more
accurate decisions under uncertainty, in task prioritising and
resource management [8, 9]. A true breakthrough is owed to
a wide range of tools for automation of user data collection
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and analysis often referred to as data driven business model
development, once affordable for big corporations but now
open to a broader audience. Moreover, for a start-up to fully
benefit from user data analysis and corresponding business
insights the process of data collection should be planned for
and implemented at early stages [10]. Numerous business
intelligence tools are available to entrepreneurs and scholars
for free or for a quite affordable fee so working with user data
has become a comparatively easy exercise leaving no excuses
to omit it from start-up development routines [11, 12, 13].
Despite a strong temptation to utilise Artificial Intelligence in
business modelling we should not rely blindly on any answers
or conclusions provided by Al but rather consider them as
probability-based predictions in need of validation [14].

Attempting to create innovative solutions, digital
entrepreneurs often count upon such resources as open data
or free services although access to them is not guaranteed
and can become unavailable at any moment [15]. This should
not be skipped from the start-up data model because growth
or even existence of the start-up depends greatly on 3rd-
parties whose terms of service can change unexpectedly [16,
17].

Given noteworthy rise of blockchain start-ups, the author
searched for mentors’ guidance on business modelling for
companies in this industry supported with some feedback
from investors, below are the key focus items well valid for
ventures in other industries:

1. Identifying revenue streams such as transaction or
subscription fees, advertising revenue, referral schemes.

2. Estimating potential income.

3. Categorising costs as fixed or variable.

4. Calculating net income through subtracting expenses
from revenue.

5. Analysing the burn rate to check financial health and
know the point in time when the business runs out of money.

6. Evaluating the start-up’s runway as the indication of
time left to achieve profitability supposing no new funding is
available.

7. 3-year financial projections including assumptions
about revenue and expense growth.

8. Improving accuracy of the business model through
use of realistic assumptions backed by metrics.

Common errors include misunderstanding the technology,
neglecting regulatory requirements, expecting too high user
adoption too quickly [18, 19].

The problem: on the one hand modern start-ups face
various challenges in their attempts to evaluate the time,
resources and costs needed to create and take to the market
something previously unknown and establish a steady
demand for it. On the other hand, they benefit from the
existing ecosystem but at the same time remain somewhat
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constrained. Start-ups work against the clock trying to
accomplish their goals before they run out of funds in highly
volatile environments. Often access to funding is a bigger
problem than proving solution feasibility. Sometimes
innovative products or services belong to an area where
legislation still has to catch up with the technology, (e.g.
cryptocurrencies). Areas like defence or healthcare make
field tests hard. Global nature of the Internet provides an
opportunity to address potential customers regardless of
their physical location or nationality, albeit this gain comes
with the pain of imposing the same requirements on industry
giants and tiny new companies, e.g. data protection
regulations. No matter what solution a start-up works at, the
competition would be huge, to say the least. This is a short
scope of hurdles and risk factors start-ups must deal with,
each of them is worth studying in the light of possibility to
model and forecast a start-up growth for deeper
understanding in general and for defining those specific
issues for new Ukrainian tech companies in particular so that
upcoming theoretical work on Start-up Ecosystem in Ukraine
would find further elaboration. Standard approaches widely
used for “traditional” businesses would not suffice for start-
ups mostly because of numerous unknown conditions start-
ups have to research in the process of their growth.

The aim of this research is to drill down the specifics of
start-up development based on documented case studies
and best practices articulated by investors and mentors,
outline the key approaches for business modelling in start-
ups and suggest a simplified example of a business model to
illustrate how it can be used by entrepreneurs for self-control
and planning, by investors for start-up evaluation and how it
could become a tool for general adoption inside regional and
national start-up ecosystem.

MATERIALS AND RESEARCH METHODS

Methods of this work included structural and comparative
analysis and elements of computer modelling. Recent
publications in scientific literature and on specialised online
resources were studied with informational and analytical
approaches.

RESULTS OF THE RESEARCH

In the past years research around the globe have been
strongly advocating the advantages of business modelling in
young and growing tech companies however a group of
guestions remain unclear. To begin with, let us bring into the
spotlight a common habit to identify users of a software
solution as customers of the company providing this solution.
Obviously, users are the ones who interact with the service,
create and consume content, generate traffic, leave certain
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digital footprints in the system, from simple browsing history
to complex unique behaviouristic patterns. Users should be
understood as a liability of the company because the business
incurs costs of user acquisition and maintenance, for instance
a paid ad to find a new user, cost of storing the user’s content,
cost of traffic the user generates, computation power needed
to process the user’s data, etc. Less obvious but nevertheless
critically important for building an adequate business model
is the transformation of users into customers, which happens
only once they start paying for the service. Since users do not
pay, the company must onboard other customers who will. In
a social network, a user accesses the service for free and thus
is not a customer, a paying advertiser is. Each of us is a user
of free Gmail, Facebook, Twitter, or LinkedIn but only some
of us are customers, those who pay for Google for
Workspace, ads in Facebook, Twitter Blue or LinkedIn
Premium. So, it is not enough for a start-up to design a
business model based on growth of its free service user base,
the plan to convert free users into paying customers should
be in place which sets forth probably the main question for
start-up surviving: what is the user to customer conversion
rate? Business modelling together with lean start-up
methodology can help in finding the answer otherwise
entrepreneurs get stuck in guesstimating. Quick experiments
to validate user adoption of each new small (MVP level)
feature are to minimise risks of building something nobody
would want; simulations of financial projections provide a
helicopter view on the entire business operations.

Let us consider a somewhat simplified high-level vision of
a start-up:

1. The MVP will be created in a 3-months term, it will
offer sufficient functionality to start onboarding of both
freemium and paying customers. Further research and
development work will continue to enrich the solution with
new features.

2. 3developers are needed full time (back-end, Android,
i0S), monthly salary for each of them is USD 3,000, it is
verified, contracts with these developers are negotiated and
secured.

3. Purchase of 3 PCs for the developers (3 * USD 1,500
= USD 4,500), the prices are verified.

4. Acquisition of freemium users and paying customers
shall be outsourced to an agency who requests a fixed price
per each registered user and offers theoretically unlimited
number of them.

5. There will be some legal and accounting costs, the
amounts are verified.

6. Monthly cost of user maintenance can be measured
experimentally and calculated per user, so it can be
considered as known.

https://doi.org/10.5281/zenodo.10814232

7. Monthly customer fee shall be somewhat between
USD 10 and 20. A higher rate will not compete with similar
services provided by competitors; a smaller will make no
sense.

8. The business must become profitable within its first
year.

The number of both freemium users and paying customers
is an open question, so is the aggressiveness of their
onboarding. The amount of the monthly customer fee is not
chosen. Without knowing the answers to these questions, it
is impossible to prognose the spendings and earnings, which
in its turn prevents from understanding how much money
this start-up plans to raise. Obviously, due to the big number
of unknowns, only multiple simulations can provide enough
grounds for decisions.

First, unit economics should be understood and modelled
(Table 1).

Table 1. Unit Economics

One

Parameter time Daily Monthly
A new freemium user
acquisition, USD 2
A new paying customer
acquisition, USD 5
Hosting and traffic per user,
usD 0.075
Customer fee, USD 19.9
Engineer cost, USD 150
Legal cost, USD 200
Accounting cost, USD 100

As it was mentioned above, the cost of customer
acquisition, the cost of user hosting and traffic, the cost of
accounting, legal and engineering resources, and customer
free can be considered as known and presented as one-time
fee or recurring monthly or daily fee depending on their
nature. Each of these parameters in the model can be
changed for the purpose of simulation of the financial
projection. For the sake of simplicity in this work only the
customer fee will be modified.

In the first simulated projection (Fig. 1) the customer fee
is set to be expensive, USD 19.9, the process of freemium
user acquisition is aggressive while the onboarding of paying
customers is slow. The total number of users is as high as 75
thousand. In October the monthly sales outgrow the monthly
spendings, which means that until that moment the
accumulated spendings should be covered by the
investment, hence the amount this start-up needs to raise is
USD 181K. The business becomes profitable in December
with the total budget of USD 310K. Although the annual net
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income is minimal, the last month shows the income equals
USD 76K, assuming nothing changes, the business will
generate this amount each subsequent month.
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Merrics Jan Feb  Mar Apr  May Jun gl Aug | Sep Oct  Nov  Dec Toral
Engineering mandays {input} 60 60 60 60 60 60 60 60 60 60 60 60
Enginering cost, USD 9,000 9,000 9,000 9,000 9,000 9,000 9,000 9,000 9,000 9,000 9,000 9,000
Legal and accounting, USD 300 300 300 300 300 300 300 300 300 300 300 300
Device purchase, USD 4,500 0 0 0 0 0 0 0 0
Increase of freemium users {input} 1] 0 [ 1,000 3,000 5,000 10,000 10,000 10,000 10,000 10,000 10,000
Increase of paying customers {input} 0 0 0 0 100 100 100 300 1,000 1,000 1,500 2,000
Cost of freemium user acquisitions, USD o 0 0 2,000 6,000 10,000 20,000 20,000 20,000 20,000 20,000 20,000
Cost of paying customer acquisition, USD 0 0 0 0 500 500 500 1,500 5,000 5000 7,500 10,000
Total paying customers o 0 0 0 100 200 300 600 1,600 2,600 4,100 6,100
Customer fee, USD o 0 0 0 1,990 3,980 5970 11,940 31,840 51,740 81,590 121,390
Total users (freemeum + paying) 0 0 0 1,000 4,100 9200 19300 29,600 40,600 51,600 63,100 75,100
Hosting and traffic, USD 0 0 0 75 3075 690 1,448 2,220 3,045 3,870 4,733 5,633
Monthly spendings, USD 13,800 9,300 9,300 11,375 15,608 19,990 31248 33,020 37,345 38,170 41,533 44933 | 305,620
Monthly sales, USD o 0 0 o 1,990 3,980 5,970 11,940 31,840 51,740 81,590 121,390 310,440
Spendings so far, USD 13,800 23,100 32,400 43,775 59,383 79,373 110,620 143,640 180,985 219,155 260,688 305,620
Sales so far, USD 0 0 0 0 1,990 5,970 11,940 23,880 55,720 107,460 189,050 EIVEE]
* Monthl! di 8,000
onthly spendings 100.000 81,590
* Monthly sales
* Customer count 51,740 ka3 44933
50,000 37,34 38470 T
31840 6,000
€
19,990 8
5
13,800
2 4,000 §
= 3
10,000 2
&
o
5.000 2,000
1,990
| | 1 1 i 1 I | 1 1 1 1
Jan Feb Mar Apr May Jun Jul Aug Sep QOct Nov Dec
Fig. 1. An expensive fee, slow customers onboarding
The second simulated projection (Fig. 2) differs from the assumption that needs validation. A plan to reduce

first one in a reduced customer fee, a smaller total user
count, but most importantly, in a gradual reducing of the
engineering resources. Similarly to the previous scenario, the
profitability is achieved. The amount to raise is USD 136K, the
annual budget is 248K, the income to be generated in
December and each subsequent month is USD 59K.

Both scenarios were designed with the plan in mind to
establish a big free user base with the intention to convert in
the future free users into paying customer, which is an
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engineering efforts can be rather risky and will most likely be
rejected by investors because keeping engineering effort on
the level of 20 man-days per month does not address
situations when this single engineer can become unavailable.
Also planning for team reduction is not aligned with future
expansion and upscaling. Another observation from these 2
scenarios refers to the budget for the whole project in the
first year, raising a question of possibility to achieve project
profitability with smaller investments.
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Metrics Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec Total
Engineering mandays {input} 60 60 60 60 50 40 20 20 20 20 20 20
Enginering cost, USD 9,000 9,000 9,000 9,000 7,500 6,000 3,000 3,000 3,000 3,000 3,000 3,000
Legal and accounting, USD 300 300 300 300 300 300 300 300 300 300 300 300
Device purchase, USD 4,500 4] o] 1] 0 0 0 0 [}
Increase of freemium users {input} o 0 o 1,000 1,000 2,000 5,000 10,000 10,000 10,000 10,000 10,000
Increase of paying customers {input} 0 [] ] ] 100 100 100 300 1,000 1,000 1,500 2,000
Cost of freemium user acquisitions, USD 1] 0 o] 2,000 2,000 4,000 10,000 20,000 20,000 20,000 20,000 20,000
Cost of paying customer acquisition, USD V] (4] 0 ] 500 500 500 1,500 5,000 5,000 7,500 10,000
Total paying customers 0 0 0 0 100 200 300 600 1,600 2,600 4,100 6,100
Customer fee, USD 1] 0 0 1] 1,590 3,180 4,770 9,540 25440 41,340 65,190 96,990
Total users (freemeum + paying) V] (4] 0 1,000 2,100 4,200 9,300 19,600 30,600 41,600 53,100 65,100
Hosting and traffic, USD 0 0 0 75 157.5 315 698 1,470 2,295 3,120 3,983 4,883
Monthly spendings, USD ,800 = 9,300 11,375 9,958 10,615 14,498 26,270 30,595 31,420 34,783 38,183 240,095
Monthly sales, USD V] 0 0 V] 1,590 3,180 4,770 9,540 25440 41,340 65,190 96,990 248,040
Spendings so far, USD 13,800 23,100 32,400 43,775 53,733 64,348 78,845 105,115 135,710 167,130 201,913 240,095
Sales so far, USD V] 0 0 V] 1,590 4,770 9,540 19,080 44,520 85,860 151,050 e XiEl]
* Monthly spendings 65,190 8,000
* Monthly sales
* Customer count 50,000 41,340 34,783 38,183
30,595 31.420
26,270 25440 6,000
=
E]
13,800 14,498 8
11,375 £
2 9,300 9,300 9958 10615 9,549 4000 £
= 10,000 3
g2
4,770 E;‘
000 3,180 2,000
1,590
| | | | L t I | | | 1 | o
Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nowv Dec

Fig. 2. Reducing engineering resources, slow onboarding

Fig. 3 shows a projection with a considerably lower budget
achievable though skipping freemium user acquisition and

focussing on paying customers only. In this case the start-up
seeks to raise only USD 71 K.

Metrics Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec Total
Engineering mandays {input} 60 60 60 60 60 60 60 60 60 60 60 60
Enginering cost, USD 9,000 9,000 9,000 9,000 9,000 9,000 9,000 9,000 9,000 9,000 9,000 9,000
Legal and accounting, USD 300 300 300 300 300 300 300 300 300 300 300 300
Device purchase, USD 4,500 0 0 0 0 0 1] 0 0
Increase of freemium users {input} 0 0 (1] 0 0 0 1] 0 0 0 0 0
Increase of paying customers {input} 0 0 0 0 100 100 300 500 500 500 500 500
Cost of freemium user acquisitions, USD (1] 0 0 0 0 1] V] (1] (1] 0 0 (1]
Cost of paying customer acquisition, USD 0 0 0 0 500 500 1,500 2,500 2,500 2,500 2,500 2,500
Total paying customers 0 0 () 0 100 200 500 1,000 1,500 2,000 2,500 3,000
Customer fee, USD 0 0 V] 0 1,590 3,180 7,950 15,900 23,850 31,800 39,750 47,700
Total users (freemeum + paying) (1] 1] V] 0 100 200 500 1,000 1,500 2,000 2,500 3,000
Hosting and traffic, USD 0 0 ] 0 7.5 15 38 75 113 150 188 225
Monthly spendings, USD 13,800 9,300 9,300 9,300 9,308 9,315 10,838 11,875 11,913 11,950 11,988 12,025 130,910
Monthly sales, USD 0 0 V] 0 1,590 3,180 7,950 15,900 23,850 31,800 39,750 47,700 171,720
Spendings so far, USD 13,800 23,100 32,400 41,700 51,008 60,323 71,160 83,035 94,948 106,898 118,885 130,910
Sales so far, USD 0 0 0 0 1,590 4770 12,720 28,620 52,470 84270
* Monthly spendings 3,000
* Monthly sales 40.000
* Customer count
20,000 15,900
13,800 -
—17:950~) 11,988 12,025 (2000 §
9,300 9,300 9,300 9,308 9,315 E
% 10,000 é
=1 8,000 E
6,000 ;
1000 &
4,000 3,180
2,000 1,590,
| | | | | | L | | | L 0
Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec

Fig. 3. A lower budget, no freemium users

Experimenting with variable values of the input
parameters of this simplified model gives us unlimited
number of scenarios, more or less aggressive, cheap and
expensive, with different levels and types of risks.

Now let us bring the above business model closer to reality
and introduce an extra layer of complexity associated with
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processing of customer payments. From the perspective of
payment frequency, economics of a start-up can be
subscription or transaction based. Surely, any business would
prefer to bind their customers with long-term obligations in
the form of automatically renewed subscriptions which
makes sense in content access solutions (e.g. Netflix).
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Transaction fees work better with solutions where the
number of said transactions per customer is unpredictable,
the commission (transaction fee) depends on the cost of
transaction and where such approach is traditionally justified
(e.g. crypto payments). Regarding customers’ money access
a start-up has the following choice of options and each of
them is characterised by the value of commission, cost of
implementation and maintenance, options to finally
withdraw the funds to the start-up’s account:

e  Old-fashioned wire transfer. It is applicable in B2B
and not very popular. The only advantage is that the money
is directly deposited to the company’s bank account.

e  Payment card processing. Heavily regulated thus
start-ups prefer to work via a 3rd party who specialises in
processing card payments (e.g. Stripe, PayPal), and only
industry giants implement their own direct processing of
payments.

e Local payment solutions (in Ukraine Privat24, in
Kenya Mpesa and so on). The downside of this method is low
scalability. A solution for Ukraine will not work in Germany
and for a start-up to go global this needs to be redone.

e Payment through the application market (Google
Play, App Store), the one and only legal solution for many
mobile applications, especially when the payment is for a
virtual service. This is one of the earlier mentioned
constraints both Apple and Google put on the app
developers.

e Payments in crypto currencies. Problematic from the
legislative standpoint and depends on jurisdiction.

e  Cash payments shall be mentioned as a very poor
option existing only due to some local regulations (e.g. an
option to pay cash to an Uber driver).

Our model says nothing about the location of the
customers, so we assume they can be anywhere in the world
therefore we need a universal payment solution. We know
that our service is implemented in the form of a mobile
application (the plan mentions Android and iOS developer)
and correspondingly in-app purchases shall be processed by
the billing systems of Google Play and App Store. In general,
each of them takes 30% commission with the exceptions
below:

1. Both Apple and Google offer a discounted fee of 15%
if the business makes less than USD 1 million in annual net
app revenue.

2. These revenue share rules only apply to digital goods
and services excluding:

a. physical goods
houseware, or electronics;

b. physical services such as bus or train tickets, gym
memberships, food delivery, cinema tickets, hotel booking;

c. payment of a credit card or utility bill.

such as groceries, clothing,
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Another risk factor should be included into the business
model though it is not always clear how to quantify it:
reliance on 3rd-party services (APIs). For example if the start-
up product offers navigation from point A to point B as its key
feature meaning that without it the product does not exist,
from the engineering perspective this can be achieved with
Google Maps as well as Apple MapKit and also some other
data providers (OpenStreetMap, etc), the fee varies and
usually depends on the volume and chosen technology, in
any case the cost can be calculated based on predicted usage
and the choice of provider. If the product is actually nothing
more but an add-on on top of a 3rd-party service, for
instance, a solution for certain automation in calculating
YouTube video ratings and showing only the relevant videos
to the users based on their interests and location, apparently,
this functionality fully depends on YouTube APIL. If at any
moment in time YouTube decides to modify their API
additional work shall be required to keep up with the
changes, if YouTube stops serving through their APIs such
critical for this solution information as video ratings the
whole solution becomes absolutely blocked, no remedy is
possible even theoretically because the entire business is
built on one only irreplaceable 3rd-party component. Such
risks are often underestimated by start-up founders while
investors identify them easily through preliminary due
diligence questionnaires. Such risk factors should be treated
as “0 multipliers” in the business model as they can override
all and any other terms.

Regarding the planning horizon: for illustration purposes
the suggested above business model covers 12 months only.
In reality securing a seed funding round can take a few
months with following rounds requiring much more time
from the moment of request submitting to receiving money
into the bank account. With this in mind, a proper business
planning and modelling should be done for 3 years with these
milestones indicated in the financial projection:

1. Completion of MVP.

2. Start and end of each round of customer acquisition.

3. Each significant product release.

4. Monthly sales reach the level of monthly spendings
(profitability).

5. Net profit reaches the level of the total cost of
investment (ROI).

From the ecosystem perspective, business modelling —
particularly if designed and structured according to common
principles and requirements for a given region or country —
can become a powerful tool for both entrepreneurs and
investors, serving the role of shaping start-ups as qualified for
funding and capable of rapid growth. Such common
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requirements are not to be expected to emerge from
legislation or regulations but rather become a result of
educational work provided via regional and national start-up
hubs and backed by initiatives for support of innovative
entrepreneurship on the national level. In this educational
effort a significant place naturally belongs to universities and
colleges which can contribute their strong scientific potential,
whose today’s students will form tomorrow’s community of
new entrepreneurs and workforce.

CONCLUSIONS

Spreading awareness of the advantages of business
modelling alongside pragmatic advice and guidance for start-
up founders is needed in order to increase effectiveness of
start-ups. This activity can be offered through joint efforts of
academic institutions and start-up hubs under regional and
national initiatives for support of innovative businesses and
can contribute to development of start-up ecosystems.
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BIBHEC MOAENI
B MPOrHO3YBAHHI PO3BUTKY CTAPTAIIB

Balitenbman . /.

Crapran e crenugiyuoro gasa IT-ramysi ¢popmoro
(YHKITIOHYBAHHA  KOMEpIJIIHOrO  IIAIPUEMCTBA i3
[eBHUMYM BJIACHUMY OCOO/IMBOCTSIMM, He MPUTAMAHHUMUI
iHmmM ¢opmam 6isHeciB. [IpakTw9dHi LTI JUKTYIOTH
morpebu B iHCTpYMeHTapii A4 MOZETIOBAHHA |
IOPOTrHO3YBAHHS  PO3BUTKY, Q@ TAKOX  OL[iHIOBAHHS
moTeHIJiaIYy cTapTamis; 6i3Hec MO/Ie/Ti HQI eXKaTh 0 TAKUX
iHcTpyMeHTIB. [lepeBary 6i3Hec MOJe/TFOBAHHS He 3ABXANU
€ OYeBMJHUMM /I 3QCHOBHMKIB CTQPTAQIIiB, QXK [JOKH
6i3Hec MOge/ s He CTA€e YACTHMHOIO BUMOT 3 60KY iHBECTOPIB.
dopMar, mjo J03BONIAE IIBUAKE MOJE/IFOBAHHSA, CYTTEBO
moJiermrye OLiHIOBAHHA i Bigbip crapTamiB iHBeCTOpAMI i
TAKUM IMHOM MOXKe 6YTV OJHUM 3 YUHHUKIB (DOPMYBAHHS
perioHQJIFHOI TQ HQI[IOHAWIBHOI CTAPTAII-eKOCUCTEMU B
Ykpaini. Ha ocHoBi HOBiTHIX my61ikarjiii IPOIIOHYETHCI
opukaag 6isHec Mofgemi i HABOAUTHECS P KIKOYOBUX
acrexTiB HPYKJIQHOTO 3aCcTOCYBAHHA 6isHec
MOJE/IFOBAHHA 3 METOK) IIPOTHO3YBAHHSA PO3BUTKY
crapTamny, BKAIOYQIOYY BiJOOPAXKeHHS OCHOBHMX BiX
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PO3BUTKY Ta ¢pakTopiB pusuky Yy ¢opmi ¢piHaHCOBOI
mpoexirjii.

Kirrovosi crmosa: craprarm, iHHOBarLjii, 6i3Hec MoZes,
6isHec IIaH, IHBeCTYBAHHs, eKocucTrema, (DiHAHCOBA
TIpOeKIJis.
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