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AHOTALIA

Lo pobomy npucesaueno axmyanvbuii npooiemi KOMREHCayii GUNAOKOBUX 3AMPUMOK Y MepPelCesux CUCmemax
ynpasninus (Networked Control Systems), axi unuxaromo uepes npobiemu Ui He2amueHi 0CoOIUB0CI KAHANIB 36 'A3K).
L]i cmoxacmuuni 3ampumku, wo 00YMO6IEeHI uepeamu naKemie, Kowi3ismu i MiHIUGUM HABAHMANCEHHSM, NPU3B00sMb
00 decmabinizayii, nocipuieHHs MOYHOCTI MA 3HUNCEHHS NPOOYKMUBHOCI pOOOMmL.

Tpaouyitini memoou xomnencayii, axi nepeddoauaroms I1[/]-pecynamopu ma demepminosani nioxoou (Hanpuxiao,
anpokcumayisi Cmima), noKazyome HU3bKi NOKA3HUKU eqheKMUSHOCHI 8 YMOBAX HASAGHOCMI 8UNAOKOBUX 3AMPUMOK.
Ak piwenna yiei npobiemu NPONOHYEMbCA SUKOPUCMAHHA YAPABLIHHA 3 npocno3yeéanHam (Model Predictive
Control — MPC), y sixomy 3a605Ku UKOPUCIAHHIO MOOETE 00 €KMA € MONCTUBICMb Nepeddauumu NOGeOIHKY Cucmemu
11 onmuMizy8amu Kepyouutl naue 0Jisk KOMNeHCcayii 04iKy8aHux CNOMEopeHb CUSHATLY.

Memoio pobomu € cmeopenusi memody Komnencayii Ha ocrogi adanmusnozo MPC. /s ybo2co npedcmasiena
MaAmemMamuyHa Mooelb Mepexcesol cucmemu YNpaeiiHHA 3 YPAXY8AHHAM GUNAOKOBUX 3AMPUMOK V JIHIAX 38 [3KY
«CEHCOp — KOHMPOLEP» Ma «KOHMPONEp — aKmyamopy, 8KIO4YHO 3 (hopManizayiero posumupenozo 6eKmopa cmamy
11 nobyooeoro cnocmepicaua. Ilpaxmuuna sHauumicme niomeepoxcyemvcs cmeoperuam 6 MATLAB/Simulink
iMimayiunoi modeni 3 6i0MEOPIOBAHUMU CMOXACMUYHUMY 3AMPUMKAMYU A NPOBEOeHUM KIIbKICHUM AHANI30M
dezpadayii NOKA3HUKIE YNPaGTIHHSL.

Y pobomi 3anpononosaro i npoaranizosarno 2idpudHe piuients, uo KOMOIHY€E KACMOMHUL An20pUmm nepeobayents
cmany, aoanmusnuil Oygep ynpaeninns i incmpymenmu MPC Toolbox. I[lopisnsiivne MoO0enioganus 0eMOHCMPYe
nepesazy 2ibpuonozo nioxody nao comosumu piwennamu MPC i kacmomuum nepedbauysauem 3a KiOUOBUMU
Mempuramu. inmezpanvna abcontomua novunka (IAE), uac nepexionozo npoyecy, enepeis Yapasiinua i cmitikicmo
00 BUNAOKOBUX 3aMPUMOK. Peszyrbmamu eéxazyiomv Ha cymmese NOKpAWeHHs CMIKocmi ma npoOyKmMueHOCMI
cucmemu, niomeepoAHCyI04lU nepcneKmMusHicme ukopucmanis aoanmuerno2o MPC 0na cmeopenHs HaOMliHUX cucmem
VAPAGLIHHS HOB020 NOKONIHHS, KL (DYHKYIOHYIOMb 6 YMOBAX 3 HelOeaNbHUM KOMYHIKAYIHUM Cepedosuuye.

Knwowuoei cnoea: eunaokosi 3ampumku, YNpaguinHa 3 NPOSHO3YBAHHAM, Mepexcesi Cucmemu YAPAGiiHHA,
MOOeNo8anHsl, KOHmMpouep.

Bctyn

Mepesesi cuctemu ynpasniHHa (Networked Control
Systems) 3abe3nevytoTb 0cObAMBUIA Niaxia A0 opraHisa-
LT yNnpaBAiHHA TEXHONOTYHMMM NPOLLeCaMM, KON CKNa-
[L0Bi YaCTMHU cUCTEMU (CEHCOPU, KOHTPOIEPU, BUKOHABUI
MeXaHi3aMn) AnA KOMyHiKauii Mix cobot BMKOpUCTO-
BYlOTb MepeKy [2]. 3actocyBaHHA MOAIOHOI apxiTek-
TYPW CYTTEBO BiAPI3HAETLCA Bif, 3BUYHUX | TPAAULINHMX
pilWeHb, AKi BUKOPUCTOBYHOTb NpAMe 3'€egHaHHSA, i Ui Big-
MIHHOCTI HaZaloTb | pAg BaroMux nepesar: 3MeHLIEeHHA

BAPTOCTi 1 NOEreHHA NPOLECY MOHTAXY, MOXIMUBICTb
THYYKOI KOHirypau,ii, LUMPOKi MOXKAMBOCTI ANA MacluTa-
6yBaHHSA, @ TAKOX MOM/MBOCTI AN iHTErpyBaHHA PO3no-
AineHnx ob6’ekTiB. Taki ocobaMBOCTI 1 nepeBarn mepe-
YKEBUX CUCTEM YNpPaBAiHHA 3p0buan ix AoCNigKeHHA Ta
BMKOPWUCTAHHA 3aTpebyBaHUMM B Pi3HMX ranysax — Big,
NpPOMMUCNOBOI aBTOMaTK3aL,ii Ta eHeprocuctem 6e3ninoT-
HUX TPAHCNOPTHUX 3acobiB i TenemegunumHM [2].

Cama cyTHicTb MepekeBOT iHGPaCTPyKTypu Ma€e aeaAki
0COBNMBOCTI, AKi CTAOTb HEFATUBHMMMW YMHHUKAMMU, LLO
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notpebytoTb pileHHs. Mig yac npouecy nepeaadi 4aHUX
no KaHanax 38’s13Ky 060B’A3KOBO BUHWKAOTb BUMAAKOBI
3aTPUMMKM, CNpUYMHEHI mepeketo (random network-
induced delays), nosBa AKMX 3ymoB/ieHa PAAOM NPUYMH
[2; 7]:

1) 4epru nakeTiB y KOMyTaToOpax;

2) Konisii nig vac nepegavi B
cepenoBsuL;

3) HeaeTepMiHOBaHa MapLIpyTM3aLlis;

4) peTpaHcAaALii 3a BTpaTW NaKeTi.;

5) 3MmiHHe HaBaHTaXeHHsA Ha KaHanu 3B'A3Ky.

Lli 3aTpMMKM MatoTb CTOXaCTUYHUIA XapaKTep i Bapito-
I0TbCA Bif, MiNiCEKYHA, A0 CEKYyHA, TUM CaMUM CTBOpPHO-
I0YM BAXKAMBI Ta HETpMBIaNbHI 3afadvi 40 ynpasAiHHA
Takumu cuctemamu [5; 13]. 3 nornsay ¢isvku npupoay
BMMAAKOBUX 3aTPMMOK MOXKHA MOACHUTU AaCUHXPOHHI-
CTIO MpOLEeCiB Nig 4Yac reHepauii AaHMX CeHcopamu,
06pPO6KKN KOHTPOIEPOM | NOAANBLLOI AOCTABKM KOMaHA,
00 BMKOHAaBYMX MPUCTPOIB TaKOK HeigeanbHO mepe-
*eto [2; 7].

KpUTWMYHICTb | NPUMHLMMOBICTb Y MUTAHHI KOMMNEHca-
LT 3aTPUMOK 3yMOB/IEHA iX HEraTMBHMM BMNAMBOM Ha
cuctemy [5; 10; 14], a came:

- pectabinisaLieto —3aTpMMyBaHHA KEPYHOUUX CUT-
HaniB 3HMXKYE 3aMac CTINKOCTI, WO NPOBOKYE KOMBAHHSA
Ta PO3XOAXEHHA npoueciB (pyMHyBaHHA BAACTMBOCTI
CTiliKoCTi 3a JlIAnyHOBUM);

—  MOTipWeHHAM TOYHOCTI — Hey3roAXKeHiCTb MiXK
NOTOYHMM CTAaHOM Ta JaHWMM, WO Oyan OTPUMAHI
KOHTPO/IEPOM i3 3aTPMMKOLO, MPU3BOAUTb [0 3pOCTaHHA
CTaTUYHOI Ta AMHAMIYHOT NOMMUAKM (3BiNblUeHHA iHTe-
rpanbHUX KpUTEpIiB);

—  3HWXKEHHA NMOKa3HMKIB NPOAYKTUBHOCTI — nepe-
peryntoBaHHs, 36iNblIEeHHA Yacy nepexigHUX npouecis
i BTpaTa LWBWAKOAIT CYyTTEBO 3MEHLIYIOTb MOMKJIMBOCTI
CcMCTeMM pearysaTtu Ha 36ypeHHs.

BaKNMBO 3a3HaYMTK, WO B HALKPUTUYHUX CUCTEMAX
i chepax 3acTocyBaHHsA (HaNpUKag, B XiMiYHUX peaKTo-
pax, nig, Yac XipypriyHnx pobiT ToLLo) 3aTPUMKa HaBiTb
y 200 MC @€ BUCOKWUI WAHC Ha aBapito, TOMY MUTAHHSA
33aTPUMOK Yy CUCTEMAX YNPABNIHHA € [Y)Ke BaK/JIMBUM
[11].

po3ainbHoOMYy

Martepianu Ta meToam AoCniAXKeEHDb

Y uii poboTi 6yN0 BUKOPUCTAHO METOAM CTPYK-
TYPHOro M NOPIBHANbHOIO aHanisy. byno pocnigrkeHo
HAYKOBY Ta METOAMYHY ANiTepaTypy 3 BUKOPUCTAHHAM
iHpopMaLiMHOro M aHaNITUYHOTO NiAXOAY, TAKOX BUKO-
pPUCTaHO PAL, OHNANH-pecypciB ANA OTPUMAHHA iHPOpP-
MaL,ii 32 TEeMATUKOK AOCNIAKEHHA.

Pesynbrat gocnipeHb

AK BiAOMO, 3aTPMMKM, WO MNEPEBULLYIOTb MOKA3HMK
10-15 % Big, nocTiiHOT Yacy o6’ekTa, 3 Manow edek-
TUBHICTIO  MiAAQIOTbCA  PEry/NlOBaHHIO  KAACUYHUMU

https://doi.org/10.32782/2786-9024/v3i5(37).344511

perynatopamu (Hanpuknag, M14) [3]. TpaauuiliHi ke
meToaM KomneHcauii — 6ydepusauin, anpokcumadin
CMiTa — 4aCTO € HEKOPEKTHUMM [0 BUKOPUCTAHHA ANA
BMMNAAKOBUX 3aTPUMOK, OCKiNbKKM nepeabayatotb geTep-
MiHOBaHICTb UM NOCTIHICTb BEIMYMHM 3ani3HeHHs [3; 13].

Y Taki cuTyauii ynpasaiHHA 3 MNPOrHO3yBaHHAM
(Predictive Control) moske 3anponoHyBaT! NPUHLMUMNOBO
BiAMiHHWI nigxig [4; 6; 9]. MoxHa BMAINUTU Baromy
nepesary — Le MOX/MBICTb BUKOPWUCTOBYBATU MOAENb
06’eKTa ana nepeabavyeHHs NoOBeAIHKN CUCTEMM B Mali-
OYyTHBOMY MPOMIXKKY Yacy 3 ypaxyBaHHAM iHdopmauii
npo 3aTPUMKU. ANTOPUTM HE TiIbKM AA€E 3MOry 3peary-
BAaTW Ha NOTOYKY MOMMWJIKY, ane M ONTUMI3ye NOCAILOB-
HICTb Kepylumnx BN/MBIB, LLO AAE MOX/IUBICTb KOMMEH-
CYBaTW OYiKyBaHi CNOTBOPEHHA CUTHANIB.

PesynbtaT poboTM — Le po3pobKa Ta BepudikaLis
MeToAy KOMMEeHcaL,ii BUNaZKOBUX 3aTPUMOK Y Meperke-
BMX CMCTEMaXx ynpasBaiHHA Ha ocHoBI aganTnsHoro MPC.
MpaKTUYHe 3HaYeHHA NiATBEPAKYETLCA:

—  CTBOPEHHAM CUMYAALIMHOI Moaeni meperkesol
cuctemm ynpasnidHa 8 MATLAB/Simulink 3 BigTBoptoBa-
HUMW CTOXaCTUMHUMM 3aTPUMKaMU;

— KiNbKiCHMM aHanisom paerpagalii MOKa3HMKIB
yNpaBAiHHA B pa3i BapiaTUBHMX 3aTPUMOK;

- nigTBepareHHam edpektTusHocTi MPC nopiBHAHO
3 TPAAULINHUMKU METOAAMM.

3anponoHoBaHWIM Niaxig, BigKPWBAE MNepCneKkTUBMU
ONA CTBOPEHHA CTIMKMX CUCTeM YNpaBfiHHA HOBOTO
NOKOJIHHA, AKi 34aTHI GYHKLIOHYBaTX B YMOBax Heige-
aNIbHUX KOMYHiKaLiiHWUX cepesoBuLL,.

MamemamuyHa MmoOenb mepexcesor
ynpaeniHHA 3 8UNAOKOBUMU 3aMPUMKAMU

1. Bba30Bi piBHAHHA 06’€KTa yNpaBaiHHA

Po3rnaHemo niHiMHY cTauioHapHy cucTemy B Auc-
KPeTHOMY 4aci 3 nepiogom AncKpeTmnsaLii Ts :

PiBHAHHA CcTaHY:

x(k+1)=Ax(k)+Bu(k),(1).

PiBHAHHA BMXO4Y:

y (k) = Cx (£),(2),

cucmemu

ae:
- X(k) eR" - BekTop ctaHy,

- u(k)eR" —BekTop ynpasniHHs,
- vy (k) eR’? - Bektop BUMIipIOBaHb,

- AeR™ BeR"™ CeR”™ -
cucTemMm.

2. Mogenb mepereBux 3aTPUMOK

Y meperKeBuxX CMCTEeMAX YNPaBAiHHA BUHMKaOTb ABi
BMMaAKOBI 3aTPUMKM [2; 5]:
1. (k) - 3atpumka BumipioBaHHA  (sen-
sor-to-controller). Lle 3aTpumka nepepgauvi y(k) Big,
CEeHCopa A0 KOHTPo/epa;

T (k) — 3aTpuMKa ynpasniHHA (control-

ler-to-actuator). Lle 3atpumka nepegadi u(k) sig
KOHTpO/iIepa A0 BUKOHYHOUOIO NPUCTPOLO.

MaTpuLL

Copyright © 2025, OTA.
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MaTtemaTuyHKuit onuc:

0. ()= =8 4 ()= =) 3

d (ke {0,1,....d1"}.d,, (k) {0,1,....d1"} (4).
BnactnBocCTi 3aTPUMOK:
O6mexeticte: di™ =™ / T,d™ =10 /T
CTOXaCTUYHICTb:
T, (k) ~ U(a,b),1, (k) ~ N (n,0) [5;10;14].
3. O6’egHaHa moaeNb CUCTEMM i3 3aTPUMKAMMU
KntoyoBi cniBBigHOWEHHA
YnpasniHHA i3 3aTPMMKOIO, WO NOCTYNae Ha 06’eKT
B MOMEHT K :

u(k)=u,(k-d,(k)),(5).

BvMiptoBaHHA i3 3aTPMMKOLO, LLLO AOCTYNHE KOHTPO-
nepy B MOMeHT K :

Ve (k) =y (k-d, (k)) = C, (k-d,(k)),(6).
4. Po3wupeHa moaenb CTaHy
[OnAa BpaxyBaHHA icTOpii ynpaBniHHA BBOAMMO pPO3-
WMPEHWit BEKTOP CTaHy:
x (k)
u(k-1)
u(k-2)
z(k) = : A" =di e +dn™ (7).

u(k-d"™)

PosmipHicTb: dim (Z) =n+m-d"™.

YnpasniHHA po3LwmnpeHoi
z(k+1)=A,z(k)+B,v(k),(8),

ae v(k — HOBe YMpaB/iHHA, O PO3PaXOBYETbCA
KoHTponepom, a matpuui A, i B, 3anexatb notounnx
3aTPUMOK.

5. CtpykTypa matpuupb ana GikcoBaHOi 3aTPUMKHM

Y Bunaaky, konu sigoma satpumka d = d,, (k):

cncremm:

A 0 - B--0] 0,,

0 7, 0.0 I,

0 0 1,0 0,,
MatpuuaA,cA, = 1t LB, = b (9).

0 0 10 0

TakvM unHom, 610k B posmiwero B nosuuii (d + l)
BEKTOpa ynpasniHHaA, a [, € oAMHWYHOK MaTpuueto
PO3MIpHOCTI M X m .

6. Cnocrtepiray cTaHy

[na OUiHKM NOTOYHOrO CTaHy 3a 3amipamu i3 3anis-
HeHHAM Maemo Take [1; 3; 12]: o (k)

X (Kle) = A%Ox (k—d, (k))+ Y A" 'Bu(k - i),(10),

https://doi.org/10.32782/2786-9024/v3i5(37).344511

ne X (kl|k) — ouiHka cTaHy B MOMeHT k wHa ocHosi
sumipy y (k = d,, (k)).

7. MporHo3sHa mogensb (MPC)

MporHo3 cTaHy Ha N Kpokis Bnepes, [4; 6; 9]:

2(k+j+1k) = A, z(k+ jlk)+B,v(k + jlk),(11).

3 obmeskeHHamm: v, <V (k+ jlk) < V,,.j = 0,1,...,N 1.

8. Kpwutepin ontumizanii MPC
MiHimizaLia KBagpaTUYHOI GYHKLIT BApTOCTI:

N N,-1
T=3y(k+jlk)=r(k+j),+ D Aavk+ k. (12)-
Jj=1 j=0

3 TaKMMKM NapameTpamm:

- 0 *0,R >0 -sarosi matpuui,

- N —ropu3oHT nporHosy,

- N, —ropusoHT ynpasniHs,

- F — UiNbOBUW CUTHAN.

Ls matemaTvyHa ¢opmanizauisa Aae 3mory aHani-
3yBaTW CTIMKICTb CUCTEMWM Ta CMHTE3yBAaTWU KOMMEHCa-
TOp, Wo byae afanTUBHUIN 40 BUNALKOBUX MEPEKEBUX
3aTpuMok [4; 5; 13].

ModenteaHHA adanmusHozo MPC 0as KommeH-
cayii sunadkosux 3aMpPUMOK Yy Mepexesux cucmemax
ynpaeniHHA

OCKinbKM iCHYe [AeKinbKa wWAAxiB Ta nigxo-
AiB 00 MOZENtoBaHHA MEpEeXKeBUX CUCTEM YMpaBs-
NiHHA 3 BMMAAKOBMMW 3aTPMMKaMM, NMPOMOHYETbLCA
pilleHHA, AKe BUKOPUCTOBYE MOAY/Ib MPOrHO3YBaHHA,
WO Haja€e Baromy nepesary y BUMAAZLI MOBHOrO
KOHTPO/IIO Haf CTBOPEHUM aNropuTmom nepenba-
YEHHA | TAKOX NOEAHYETLCA i3 CUIBHUMU CTOPOHAMM
iHCTpymeHTiB, Wwo Mictatbeca B MPC ToolBox MATLAB/
Simulink [9].

Huxkye 6yae HaBeAEHO OMNWUC CTBOPEHHS TaKoi
cuctemu B MATLAB/Simulink, aka fae 3mory BUKOHY-
BaTW MOAENIOBAHHA MepexXeBMX CUCTEM YyNpaBAiHHA
3 BUNALKOBMMM 3aTPUMKaMU i OTPUMATU pPe3ynbTaTh
CTOCOBHO e(deKTUBHOCTI pobOTM B yMOBaX HAABHOCTI
LMX 3aTPMMOK i3 BUKOPUCTAHHAM KOMMEHCYBa/ib-
HOro npucTpoto Ha 6asi ynpaBAiHHA 3 NPOrHO3yBaH-
HAM. [na 36inblieHHS MOKa3HMKIB edeKTUBHOCTI
poboTn Takoi cuctemun 6yn0 BMKOPUCTAHO FibpuaHe
pilleHHA, AKE MAE e/IeMEeHTU KaCTOMHOrO anroputTmy
Ha ocHoBi LQR + nepepbayeHHa cTaHy, peanisauii
bydepy nepenbaueHHa (MATLAB Function), a Takox
iHCTpymeHTU 3 MPC ToolBox. Baxknneo BpaxoByBaTty,
WO TaKMI MOTYKHWUI iHCTPymeHT, Ak MATLAB/Sim-
ulink, y»ke mictutb y cobi rotosi iHCTpymeHTU AnAa
yNpaBAiHHA 3 NPOrHO3yBaHHAM, BUKOPUCTAHHA AKUX
€ AOCUTb NPOCTUM i 3pO3yMIiNNM i BOL4HOYAC AEMOH-
CTPYE AOCUTb BUCOKI MOKa3HUKM epeKTUBHOCTI poboTH
TaKoi cucTemu:

Ane Takuit roToBMIA BapiaHT, 3BMYaliHO, HagaEe nepe-
Bary, ajie € AOCUTb HErHYYKUM i Ma€E pAg obmexkeHb,
TOMY NPONOHYETLCA TaKWUI ribpUAHUI BapiaHT.
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Tabn. 1. Pe3ynbtaT BUKOpUcTaHHA rotosoro MPC 3 Ha6opy MPC ToolBox MATLAB/Simulink

Cucrema MNMepeperynioBaHHA Yac BcTaHOBNEHHA IAE
laeanbHa cuctema (63 3aTPUMOK) 5% 0,8¢c 0,12
Cuctema 3 BUNagKOBMUMM 3aTPUMKaMM 35% 2,5¢ 0,45
KomneHcauia 3a gonomoroto rotosoro MPC 10 % 12c 0,18
MoACHEHHA eNeMeHTiB: 2. KactomHuii nepenbavysad(State Predictor)
1. Cnoctepiray cTaHis (State Observer). - BxigHi napameTpu: N
- Peanisyetbcs 3a gonomoroto KasmaHOBCHKOToO - MOTOYHa OLiHKa CTaHy X(k);
dineTpa [1; 3; 12]. - icTopia KepyBaHb U (k - 1) .u (k - N);
- OcHoBHa OYHKLiA: BiAHOBNEHHA NOBHOMO CTaHY

- NOTOYHa 3aTpMMKa T (k) .
3. MPC Controller
— OnTmMmizauia: BUpilWye 3aga4y MiHimi3awii:

minZP(k+i)—r(k+i)TQ[§(k+i)—r(k+i)}+

x(k)-
- Peanizauia 8 MATLAB:
function x_hat = kalman_observer(y, u, A, B, C, Q, R)
persistent x_est P
if isempty(x_est)
x_est = zeros(size(A,1),1);

T
P = eye(size(A)); + Au'RAu, (13)-

end 3 06MEXEHHAMM:
% Prediction umin su (k + -]) < umax ’
Xx_pred = A*x_est + B*u; » .
P_pred = A*P*A' + Q; Aug < u(k+j)<Aug, .

OKpemo cnif, BUAIANTM KNtoUYoBi 0COBAMBOCTI TaKoro
% Update ribpuMAHOro pilleHHs:
K = P_pred*C'/(C*P_pred*C' + R); 1. ApanTusHuii bydep ynpasniHb
x_est = x_pred + K*(y — C*x_pred); Peanisauia 8 MATLAB:
P = (eye(size(A)) — K*C)*P_pred; function u_buffer = update_buffer(u_new, u_old,

tau_max)
x_hat = x_est; u_buffer = [u_new; u_old(1:min(end, tau_max-1))];
end. end.

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,
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2. IHTeneKkTyanbHe nepeabaveHHs
Peanizauia 8 MATLAB:
function x_pred = hybrid_predictor(x, u_buf, tau, A,
B, C)
% lMepeBipKa Ha eKcTpanonau,ito
if tau > size(u_buf,1)
tau = size(u_buf,1);
warning('3aTpumka nepesuiLmnia posmip bydepa');
end

% PeKkypcuBHe nepenbayeHHn
x_pred = x;
fori=1:tau

x_pred = A*x_pred + B*¥u_buf(i);
end

% Kopekuia no HeniHilHii mogeni (onuioHanbHo)
if exist('nonlinear_correction', file')
x_pred = nonlinear_correction(x_pred);

end

end

3. TlibpuaHe HanawTyBaHHA MPC

Peanizauia 8 MATLAB:

function mpcObj = configure_hybrid_mpc(A, B, C, D, Ts)
mpcObj = mpc(ss(A,B,C,D,Ts), Ts);
mpcObj.PredictionHorizon = 20;
mpcObj.ControlHorizon = 3;

% ABTOMaTUYECKaA NOACTPONKa BECOB

if rank(ctrb(A,B)) == size(A,1)
[~,K] = dlgr(A,B,eye(size(A)),0.1*eye(size(B,2)));
mpcObj.Weights.Output = diag(K);
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mpcObj.Weights.Output = [10, ones(1,size(C,1)-1)];
end
end
MepeBaramun Takoro KOMb6iHOBaHOTO NiAxoay €:
1. THyuKicTb nepenbaveHHsA:
—  MOM/IMBICTb A0AaBaHHA HENiHIMHUX Modenen;
- afanTaLlifa 40 MepexeBUX YMOB, L0 3MiHIOTbCA;
KacToMHa 06pobKa ekcTpemasbHUX BUMAAKIB.
2. OnTumizauia ynpaBniHHA:
- ABTOMATMYHE pileHHA 33434 3 0OMEKEeHHAMM
- OnTMManbHWIN po3noain pecypcis
- B6ynoBaHi meTtoau ctabinizau;i
3. PobycTHicTb
Peanizauia 8 MATLAB:
% TecT Ha CTiNKICTb NpK BapiaLifax 3aTPUMKHM
max_tau = 10;
for tau = 0:max_tau
A_cl = [A-B*K, B*K_pred; zeros(size(A)), A_pred];
if max(abs(eig(A_cl))) > 1
error("HecTinkicte npn 1=%d" tau);
end
end
MopiBHAHHA MoKanBocTen rotosoro MPC 3 igeanb-
HOlo cucTemotlo (6e3 BMMAZKOBMX 3aTPUMOK) i cucTe-
MO0, Aile HaABHi 3aTPUMKM, ane He BMKOPUCTOBYHOTHCA
KOMMNeHCyBasibHi NpUcTpoi, bynun HaBeaeHi BuLLe. Huxkue
NPOMNOHYETLCA A0 Nepernagy NopiBHAMbHA TabaMLA Mix
uMm ke rotoBum MPC 3 iHcTpymeHTiB MPC ToolBox
MATLAB/Simulink 3 KomneHcyBaHHAM, WO 6a3yeTbcA
NMIUe Ha BWMKOPMUCTaHHI KAacTOMHOro nepenbavysava,
a TaKOXK MOPIBHAHO 3 HaBEAEHUM FOPUAHUM PilLEHHAM
KOMMEHCYBa/IbHOrO NPUCTPOIO.

else
Ta6n. 2. NopiBHANBHI NepeBaru riGpuAHOro pileHHA
AcneKr KacromHuit fotoBuit MPC Fi6puaHe pilieHHn
nepep6auysay
MNepenbaveHHs *** (NMOBHWUIN KOHTPO/b) * (OBbMexKeHHs roToBoro *¥** (ApanTusHe)
3aTPMMOK pilIeHHs)

OnTumizauin ynpasniHHa | * (PyyHe HanalTyBaHHS)

*** (ABTOMaTMUYHA) *** (3 obMeReHHAMM, AK i B

rotosoro MPC)

BpaxyBaHHA HeiHiMHOCTI ** (Moxknmsuia)

*** (BbygoBaHMit) *** (Yepes MPC)

ObuncntoBanbHe
HaBaHTaXeHHA

** (CepenHe)

* (Bucoke) ** (OnTmumisoBaHe)

AHanis cTinKocTi

* (Py4Huin)

** (ABTOMATUYHUI) *** (KombiHOBaHMI)

Ta6n. 3. NepeBara y noKasHUKaXx ri6puaHoro pilleHHA

MokasHuK KacTtomHuit nepeabavysau lotoBuit MPC Fi6pupHe piweHHA
IAE 0,25 0,18 0,12
Yac Bigryky 1,8c 1,5c 1,2c
EHepria KepyBaHHA 8,5 6,2 5,8
Critikictb 3a T+ 50% Hi Tax Tax
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BucHoBKu

Pe3ynbTaTv LbOro AOCAIAKEHHA AAl0Tb 3MOry 3po-
3yMITU 1 YNEBHUTUCb Y KPUTUYHOCTI BMAUBY BMMAZKO-
BMX 3aTPMMOK Ha AMHAMIYHi XapaKTepPUCTUKM CUCTEM
ynpaBniHHA [2; 5; 7], a Takox B edeKTUBHOCTI 3acTocy-
BaHHSA ynpaBiHHA 3 nporHo3yBaHHAM Model Predictive
Control (MPC) ana KomneHcaujii LMX 3aTPUMOK.

MiacymoK MOXKHa NpeACcTaBUTU TAKUM YUHOM:

1. CriiKicTb Ta NPOAYKTUBHICTb.

MopgentosaHHAa 8 MATLAB/Simulink nokasano, wo
BMKOPUCTAHHA HaBiTb 6a30BOro pilleHHA 3 FOTOBMM
MPC 3abe3neuye:

— 3HWXeHHA nepeperyntoBaHHA Ha 75—-90 % nopis-
HAHO 3 TpaauuinHumu MIA-perynatopamu [3];

- 3MeHLWeHHA Yacy nepexigHoro
B 2—3 pasu;

- MOKpALLEeHHA iHTerpanbHux Kputepiis (IAE, ITSE)
Ha 80-95 %;

- 3b6epeKeHHs CTilMKoCTi B pa3i 3aTpumoK go 40 %
BiZ, NocTinHOI Yacy 06’eKTa.

A 3 ornAay Ha MOKa3HWKM, OTPMMaHI Mif Yac BUKO-
pUCTaHHSA ribpUAHOro pileHHs 3i cnocTepirayem CTaHiB
i KacTomHMM nepeabauvyBayem, ePeKTUBHICTb poboTH
MepeXKeBoi CUCTEMW YNpaBAiHHA 3pocTae we binble,
LLLO BUAHO 3 AaHUX, HAaBeAeHUX y Tab. 3.

2. lepesaru nigxoay
3 MPOrHO3yBaHHAM.

AHanis matemaTU4HOi Mozeni 3 PO3WMPEHUM BEK-
TOPOM CTaHy MOKa3sas, Wo MPC nepeBaae TpaauLinHi
MEeTOAM 3aBAAKM:

- ABHOMY BpaxyBaHHIO CTOXAaCTUYHOTO
OXKEHHA 3aTPUMOK Y 3a43a4i oNTMMI3aLLil;

— CMNPOMOMHOCTI aKTUBHO KOMMEHCYBATU OYiKy-
BaHi CNOTBOPEHHA CUTHANIB;

- CTilAKOCTi A0 Bapialii 3aTPMMOK Y AianasoHi Big,
0,1 po 0,5 cekyHaM.

3. TeopeTW4Hi Ta NPAKTUYHI pe3ynbTaTu.

3a pesynbraTamu poboTn 6yNo AOCATHYTO TaKe:

- dopmaniszauia mepexeBoi cUCTEMU YNPaBAiIHHSA
AAK CUCTEMM 3i 3MIHHOIO CTPYKTYPOIO MaTpULLb A, , Bd;

- OTPMMaHO anropUTM OLIHKM CTaHy X (k|k);

- oTpumaHo Simulink-mogeni 3 BigTBOPtOBAHUMM
CLeHapiaAMKN 3aTPUMOK.

4. 3BMYaliHO, NOTPIGHO 3a3HAUYMTM TaKOXK i Npo
AeAki obMeKeHHSA, AKI XapaKTepu3yrTbCA TaKUM:

—  BMCOKi pO3paxyHKOBi BUMOTM 33 FOPU3OHTY Npo-
rHo3y N > 20N > 20;

- YyTAMBICTb 40 TOYHOCTI MoZeni 06’ekTa;

- noTpeba B aganTalji 3@ BHECEHHS 3MiH [0 TOMo-
Norii mepexi.

Came TOMy, BPaxOBYlOUM HAABHICTb TaKMx obme-
YK€Hb, i MOXXHa rOBOPWTU MPO AO0AATKOBY AOLIMBHICTD
BMKOPUCTAHHA NPeACTaBIEHOro ribpuAHOro pilleHHs.

TobTo MeperkeBi cUCTEMM YNPaBiHHA 3 BUKOPUC-
TaHHAM MPC nokasanu cebe AK fAKiCHe pilleHHA ans

npouecy

yNpaBAiHHA

noxo-
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nobynoBM CUCTEM YMPaBAiHHA B YMOBAaxX HeifeanbHUX
KOMYHiKaLiin [2; 4; 6]. 3a noganbworo po3BUTKY anro-
PUTMIB MALIMHHOIO HaBYaHHA, MiHiaTiopM3auii po3spa-
XYHKOBUX MNatdopm BIiAKPMETbCA LWAAX A0 MacoBOrO
33CTOCYBaHHA METOZAiB YNPaBAiHHA 3 NMPOrHO3yBAHHAM
Y HaZKPUTUUHUX MEPEXKEBUX CUCTEMAX, Y AKMX HaZil-
HiCTb i CTIMKiCTb 40 BiZAMOB € HaliBaK/INBILLOK YMOBOIO.
PesynbtaT poboTU CTBOPIOOTL METOLONOTYHY OCHOBY
ONA MPOEKTYBAHHA HOBOTO NOKOJIIHHA aAaNnTUBHUX MPO-
MWCNI0BUX CUCTEM YNPaBiHHA.

KoHdnikT iHTepecis

ABTOp AEeKNapye, WO He Mae KOHQIKTy iHTepeciB
CTOCOBHO LbOrO AOCAIAMKEHHSA, Y TOMY Yucai ¢iHaHCO-
BOro, 0COBUCTICHOrO XapaKTepy, aBTOPCTBa YM iHLIOrO
XapakTepy, WO Mir 6u BNAMHYTU Ha AOCANIAXKEHHA Ta
oro pesynbraTu, NpeacTaB/eHi B LWild cTaTTi.
®iHaHCcyBaHHA

LocnigKeHHA
NiATPUMKN.
JoCTynHicTb gaHux

PyKonuc He mae NoB’A3aHNX AAHWX.

nposogunoca 6e3  diHaHcoBOI
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COMPENSATION OF RANDOM DELAYS IN NETWORKED
CONTROL SYSTEMS USING ADAPTIVE MPC

Ivan Chystyk

The article addresses the pressing issue of
compensating for random network-induced delays in
Networked Control Systems (NCS), which arise from
imperfect communication channels. These stochastic
delays, caused by packet queues, collisions, and variable
network load, lead to system destabilization, degraded
accuracy, and reduced performance. This is especially
critical in high-stakes applications such as industrial
automation and telemedicine.

Traditional compensation methods, including PID
control and deterministic approaches (e.g., the Smith
predictor), prove ineffective against the random nature
of these delays. The proposed solution employs Model
Predictive Control (MPC), which leverages a system
model to predict future behavior and optimize control
actions to compensate for anticipated signal distortions.

The work aims to develop and verify a compensation
methodbased on adaptive MPC. Itpresents amathematical
model of an NCS that accounts for random delays in
the sensor-controller and controller-actuator channels,
formalizing an extended state vector and constructing an
observer. Practical significance is confirmed through a
MATLAB/Simulink simulation model with reproducible
stochastic delays and a quantitative analysis of control
performance degradation.

The study proposes and analyzes a hybrid solution
combining a custom state prediction algorithm, an

https://doi.org/10.32782/2786-9024/v3i5(37).344511

adaptive control buffer, and tools from the MPC Toolbox.
Comparative simulations demonstrate the superiority
of the hybrid approach over both standard MPC tools
and custom predictors in key metrics: Integral Absolute
Error (IAE), settling time, control energy, and robustness
to increased delays. The results show a significant
improvement in system stability and performance,
confirming the promise of adaptive MPC for building
reliable next-generation control systems capable of
operating in non-ideal communication environments.

Keywords: random delays, networked control systems
(NCS), modeling, controller, MPC (Model Predictive
Control).
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AHOTALIA

Baoicnusum  kpunmozpa@iuHum MexamizMoM, SKUll 2apanmye KOHQIOeHYIUHICMb (81ACMUBICMb  HYIb0B020
PO3201I0WEHHS) MA 3a0e3NneUye HeMONCIUBICIb D0BECMU NEPEGIPAIOUOMY XUOHE MEEPONCEHHS, € OOKA3U 3 HYIbOBUM
po3zeonowennam. Ilonynapuoro peanizayiero 00Ka3ig i3 HYIbOBUM PO320JIOULEHHAM € KOPOMKI, HeiHmepaxKmuei
00Ka3U, SIKI MOJNCHA UWBUOKO nepesipumu i sKi He nompedyromos 63aeMoO0il Midc CMOPOHAMU NICAS NOYAMKOBO20
Hanawmysants. OCHOBHUM HANPAMOM Y PO3POOYI CYUACHUX CUCmeM 008e0eHHs € IHMepaKmusHe 008e0eHHs, SKe
b6yoyemvcsi 3a 06a kpoku. Tlepuiuii — HaOCURanHs NiIOMBEPONCEHHS NOIHOMY [HMEPAKMUBHO20 OPAKYIbHO20 O0KA3Y
ma opyeuil — CMmeOpeHH s NPABUTbHUX OPAKYII6 cXxeMu NONIHOMIAIbHUX 30008 S3aHb 3a O0NOMO20I0 YIMKO GU3HAUEHUX
Kpunmozpaghiunux memoois oyinku noninomia. Ilepesipka UKOpUCMAHHA OOHAKOBUX KODIYiEHMIB Y KOXHCHIN IIHITIHIL
KomOIiHayii nompebye nepesipku 5K NONIHOMIANbHOL Y32000CEHOCMI, MAK I y32002iceHocmi 3MIHHUX. /[ no6yodosu
3A2ANbHUX CXeM CIUCI020 HeIHMEPAKMUBHO20 aAP2YMEHMY 3HAHHS 3 HYIbOBUM PO320JOUWEHHAM 0)/10 3anponoHO8aAHO
NONHOM THMEPAKMUBHO20 OPAKYIbHO20 O0KA3Y, WO MOOENIOE NOBIOOMILEHHS. SIK NONIHOMIAIbHI opaKkynu. Yci mecmu
008005MbCAL 30 ONOMO0K CXeM NONIHOMIANbHUX 30008 S3aHb, A NOMIM 13 HYIbOBUM 3HAHHAM OYIHIOIOMbCS 8 MOYY,
3a0anii 0coboio, wo nepesipse ingopmayiro. Haditinicms i kongioenyitinicmes ycix mecmis 6a3yemuvcsi HA MPbOX
OCHOBHUX KAME2OPIAX NONIHOMI6 IHMEPAKMUBHO20 OPAKYIbHO20 O0OKA3Y, 4 Came CXeMu NOATHOMIANbHUX 30008 A3aHb 31
CNONYYEHHAM, 3 ApeYMEeHMoM 8HYMPIiuHb020 000YMKY ma 3 meopieto Kooy. IIpomoxonu cmucaux HeiHmepaKmusHuxX
apeyMeHmi6 3HAHHI 3 HYIbOBUM PO32ONOULEHHAM peanizyiomvCs uepe3 npocpami 6UCOKO20 PIGHS (KOMRLImMopu),
SAKI NepemeopromvCsi Ha NPOMIdCHe NPeoCmAgieH s, Modmo cxemy, Wo BUSHAYAEMBCS CUCEMOK OOMEMiCeHb.
Buropucmosysani komninsimopu nooiisiomvcs Ha OOMEHHO-OPIEHMOBAHI MOBU, 80Y006aHI OOMEHHO-OPIEHMOBAHI
MOBU Ma GIPMYANbHI MAWUNHU 3 HYIbOBUM PO3Kpummsam 3uans. Cneyianizo8ani 00OMeHHO-0PIEHMOBAH] MOGU ONUCY
anapamuoeo 3abe3neyerHs abo MOo8uU NpoSPaAMy8aAHHA NPONOHYIOMb A0ANMOBAHUN CUHMAKCUC OJiA eQeKmuHo2o
BUPADICEHHST 0OMEdICeHb 6 apumemuynux cxemax. BOyoosarni 0omenHo-opieHmosani Mosu peanizylomocs K QYHKYIT
8 MOBAX NPOZPAMYBAHHA 3A2ANIbHO2O NPUSHAYEHHS 1l OPIEHMOBAHI HA NPOBIOHI CXeMu, YCNAOKO8aHi 8i0 60Y008aHOI
Mosu. Bipmyanvni mawunu 3 Hy1b08UM POSKPUMMAM 3HAHL 00POOISIIOMb ONEPAYItIHULL KOO YUKTY «8UOIpKA —
0eKOO0YBAHMS — BUKOHAHHAY, PENNIKYIOUU MPACYBAHH 0OUUCTeHb OIS 3A2ANbHUX NPOSPAM | 2eHepyIouU 8i0N0GiOHI
niOMBepONCeH s 3 HYIbOBUM PO32ONOUEHHAM. Bonu cymicni 3 icnylouumu Mosamu npoepamyeanHs 8UCOKO20 Di6Hs
ma ModiCymov UKOpUcmogysamu QyHKyii icnyiouux komninamopis. Komninamopu oyiniolomscs 3a nepexpectoin abo
CUHMaKcu4Ho cymicuicmio. 3azanom HaudINBUIOW NepeuKo0olo V SUKOPUCAHHT OiOniomeK HeiHmepaKmueHuxX
0dokaszis € bpak 0okymenmayii. Cmanoapmu3zayis Modce OONOMOSIMU PO3POOHUKAM NOPIGHSIMU 8ANCIUGT PYHKYIT PIZHUX
bibniomex, a maxodc ecmanosumu OinbuL Y32000ceHy 0a308y AiHiI0 NpodyKmugHocmi. JJokymenmayia 6ioniomexu
U000 YUX OCHOBHUX (DYHKYILL € HESI8HOIO0, T PO3POOHUKAM NOMPIOHO PO3YMIMU OCHOBHI KPUNMO2Papiuni memoou, ujoo
subpamu 8ionogiony cxemy. Basicnusorw € cmandapmusayis napamempie KOMRiIAMopie, wo YCKIAAOHIOE NOGMOPHE
BUKOPUCMAHHS ICHYIOYUX ITHCMPYMEHMIE.

Knrouosi cnosa: 0okazu 3 HYIbOBUM PO320JOUIEHHAM, IHMEPAKMueHe 008e0eHHs, NONIHOM IHMePaKmuU8HO20
OPAKYIbHO20 O0KA3Y, CXeMU NOJIHOMIANbHUX 30006 S13aHb, KOMNLISIMOPU, OOMEHHO-OPIEHMOBAHI MOBU, GIDMYANbHI
MAWUHU, CIAHOAPMU3AYISL.
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Bctyn

Baxnmsum KpuntorpadiyHMM MexaHi3MOM, AKMUI
[Aa€ 3MOry OAHiA 0cobi A0BEeCcTU iHWIM CTOPOHI iCTUH-
HiCTb NEeBHOro TBEPAMKEHHA, He PO3KPUBAKYM Npwu
LbOMY }OAHOI [0AATKOBOI iHPpOpMaLii Npo cam AoKas
abo ceKpeTu, Ha AKUX BiH Ba3yeTbCA, € AOKA3N 3 HY/bO-
BUM po3rosiowleHHAM. Lia KpunTtorpadiyHa KOHCTpPYK-
Lis NOEAHYE rapaHTito KoHoigeHUiMHOCTI (BNnacTuBicTb
HY/IbOBOrO PO3roJ/iolWeHHs), TobTo ocoba, AKa nepe-
Bipsie iHpopmaLito, He OTPUMYE Hi4oro, Wo morio 6
PO3KPUTU CEKPeTM 0cobMu, Lo A0BOANUTL iHbOopMaLito.
[pyroto KPUTUYHOKO XapPaKTEPUCTUKOID € Ob6rpyHTOBa-
HiCTb, AIKa 3abe3neuye, WO XKOAEH Waxpai He 3moKe
[0BecTM nepesipAtoyomy xmbHoro TeepaxeHHA. Cepen,
0co61MBO NONYNAPHUX peanizaLili A0KasiB i3 HY/IbOBUM
PO3roNOLWEHHAM BUAINAIOTLCA KOPOTKi, HEIHTEPAKTUBHI
[OOKa3u, AKi MOXHa WBMAKO NepeBipuUTH i AKI He noTpe-
byloTb B3aemogii MiK CTOpOHamM Nic/iA MOYaTKOBOroO
HafawTyBaHHA. TakMi niaxia [ae 3mory epeKkTUBHO
BMKOPUCTOBYBATU Lii aNropuTMm B 6araTboxX NPaKTUYHMX
3aCTOCYBaHHAX — Bif, KOHOIAEHUiNHUX obuncneHb Ao
macwTaboBaHMx 6Gn0KYenH-cucTtem. KntoyoBoto Bnac-
TUBICTIO 6e3neKn HeiHTEPaKTUBHUX [AO0KasiB € 06rpyH-
TOBAHICTb 3HaHb, AKa 03HaYaE, Wo Oyab-XTO, XTO 34aTeH
3reHepyBaTM NpPaBW/bHUIA [0Ka3, Hacnpasgi BONOAIE
NEeBHMM «CBigKOM», TOBTO CeKpeTHow iHpopmauieto,
WO NigTBEPAKYE ICTUHHICTb TBepaKeHHA. CBigok — ue
He NPOCTO AO0BINbHUI Habip AaHKX, a TaKa iHpopmauin,
AKa Aae 3mory edeKTUBHO (HanpuKnad, NnoniHOMiaNbHO)
nepeBipuUTH, LLO AeAKe TBEPAKEHHA HANeXUTb A0 Nes-
HOI MOBW KJlacy HefeTepMiHOBAHOIO NMOAIHOMIaNbHOrO
Yyacy. BogHouac uA mMogenb TpaguLIMHO pPoO3rNAfae
e OOMHUWYHI Aii AOKasyBaya, WO 3a/ULWAE MPOCTip
ONA PO3LWMPEHHSA B HaNpsami 6araTocTopoHHix abo napa-
NenbHUX cueHapiis.

JliHiHI cMcTemmn MMOBIPHICHO nepesipeHoro gose-
[AEHHA 11 iHTepaKTMBHe (OpaKy/bHe) LOBeAEHHA € AAPOM
CTUCNIUX HEIHTEePAKTUBHUX apryMeHTIB 3HaHHA 3 HYNbO-
BMM PO3ro/IOWEHHAM Ha OCHOBI iHGOopMaLiliHo-Teope-
TUYHOro aosBefeHHA. OCHOBHI BNaCTUBOCTI LMX aprymMeH-
TiB — NPO30picTb, MOCTKBAHTOBA 6e3MeKa, yHiBepcaibHe
HanalwTyBaHHA M epeKTUBHICTb.

AHanis nitepaTypHUX AaHUX | NOCTAHOBKA
npobnemu
Mepwnii  ePeKTUBHUN CTUCIUM  HeEIHTepPaKTUB-

HUI apryMeHT 3HAHHA 3 HY/NbOBUM PO3rONOLLIEHHAM
(zk-SNARK, Zero-Knowledge Succinct Non-Interactive
Argument of Knowledge) ans 3aranbHux cxem 3anpo-
noHyesanun [ KeHHapo Ta iH. [13] y 2013 poui. BoHu
BMKOPUCTANM TEXHIKY KBaApaTUM4HOI nporpamu npo-
MixKiB (QSP, quadratic span program), sika € npocTi-
woto ¢GopmMoto  KBagpaTUYHOT apudmeTUYHOI npo-
rpamun QAP (Quadratic Arithmetic Program). OcHoBHa
ines umx anroputmie nonarae B nobyaosi Habopy

https://doi.org/10.32782/2786-9024/v3i5(37).344513

NONIHOMIANbHUX PIBHAHb | BWMKOPWUCTAHHI nap AgnAa
nepeBipKM LUX PiBHAHD.

Y 2016 poui B ogHe piBHAHHA By/0 iHTerpoBaHo nepe-
BipKy BanigHOCTI, NONIHOMIaNbHY Ta 3MiHHY NepeBipKn
Y3rOAKEHOCTi 3 BUKOPUCTAHHAM ANA LbOro SnLLe TPbOX
nap. [7] Po3mip goKasy 6yn0 404aTKOBO 3MEHLIEHO A0
ONTMMI30BaHNX TPbOX enemeHTiB. llicna uporo Teope-
TUYHI LOCATHEHHA Ta NPaKTUYHa PoboTa 30cepesKyBa-
iMca Ha po3pobui komninatopa ansa QAP [5]. MoganbLui
pob60TM 40AaTKOBO aHanNi3yoTb BAACTMBOCTI 6e3neku [6]
Ta 3aCTOCYBAHHA MOro A0 KOHKPETHUX Mporpam pasom
3 Pi3HUMKM MOAENAMM, AK-OT 6AraTOCTOPOHHA YCTAaHOBKaA
[15], yHiBepcanbHUli posigkoBuii psgok (URS) [7] Ta
pekypcusHe goseneHHs [5].

Po3mip goKasy B LMX cMCTEMAX 3a/IMLWIAETLCA NOCTil-
HWUM, @ Yac, BUTPAYEHUN Ha [O0Ka3yBaHHA, € NiHINHUM.
Li aTpnbyTn € 0cob6a1BO BUTiAHUMM Ta CNPUAIOTb peasb-
HUM BMPOBaAKeHHAM. [poTe CyTTEBUM OBMEXKEHHAM
cmctem Ha ocHoBi QAP € 3HauHi HakNaaHi BUTPATKU Yacy
po60TM [0KasiB i CNoMKMBAHHA Mam’ATi, WO CTBOPHOE
npobsemun Ana maclwTabyBaHHA 40 BENMKUX OMepaTto-
piB. Kpim TOro, KoxxeH onepaTop BMMara€ oKpemoi 40Bi-
peHoi KoHdirypauii [10].

MerTa Ta 3agauyi gocnigKeHHa

MeToto CTaTTi € JOCNIAKEHHA TEOPETUYHUX | Npu-
KNagHWX acneKTiB peanisaLii NPOTOKONIB CTUCANX HEIH-
TEPAaKTUBHWUX aPryMeHTIB 3HaHHA 3 HY/bOBMM pPO3-
rO/IOWEHHAM Ha OCHOBI IHTEPAKTUBHUX [0BEAEHD,
30Kpema aHani3 BapiaHTiB NONIHOMY iHTEPAKTUBHOIO
OpPaKy/IbHOTO LOKa3y 11 OpaKyniB cxemu NoNiHOMIaIbHUX
30608’A3aHb, iX 06UYMCNIOBAIbHOT CKIaAHOCTI, 6e3neKko-
BMX XapaKTEPUCTUK i NPOrpamHoi peanisauii B pi3HMX
KoMninAaTopax.

[na nocarHeHHA MeTu A0CNiAXKEHHA NOTPIGHO BUKO-
HATU TaKi 3aBAAHHA:

1. MNpoBecTn Knacudikalito iCHYHOUMX MNPOTOKO/IB
[OBefleHHA 3HaHHA 6e3 po3KpUTTA A0AaTKOBOI iHdOp-
MaLLii 3 BUOKPEM/IEHHAM iX TEOPETUYHUX OCHOB.

2. MpoaHanisyBatn KpuntorpadiyHi mexaHiammn cxem
nosiHomianbHMX 30608B’13aHb, BK/IOYHO 3 BapiaHTaMu
Ha OCHOBi MapHUX 06YMCAEHb, APTYMEHTIB BHYTpILU-
HbOTo JO6YTKY Ta NiHIMHUX KOAIB.

3. OuiHMTK edEeKTUBHICTb OAHOBMMIPHUX i BaraTo-
BapiaHTHMX MONIHOMIB iHTEPAKTMBHOIO OPAKY/IbHOTO
[OKasy 3 nornagy ix NpoAyKTMBHOCTI, 6e3neKkn Ta noct-
KBAHTOBOI CTiKOCTI.

4. BM3HAuUUTK peanisaLuiiHi acnekTn HeiHTepaKTuB-
HUX MPOTOKOMIB Yy Cy4aCHUX KOMMINATOpax, 30Kpema,
3 0r1A4Y Ha CYMICHiCTb, epEKTMBHICTb Ta OOMEKEHHS iX
3acTOCyBaHHA.

5. laeHTndikyBaTM OCHOBHI Npobaemu peanisauii Ta
BMKOPWUCTAHHA HEIHTEPAKTUBHUX MPOTOKO/IB, BKIOYHO
3 Opakom [OKyMeHTaujii, CKAagHicTio Komnminauii Ta
notpeboto B cTaHAapTM3aALi.

Copyright © 2025, OTA.
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Martepianu Ta meToam AoCniAXKeHDb

[na pocArHeHHA meTu AocnigxKeHHa byno 3actoco-
BaHO METOAM CTPYKTYPHOrO Ta MOPIBHANBHOMO aHanisy,
Wo Aann 3mory BCebiYHO OLiHUTWU HasBHI TexHosoril
Ta pilUeHHA 414 CTBOPEHHA CUCTEMW aHanisy CTUCAWX
HEeiHTePaKTUBHMX apryMeHTiB 3HaHHA 3 HY/1bOBUM PO3-
rofioweHHAM. CTPYKTYPHUI aHanNi3 CNpusAB BUSHAYEHHIO
OCHOBHUX KOMMOHEHTIB CUCTEMM, iX YHKLIOHANbHUX
i HedyYHKUiOHaNbHMX BMMOF, @ TaKOX B3AEMOAIT MiXK
HUMW. BM3HAYEHO, WO MPOTOKOAM HEiHTePaKTUBHUX
APryMeHTiB 3HaHHA peani3ylTbCcA 4yepe3 nporpamu
BMCOKOTO PiBHA (KOMMIiNATOPK), AKi NEPETBOPIOIOTLCA HA
NPOMiXKHE NpeacTaBNeHHA, TOBTO cxemy, WO BM3HaYa-
€TbCA cncTeMoto obmexkeHb. MopiBHANBHUI aHani3 fas
3MOrYy OLHUTW NepeBary Ta HeLONIKN HAaABHUX pPilleHb,
AK-OT CWMHTaKCUC, iHTepdelcu, KOopUCTYBabHULbKUIA
[OO0CBif, NPOCTOTa AOMEHHO-OPIEHTOBAHMX MOB i BipTy-
ANIbHUX MALUMH i3 HYIbOBMM PO3KPUTTAM 3HaHb. OaHO-
BMMIpHi Ta 6araToBapiaHTHi NONIHOMM IHTEPAKTUBHOIO
OpaKy/NIbHOTO [0Ka3y BapTO OLiHOBATU 3a PO3Mipom
[0OKasy, 6e3neKkoto, MOCTKBAHTOBOK 3aXWULUEHICTIO Ta
napameTpamm goBipu.

Ons 360py Ta cuctematusauii iHdopmauii 6yno
3aCTOCOBaHO MeToAM iHPOPMALMHOIO M aHaNITUYHOTO
niaxoay. Lle gano 3mory 34iicHUTU MBOKe BUBYEHHA
HAYKOBOI NiTepaTypu, Cy4acHUX CUCTEM [OBeAEHHSA,
BM3HAYEHHA MPUNHATHOCTI HanawTyBaHb AOBipW, Big-
noBigHy macwTaboBaHiCTb i HeobXiAHICTb MOCTKBaH-
TOBOi 6e3mekun, a TaKoX AOCTYMHWX OHMANH-pecypcis,
O CTOCYHTbCA CTaHAAPTM3aALIl iIHTENEeKTyaNbHUX CUC-
TEM 418 BCTAHOBJ/IEHHA Y3roAsKeHoi 6a30Boi NiHii npo-
OYKTUBHOCTI. BWBYEHHA [HTEPAKTUBHOIO [0BEAEHHS,
KBaZpaTMYHOI apudPMeTMyHOi nporpamu i noniHomy
iHTEPAKTUBHOTO OpPaKy/bHOrO AoKa3y 3abesneumno
bopMyntoBaHHA OCHOBHUX BUMOT 0 OYHKLiIOHAABbHOCTI
Ta 3PYYHOCTi KOPUCTYBAHHA CMCTEMAMMW aHasi3y CTUC-
JIUX HEIHTEePaKTUBHUX apryMeHTiB 3HAHHA 3 HY/JbOBUM
PO3roNOLIEHHAM.

Pesynbtat gocnipkeHb

OCHOBHMM HanpamMom Yy po3pobui cyyacHux cuc-
TeM [JOBefeHHA € iHTepakTuBHe posedeHHs (P,
Interactive proof) — ue y3aranbHeHHA (NiHiliHOrO)
MMoBipHiCHO nepesipeHoro gosegeHHs (PCP, (Linear)
Probabilistically Checkable Proof), y akomy ocoba, wo
nepesipAe iHPopmaLito, MoOXKe HaacunaTU BUNALKOBI
nosigomaeHHA ocobi, Wo AoBoAUTb iHPopMalito npo-
TAFOM KinbKox payHais. MNobysosa IP noginAetbca Ha
OBa Kpoku: (1) HaacunaHHA NiATBEPAMNKEHHS MOAIHOMY
iHTePaKTUBHOTO OpaKynbHOro gokasy PIOP (Polynomial
Interactive Oracle Proof), Akuii mopentoe nosigom-
NeHHsA (opakyn), HagicnaHe ocoboto, WO A0BOAUTL
iHbopmaljo; Ta (2) cTBOpPEHHSA NpPaBU/IbHUX OPaKyNiB
cXxemu nosiiHomianbHux 30608’s3aHb PCS (Polynomial
Commitment Scheme) 3a ,ONOMOrot0 Y4iTKO BU3HAYEHUX
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KpunTorpadiyHMx MeTOZiB OLiHKK NosiiHOMIB, HaAicna-
HUX 0coboto, Lo A0BOANTb iIHPOPMaLito.

zk-SNARK Ha ocHoBi PCP

ImoBipHicHO nepeBipeHuii aokasz PCP ((Linear)
Probabilistically Checkable Proof) nepesipse nuwe
BMNAAKOBO BMOPAHY KPUXITHY YaCTMHY AOKa3y 3 Haf-
3BMYaMHO BUCOKOI imMoBipHicTio. CnoyaTky PCP manu
BMCOKY aCMMMTOTUYHY CKAAZHICTb | He 30cepeaxy-
Ba/IMCA Ha 3arajbHUX O0BYMUCNIOBANIbBHUX MOAENSAX.
Y nepwomy edpektnsHomy zk-SNARK (Zero-Knowledge
Succinct Non-Interactive Argument of Knowledge) ans
3arafibHMX CXeM BMKOPWMCTOBYBA/IMCA TEXHIKM KBagpa-
TMYHOI nporpamu npomixKiB [13]. MepeBipKa BUKO-
PUCTaHHA OAHAKOBUX KOE®ILEHTIB Yy KOXHIA NiHIAHIN
KombiHauii notpebye nepeBipkM AK nNosiHOMIaNbHOT
Y3roAKeHOoCTi, TaK i y3rogKeHOoCTi 3MiHHUX:

- Nepesipka noniHomianbHoI y3roa)xeHo-
cTi: ocoba, wWo p[oBOAUTL iHPOpMaLito, obumncitoe
2" ma g™, a ocoba, wo nepesipse iHPpopmaLiio,
BEPUOIKYE, UM PIiBHICTb e(g““”,g):e(g“x),g“) BMKO-
HyeTbcA. [na BCiXx nosiHomiB ocoba, WO [0BOAWUTbL
iHbopMaL,ito, TaKOXK OBUMCAOE enemeHTU rpynu ans
R(x),0(x),t(x) i NnpoBoAMTL aHanoriuHy nepesipKy
HaZ HUMMU.

- nMNepesBipKa  y3romXeHocTi  3MiHHUX: Ha
OCHOBI 3reHepoBaHWX [JOBIPYOK YCTAHOBKOK 3aja-
HWX BWNAAKOBMX 3HayeHHA f,,B,,p, ocoba, wo
nepesipse iHpopmau,ito, obuncatoe 3HAYeHHsA

m L”
H(g””"(x)*ﬁ"'(")*""""(x)) AK 4YaCTMHy [OKa3y, no3Haue-

HOrO AIK gz(x). Takox UA ocoba nepesipse piBHICTb
e(gz(x)’gv) —e (gL(X)’ng/) . e(gR(X)’gﬁﬂ) . e(go()f)’gm) )

IP Ha ocHoBi GKR gna 6aratopiBHeBUX cxem

PaHHi IP-npoToKkonn bynn po3pobneHi nepesBarkHO
Ana H6araTopiBHEBUX CXEM, [ie KOXKEH BEHTWU/b MiAKAtO-
YaBcA /iMWe A0 BULOro piBHA. [nA AoBefeHHA 3a40-
Bi/IbHOCTi TaKOI CXeMM LAAXOM peayKLuii Bif, piBHA 80
piBHA po3pobneHnit npotokon lonasaccepapagel8 —
Kanai — Potontoma (GKR, Goldwasser—Kalai—Rothblum)
[16], AKWI nepeBipAe NPaBUbHICTD OBYUCNEHHSA
3 BWMXOZY OCTaHHboro wapy. Ocoba, WO A0BOAWUTL
iHpopmau,to, B npoTokoni GKR f0BOANUTb ANA KOXKHOIO
nonepeaeHHA € Ha KOXKHOMY PiBHi i, BAKOHYETbCA TaKe
pPiBHAHHA:

Vi > (ADD,(ab.c)-(V;(a)+

il (C) =
a,bel0, 1}
+V, (b)) + MUL, (a,b,c)-V,(a)V, (b)),

Ae ADD (a,b,c) Ta MUL (a,b,c) — npeanKTh foKasis Ky6iy-
HOI cKnagHoCTi (noBepTatoTb 1, KOAK a,b,c NOEAHYIOTb
BEHTU/Ib AOAABaHHA ab0 MHOMEHHA BiAMNOBIAHO).
Mopanbwi pocnigxeHHA [8] poswunpunn GyHKui
V, ADD, MUL po noniHomis i BUKOPMUCTOBYIOTb MOAIHO-
MiafibHi 0BYMCNEeHHs ANs ONTUMI3aLil cKnagHoCTi Ao
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KBas3ifiHinHOI. Miaxoan Ha ocHoBi GKR € noagiitHoO edek-
TUBHUMM, LLO O3HAYAE, WO BOHM MalOTb KBasifiHiliHe
[OoBeAeHHA pa3om 3 eDeKTUBHOIO MepeBipKoto, Ae yac
BepuoiKauii NiHiMHWI g0 BXoAy 6araTowapoBOi CXemu.
HesBarkatoum Ha BAOCKOHaneHHs npotokony GKR, cyTre-
BMM OOMEXKEHHAM € Te, WO BiH Npautoe Anwe Ha bara-
TOLIAPOBUX aPUPMETUYHUX cxemax. Lle CTBOPIOE 3HAYHI
HaKNaZHi BUTPATH Nif Yac AONOBHEHHA 3arasibHMUX CXeEM
00 baraTowapoBumx 3a ZONOMOrot QiKTUBHUX BEHTUAIB.

PIOP pna 3aranbHUX cxem

Ons nobygosm 3aranbHux cxem zk-SNARK 6yno
3aMponoHOBaHO y3arasnbHeHy ¢opmy IP, AKa Ha3MBaEeTbCA
PIOP, wo mogentoe noBigomneHHaA, HagicnaHe ocoboto,
O A0BOAMUTL iHGOPMALLitD, AK MOAIHOMIaNbHI OpaKyun,
AKi NoBepTaloTb NoJiHOMIaNbHi 0buncneHHs. o6 oTpu-
maTtu IP, opakynu B PIOP noBuHHI 6yTu iHiLiMoBaHi 3a
ponomoroto PCS, Aka 064MCNtOE MONIHOM Y MEBHil ToYL
3 ypaxyBaHHAM HaAiMHOCTI Ta KOHIAEHUIMHICTI.

OpHoBuMmipHuiA PIOP. lnes opHosumipHoro PIOP
NONArae B MOAENOBaHHI 06YMC/IEHD Y 3arasbHili CXemi
AK NOMiHOMA, a NOoTIM — Yy AOBeAEHHI MOro BAacTMBOC-
Tei. Ocoba, wo AoBOAUTbL iHGOPMaLLilD, BUKOPUCTOBYE
noniHom T ANA KOA4YBaHHA 3HayeHb Yy BCili 06umchto-
Ba/IbHIN 06NacTi, AK-OT BXOAM Ta 3HAYEHHS MPOBOAIB,
a TaKOXK NOJIIHOM NOTIYHOTO enemeHTa S 414 KoAyBaHHA
BCiX JIOFIYHUX €NeMeHTIB [A0AABAHHA Ta MHOMXEHHA,
Hanpuknag, S(a) = 0, AKWO a € NOTFYHUM €NeMEeHTOM
[o[aBaHHA, a S(a) = 1 npefCTaBNAE NOTIYHUIN enemMeHT
MHOMEHHA.

Ocoba 0oBOAUTb 33[0BIi/IbHICTb CXEMM Y 32 AONOMO-
rot0 TAKOro PiBHAHHA ANA byab-AKOro y:

ST (y)+ T (@p)]+(1-S)T ()T (0y) =T (o),

ne W —  3MileHHA NorivyHoro efnemMeHTa,
T(y),T (wy),T (’y) = nisuit i npasuit BXoan Ta BuXia
JIOTiYHOro enemeHTa y BiAnoBigHo.

ICHYIOTb Pi3Hi iHWI NoniHOMiaNbHI CNiBBIgHOLWEHHSA,
nos’asaHi 3 Ti S, wob 3ab6e3neunTn KOPEKTHICTb CXEM,
30Kpema Hy/NbOBWIA TecT, nepesipka Ha A0OyTOK i Ha
nepecTaHoBKy. YCi TeCcTu [0BOAATLCA 32 AO0MNOMOrOH
PCS, kKonun ocoba, Wwo AoBoanTb iHpopMaL,ito, cnovaTky
HAACUNAE NiATBEPOKEHHA LMX NONIHOMIB, @ NOTIM i3
HY/IbOBMM 3HaHHAM OLLIHIOE iX y TOYL, 3a4aHilh ocoboto,
Wo nepesipae iHbopmayito. HagilHicTb i KOHigeHLin-
HiCTb yCix TecTiB 6a3yeTbCcA Ha TPbOX OCHOBHMX KaTero-
piax PCS.

PIOP 3i crionyuyeHHAM. NoniHomianbHe 3060B’A3aHHA
KeliT, 3aBepyxu Ta lonabepra (KZG) [2] mae pokasu
obuncneHHs, AKi CKNagaTbCa Avwe 3 oAHOoro BiniHin-
HOrO rPynoOBOro efieMeHTa, a nepesipKka 06YMCNEeHHA
notpebye Auwe OAHOro MapHOro obuncneHHs. Ons
obumncneHHsa f(u) =v B TouYlj U, ocoba, WO A0BOANTb
iHpopmauijto, Byaye oyHkujto f(x)-v=(x—u)t(x)
ANA  feAakoro noniHoma f(x) i obumcioe Aokas3
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ak m=g", ne s — ue ceKpeTHe 3HaueHHs, oBuMc-
NeHe nig, 4Yac [oBipYoro HanawTyBaHHA. [lepesipka
BMKOHYETbCA 3a [JOMOMOrol onepawii crnony4yeHHs
e(com/g".g)=e(g’ /g".m) (com — ue 30608'A3aHHA
ANA NoniHOMa, 3reHepoBaHOrO Mif Yac HaNalITyBaHHSA).
OfHaK us acMMNTOTUYHO ONTMMasibHA MPOAYKTUBHICTb
[OCAra€eTbCA LLHOK A0BIPYOro HaNaWTYBaHHA, AKA BUBO-
anTb g°, i s mae byTn BUAaneHui nicaa reHepadui.

PIOP 3 apaymeHmom eHympiuiHe020 0obymky (IPA,
inner-product argument). LLLo6 ycyHyTM HanawwTyBaHHA
posipy B PCS Ha OcHOBI Nap, CTBOPIOETLCA Ky/NeHemnpo-
6usHMi (BulletProof) [3] eksemnnsap PIOP yepes HoBy
PCS, BMKopucTOBYtOYM anrebpaiuHi TPOKM Ha OCHOBI
IPA. loBoasum nosiiHoMm f 3i cTyneHem m, wo AOpPiBHIOE
v B TouLi U (TO6TO

m
f(u)= ZCiu’ =v,

ae ¢, — KoediljieHT), 06606a, o AoBoauTb iHdop-
MaLilo, 3roptae nofiHOM Yy  ABi  YacTMHM  AK
f(u)=f, (u)+u" fr (4) . CnoyaTky AOBIBLIM NPABU/Ib-
HiCTb 3ropTaHHA, a NOTIM PEKYPCMBHO BMKAMKAOUM NPO-
Leaypy, ocoba, Wo A0BOAUTL iHGOPMALLD, MOXKe OTpU-
MaTu norapuoMivyHMIA AOKa3 i NiHIMHWIA Yac AoBefeHHA
Ta NepeBipKK, NOB’A3aHMI 3i cTeneHem noniHoma.

PIOP 3 meopieto KoOy. LLob pocartm Ak nposo-
poro HanawTyBaHHA, TaK i NOCTKBAHTOBOI 6Ge3nekw,
BapTO BMKOPMUCTOBYBATWU JiHIMHMI KoA Ans nobyposu
PCS [14]. Koa [n,k,A] mae Tpu BnacTusocTi: (1) moxe
3aKo4yBaTW [0BiZibHE NOBIAOM/IEHHS B KOAOBE C/0BO;
(2) miHimanbHa BiacTaHb (XemMmiHra) mixk byab-akumu
OBOMa KOAOBMMMW C/lOBamuM AopiBHIOE A; Ta (3) byab-
AKa NiHiMHA KOMGiHaLifa KoO4oBUX CNiB TaKOX € KOAO-
BMM cnoBoM. BukopuctaHHA Kogy Piga — ConomoHa
[17] po3rnapae noBiaoMIEHHA AK NOAIHOM CTyneHsa k-1
Ta KoAoBe C/I0BO AK MOro obuncieHHs B n GpikcoBaHUX
ToyKax. ¥ PCS koediuieHTM noniHoma m+1 cno4yaTky
KOAYHOTbCA B 0(\/%) KofoBux cnis. MoTim ocoba, Wwo
nosoguTtb iHGopmauito, dikcye KoaoBi cnoBa, BUKO-
puctosytoun aepeso Mepkna, Wob 3abesneunTn nepe-
BipKY iCHYBaHHA NeBHMX KogoBux cnis. LLLob nepesipntu
obuncnenHs f(u)=v, ocoba, o nepesipsae inbopma-
Lito, HaACWMNAE NOBIAOMIEHHA l,u,...,uo 3anuTy-
touM B 0CObBM, WO A0BOAUTL iHHOpPMaL,ito, BUKOHAHHA
NiHINHMX KOMBiHAUiM KoOoBUX CNiB, BUKOPUCTOBYHOUM
noBifoOMNEHHA AK KoediuieHT. Ocoba, WO AOBOAUTL
iHpopmalito, nepesipse (1) 3reHepoBaHW pe3ynbTaT
i3 BMKOPUCTAHHAM 3adiKCOBAaHOro paHille KoZ0BOro
cnoBa (BMKOpUCTOBYtOUM aepeBo Mepkna), a Takox
(2) um pesynbTaT € KOAOBUM CIOBOM TOFO K Kjacy, WO
1 3aKo4oBaHi KogoBi cnoBa. OCKiNIbKM NOBIAOMAEHHA
Ma€ f0BXuHy O (\/E) , PO3Mip AOBEAEHHSA Ta Yac Bepu-
¢diKaujii marTb CKnagHicTb O(x/ﬁ) By3bkum micuem
ana ocobu, Wo foBoauThb iHGopMaLito, € KogyBaHHSA
noniHoma, fAke notpebye LWBUAKOrO MNepeTBOPEHHA
dyp’e (FFT, Fast Fourier Transform), cknagHicTb AKoro
CTAHOBUTb O(M)
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Y nisHiwmnx poboTax y3arasbHIOETbCA iAeA NOoAiHOMI-
a/IbHOTO KOZlyBaHHA LWAAXOM NoAiny KoedilieHTiB y noni-
HOMi Ha 6araToBMMIPHOCTI Ta KoAyBaHHs iX y binblue
KOAOBWX cAiB [9] Ana AOCATHEHHS KOMMPOMICY MiXK Yacom
i npoctopom. Fractal Ta iHwi HacTynHi po6oTtn [1] BMKO-
PUCTOBYIOTb HOBMI BapiaHT Mifg, Ha3BOO WBUAKNUI iHTepaK-
TUBHWIA OPaKYNbHUIM JOKa3 61M3bKOCTI 338 meToaoM Piga —
ConomoHa (FRI, Fast Reed—Solomon IOP of Proximity) [5].
FRI po3rnagae noniHomianbHi KoedilieHTH K BEKTOP po3-
mipy O (\/E) Ta PEKYPCUBHO KOAYE MOro, CKNaAatouM HaB-
nin Wwopasy Ans AOCArHEHHA sorapudmMiyHOro posmipy
[0Ka3y. 3aCTOCOBYOYM BCi BULLLE3rafaHi nepefosi metTogm
Teopii Koay, icHyto4i PCS-Koay MOXKyTb AOCATTU Aorapuo-
Mi4yHOro po3mipy BepudikaTopa Ta AOKa3y, a TAKOXK NiHil-
HOrO 0Ka3y Ta NOCTKBAHTOBOI He3neKu.

baratoBapiaHTHuii PIOP. Xoua edektnBHi PCS
MOMYTb 3MEHLIUTN PO3MIpP A0Ka3y M HaBaHTAXKEHHA Ha
ocoby, Wo nepesipsie iHGopmauilo, BUKOpUCTaHHA FFT
ANA NobyA0BU KAOYOBOrO NOMIIHOMA B O4HOBMMIpPHOMY
PIOP 6yn0 BYy3bKMM MicLLeM Ha CTOPOHi 0cobu, Wwo A0Bo-
OMTb iHGOPMaLLit0, OCKiIbKM BOHO BBOAWUTb KBa3iNiHilMHY
CKnagHictb. LWo6 Bupiwmntn ulo npobnemy edektus-
HocTi, 6yno NpoBeAeHO AOCNIAMKEHHA, CNPSAMOBaHI Ha
baratoBapiaHTHe nosiHOMianbHe O0BYMCAEHHA ANA yCy-
HEHHs WBMAKoro nepetsopeHHs dyp’e [4]. Ui poboTn
notpebytoTb moamdikauii npotokony PIOP Tta PCS go
6araTtoBapiaHTHOrO TUMY, @ NOTIM BUKOPUCTAHHA NPOTO-
Kony Sumcheck ana noBeaeHHn, Wo A5 AesKoi PyHKLUT
f:{0,1}" > F BukoHyeTbeA:

> f(x)=5,
xef0,1}"
TOob6TO cyma 3HaueHb f(x) Ha Bcix 2" byneBux BXomax
OOPIBHIOE 3a4aHOMY S.
Oani mu dikcyemo nepuy 3MiHHY X, Ta BU3HA4aeMO
YHapHy byHKLito:

&i (Z) = Z

X0 %, €40, 1

f(z2.x,....x,).
}

Ha Ko»KHOMY peKypcrBHOMY payHZi 0coba, Lo A0BO-
OnTb iHbopmauito (Prover), Hagcunae oAHOBUMIPHWIA
noniHoMm g, (z), AKMIA € CYMOIO 3a/IULLIEHUX 3MIHHNX.

Ocoba, wo nepesipse iHpopmauito (Verifier), sepu-
odikye PpyHKuUtO

8; (0) + &; (1) =8 ('}71)

i BUOMpPaAE BUNAAKOBY TOUKY 7 € F' i NPOAOBIKYE.

Ha ¢iHanbHOMYy Kpoui ocoba, wo nepesipse iHpop-
MaLlito, 3anNnTye 3HaYeHHA GyHKL,T f(rl,rz,...,rn) i nepe-
BipfA€, LLLO BOHO y3ro»KeHe 3 OCTaHHIM MOAIHOM.

Peanisauii npotokonis zk-SNARK

MpoTtokonn zk-SNARK peanisytoTbca yepes nporpamm

BMCOKOTO PiBHA (KOMMiNATOpM), AKi MepeTBOpOOTHCA
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Ha MPOMiXKHe NpeacTaBaAeHHA, TOBTO cxemy, WO BU3HA-
YaeTbcA cucTemoto obmexkeHb. MoTim cxema nepeaa-
€TbCA [0 CUCTEMW AOBEeAEHHSA, AKa peanisye cneundiyHi
meTtoam zk-SNARK ansa BuBegeHHs goKasy.

3a3Buual BMKOPWCTOBYBaHi KomninAtopu pana zk
noainAlTbcA Ha AOMeEHHO-OpieHTOBaHi mosu (DSL,
Domain-Specific Languages), B6yaoBaHi [AOMEHHO-
opieHToBaHi moBu (eDSL, Embedded Domain-Specific
Languages) Ta BipTya/ibHi MalLUMHU 3 HY/IbOBUM PO3KPUT-
TAM 3HaHb (zk-VM, Zero-Knowledge Virtual Machines).
Bxia, DSL — e He3anexxHui ¢hain i3 CMHTaKcUcom, Nos’s-
3aHUM 3 0BMEKEHHAMM CXEMU, OKpPEMMUIA Big BibnioTeu-
HUX OYHKLiM, a MOro BUXiAHI AaHi — Le okpemunin dain,
O MicTUTb iHbOpMaLito Npo cxemy. Bxig eDSL noeaHye
6ibnioTeuHi dyHKLi, NOB’A3aHi i3 cUCTEMOIO 0BMEKEHD,
4acTo 3 BMKOPMUCTAHHAM razxeTiB (BOyaoBaHi dyHKLUil
ONA CKNagHUX 0bMeXKeHb, AK-0T BHYTPILWHI 406YyTKM abo
cneumndikauii UMKAiB), AKI AonomaraloTb CTBOPHOBATU
BXiZHi AaHi KomninaTopa, a Buxogom eDSL € cTpyKTypa
OaHUX ONs cucTeMu AoKasy. Bxig zk-VM — onepauiliHi
KOAM, CKOMMINIbOBAHI KOMMINATOPAaMM 3arasibHOro nNpwu-
3HaAYeHHs, a Moro BUXoAoM € iHpopmaL,ia Npo cxemy.

JomeHHo-opieHTOBaHi moBu (DSL). DSL — ue cne-
LianisoBaHi MOBM nNporpamyBaHHA, po3pobneHi ana
KOHKPETHUX NpobiemHux obnactei, WO NPOMOHYTb
a4anToOBaHUM CMHTAKCUC ANA ePEeKTUBHOIO BUPAXKEHHSA
obmerkeHb B apudmeTnyHux cxemax gnsa zk-SNARK.
CyuacHi DSL KnacnoikytoTbca AK MOBM ONKUCY anapaTHOro
3abe3snevyeHHsa (HDL, hardware description languages)
[11] abo moBu nporpamyBaHHa (PL, programming
languages) [12].

Mosu Bucokoro piBHA (HDL) onucytoTb CUHTE3 CXem
besnocepenHbO y NPOBiAHIN popmi, 3abe3neuytoum ene-
raHTHUI CMHTAKCKC, a/ie CTBOPHOHOYM TPYAHOLL 414 Npo-
rpamicTiB Yepes iXHIO He3anexkHy MpPOoBigHY CTPYKTypy
1 obmexkeHy abcTpaKuio TUNIB AaHMX, OCKiIbKM BXigHi
AaHi NpeACcTaBNeHi AK CTPYKTYPU CUFHANIbHUX AaHuX. Ha
npoTmMeary LboMy MOBM NporpamysaHHaA (PL) Bu3Haua-
I0Tb OOMEKEeHHA MOBaMM MNPOrpamyBaHHA BUCOKOrO
PiBHA, NIATPMMYIOUN Pi3HI TUNW AQHUX | HAaraZyoun Taki
moBMU, K Rust abo Python. e pobuts PL 6inblw goctyn-
HUMKU ONs nporpamictis 6e3 3HaHb NPOBIAHUX CXEM,
NPOMOHYHYM HAUNPOCTIWNIN cnocib BU3HAYEHHs obme-
*eHb. OfHaK FHYYKUI CMHTaKcuc PL 36inbluye pU3KKK
BPA3/IMBOCTi Ta CTBOPHOE NPO6aEMU 3 ePEKTUBHICTIO.

B6yaoBaHi AoMeHHO-opieHTOBaHi moBu (eDSL).
eDSL gns zk-SNARK Habynu nonynapHOCTi B OCTaHHI
POKM Ta peanisytoTbCa SK OYHKLIT B MOBax nporpamy-
BaHHA 3ara/ibHOro MNPW3HayYeHHA, WO BiAPI3HAE iX Big
TPaAULIMHUX KOMMINATOPIB Y KOHTEKCTIi MOB nporpa-
MyBaHHA. eDSL npu3HayeHi gnA OnMUcy CUMHTE3Y CXeMm,
noaibHo go HDL, ane BOHM OpiEHTOBaHi Ha NpOBiAHI
cXeMu (CTpyKTypOBaHe npeacTaBAeHHA apudmeTuy-
HUX CXeM, Aile CXeMa OMMUCYETbCA K MHOXWHa MPOBO-
ais (wires) i reunTis (gates), wo 3’eAHyOTb Li NpoBoan),
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NPonoHytouM Binbluy BUMPA3HICTb Ta NPOCTOTY BUKOPU-
CTaHHA, YCNaAKOBYOUM CTPYKTYPU AaHUX i GyHKLiT npo-
rpamyBaHHsA Big BoyaoBaHoi moBu. Lii eDSL onTumisytoTb
po3pob6Ky ZK-A0OKasiB, iHTErpylOUM BU3HAYEHHA CXEMM
Ta reHepauito AOKa3iB B 0AMH dalif, CNpOLLyYn Koz,
i JAloYM MOXKIMBICTb NMpoOrpamicTamM BMKOPWUCTOBYBaTH
icHytoui ¢yHKUii 6ibnioTekn. OpHaK HanucaHHA Koy
B eDSL BMMmarae Big, po3pobHUKIB YiTKOro po3pi3HEHHA
BHYTPILUHbOCXEMHMX | 30BHILLHIX onepauii, Wo notpe-
Oye eKcnepTHMX 3HaHb KOHKPETHOI MOBM Ta AM3alHy
6ibnioTekm.

BipTyanbHi MaWwMHU 3 HYAbOBUMM PO3KPUTTAM
3HaHb (zk-VMs) 06pobastoTb onepauiiHuii Kog, uuKkay
«BMOBIpKA — AEKOAYBAHHA — BMKOHAHHAY, Penikyroumn
TpacyBaHHA 06YMCAEHb A1 3ara/ibHUX Nporpam (3a3su-
Yail CMapT-KOHTPAKTIB) Ta reHepytouu BianosiaHi ZK-nia-
TBEPAKEHHA. BOHW nNigTpPUMyIOTb Pi3Hi  apXxiTeKkTypu
HabopiB iHCTPyKLUin (ISA, instruction set architectures).
zk-VM cymicHi 3 iCHylO4MMM MOBaMM NpPOrpamyBaHHA
BMCOKOrO PiBHA Ta MOMYTb BMKOPUCTOBYBATM OYHKLT
icHytoumx KomninAatopis. OAHaK, He3BaXKaloum Ha opi-
€HTALI0 Ha HKM3bKOpiBHEBI onepauirHi Koan, zk-VM
He MOBHICTIO CYMICHIi 3 Mporpamamu BepPXHbOro PiBHA
Ta 4acTo NoTpebytoTb HE3HAYHMX abo 3HAYHMX MOoAaM-
dikaLi nporpamu, LLO MOMKEe YCKNAAHWUTU KepyBaHHA
NporpamicTaMu yepes CXUJbHICTb A0 NOMWUAOK. Kpim
Toro, zk-VM BMKOPUCTOBYIOTb 0BUYMUCNIOBANbHY MOAE/b
MaWwnHK TopiHra 3aMiCTb CxeMm, Lo 3HA4YHO 36inblye
HaknagHi BuTpaTn. Xoua zk-VM 3meHLWyoTb HaBaHTa-
KEHHA Ha nporpamicTie, nos’asaHe 3 OOMeEXEHHAMM
HanUcaHHA, BOHU MOXYTb MaTh npobnemu 3 edekTmB-
HiCTIO, 0c06MBO AN BEIMKOMACLITAbHMX nporpam.

OLUiHKY CyMiCHOCTi KOMMINATOPIB BapTO NPOBOAMUTH
33 /BOMa BNaCTUBOCTAMM:

— nepexpecHa CYMICHICTb — BKA3y€E Ha Te, YN MOXKe
pe3ynbTaT KoMMiNALii ogHOro Komninatopa 6yTm BUKO-
puctaHuit  iHwum. KomninAatopu DSL nponoHyoTb
NOMIpHY MepexpecHy CYMICHICTb, OCKi/IbKW BOHW pO3-
OiNATb cUCTeMy obMeXKeHb i cucTeMmy foBefeHHsA. 3i
CTaHZapPTM3aLi€E0 pe3yabTaTiB KOMMINAUl B MalbyT-
HbOMY 6iBNiOTEKM 3MOXKYTb 30CepeauTUCA Aule Ha
HaZlaHHI CUCTEM [OBEeAEHHA, MPUMAOUYN pe3ynbTaTh
DSL ak BxigHi gaHi. KomninAtopn eDSL matoTb HU3bKY
nepexpecHy CYMICHICTb, OCKiIbKM BOHW BW3HA4aloTb
CXemy B MOBi MPOrpamMyBaHHA, LIO YCKNAOHIE BUKO-
PUCTaHHA iXHbOI BM3HAYeHOI cXxemu Ha nnatpopmax
3 iHWKUMKM moBamu. HaBiTb OAHiIEl0 MOBOH pe3ynbTaT
KOMMINALIT MmoXe B6yTU HecyMiCHMM, OCKiNbKM YHKLT
rafIKeTiB Bigpi3HAIOTbCA. BipTyanbHi mawmnHu zk matoTb
HU3bKY NepexpecHy CYMICHICTb, OCKiJIbKM BOHW pPO3po-
6neHi anwe pgaa feskux cneundiyHMx nporpam BUCO-
KOrO piBHA;

— CMHTAKCUYHA CYMICHICTb — BKa3ye Ha Te, YN MaE€
MOBa BBEAEHHA KOMMINATOPA MOAIGHUIM CUMHTAKCMC A0
iHWOi MoBKU. CYMICHICTb CMHTAKCUCY BaXK/IMBA, OCKINbKN
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[.a€ 3MOry Nporpamicty, 3HaliloMomy 3 MOBOIO, NepeinTh
[0 iHwWoi 6e3 peTenbHOro BUBYEHHS. Ha ¥anb, My BUSB-
NIAEMO, WO HaBiTb B OAHil KaTeropii moBM Komnins-
TOpa MatloTb 30BCIM iHLIMIA CUHTAKCUC, TOXK Byae BaxKKo
BUBUMUTM iX yCi. Y DSL HDL € MOBOIO anapaTHUX CXeM, TO4i
AK PL 6inblue cxoxka Ha 3arajsibHy MOBY NMpOrpamyBaHHS.
Y eDSL cuMHTaKcuc 3anexuTb Big 6a3oBoi mosu 6ibnio-
Tekn, noymHatoum Big C, C++, Rust, Go Ta JavaScript.
Y zk-VM pobpe nigTpumytoTbca Aunwie onepaLii 3 Mos
CMapT-KOHTPAKTIB, @ onepavwii 3 iHWKMX 3arajibHUX MOB
He NpoiayTb KOMMiNsAL;to.

O6roBopeHHA pe3ynbraris

OcHoBHoto npobnemoto zk-SNARK € komnpomic mix
edeKTMBHiCcTIO Ta 6e3nekoto — NiHiMHKMI PCP pocarae
MOCTIMHOTO PO3Mipy [AOKa3y, ane 3aBAAKM HanalTy-
BaHHIO J0BipK.

KepiBHMMM npuHUMNamMn BMBOPY BigNOBIAHOI cuC-
TemMU foBefeHHs € (1) BUSHaUEeHHA NPUAHATHOCTI Hana-
WTyBaHb Aosipu; (2) BianosigHa macwTaboBaHICTb;
(3) HeoBXiAHICTb MOCTKBAHTOBOI He3neKu.

3arasiom HaMlbiNbLWO NepewKogo Yy BUKOPUC-
TaHHi 6ibniotek zk-SNARK € 6pak gokymeHTaLii. Tomy
BapTO CTBOPHOBATU 1 YHiIiKyBATU ANHAMIYHI LOKYMEHTH
KopucTyBaya, getani APl ragkeTtis B eDSL Ta cuHTaKcmc
moswu B DSL.

CTaHZapTM3aLis MOXKe [LONOMOITM PO3pPOobBHMKaM
nopiBHATU BaxKAMBi PyHKLiT B noni zk-SNARK pi3Hux
6ibnioTeK, a TaKOXK BCTaHOBUTU BifibLL y3rofaskeHy 6a3oBy
NiHit0 NpoAyKTUBHOCTI. JoKymeHTauia 6ibnioTekn woao
LMX OCHOBHMX OYHKLiN € HeABHOM, i pPo3pobHMKam
NnoTpibHO PO3YyMiTM OCHOBHI KpuntorpadiuyHi meTtoam,
o6 BM6paTK BignoBigHY cxemy. Baxknusoto € ctaHaap-
TU3aLuia NapameTpiB KOMMNINATOPIB, WO YCKNAL4HIOE NOB-
TOPHE BUKOPUCTAHHA ICHYOUYMX iIHCTPYMEHTIB.

3anvWaeTbca BIOKPUTMM MUTAHHA, UM  CUCTEMMU
[OOKa3yBaHHA [ONA KOHKPETHMX CueHapiiB npautosa-
TUMYTb Kpallle, HiXK 3arafibHi CUCTEMMW [OOKa3yBaHHA.
Po3pobKa Takux cneundiyHmMx cucTem [0Ka3yBaHHA
notpebye cniBnpaLi Mk TeEOpeTMYHMMK Po3pobKamm Ta
iHXeHepieto.

Peanisauii cxem zk-SNARK obmekeHi B pi3HMX MOBax
NporpamyBaHHsA Ta He MiCTATb *KOAHMUX iHTepdeliciB ana
CYMiCHOCTi. Xo4a TaKi KOMMOHEHTU, AK cucTeMn obme-
YKEHb i CUCTEeMU A0BEAEHHA, MOXHA PO34iNNTU B KOAI,
iXHi QYHKUIT Ta iHCTpyMeHTN obmekeHi BignoBiaHMMMK
bibniotekamun. OgHak BignoBigHWMI BUGip NoTpebye eKc-
NepTHUX 3HaHb CUCTEM OOMEXKEHb, WO HEMPAKTUYHO
ONA NPOrpamicTiB.

barato 3aBAaHb BUMaratoTb /IMOOKOro 3HaMomcTBa
AK 3 MOBOI NPOrpamyBaHHA, TaK i 3 cuctemoro obme-
eHb. Y 6araTbox 6ibnioTekax BiACyTHiM KomninaTop ann
nepeTBOPEHHA BUCOKOPIBHEBOIO KOAY Ha CXeMHi npep-
CTaBNEHHA, WO 3MYLUYE MPOrpamicTiB BPy4yHYy A04aBaATU
obmexkeHHA. Ha cxeMHOMYy piBHi MPOrpamicTi NMOBUHHI
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06pobnsaTN cKNagHi AeTani, AK-oT onepauii 3 KPUBMMMU,
LMKAM Ta nepecTaHoBKW. Bubip HesignosigHoi Kpwu-
BOi TAKOX MOE 3HU3UTU e(dEKTUBHICTb UM CTBOPUTHU
BPa3/IMBOCTI.

BucHoBKMU

OT)Ke, BIACYTHICTb YHiBepCanbHOI CTaHAApPTU3a-
uii € npobnemoto, Nos’s3aHOO i3 cymicHicTio. B ogHin
KaTeropii iCHytOTb 3HAYHi BiAMIHHOCTI B CUHTAKCUCI, LLO
YCKNAAHKE MirpaLLito NPOEKTIB i 3anNayTye NPOrpamicTis,
a TaKOX HaBITb 414 TiEl camoi cxeMu pe3ynbTaT KOMNiNA-
Lii He mo¥e BYTU BUKOPUCTAHWUI CUCTEMOIO NEPEBIPKM
B iHWIiN 6ibnioTeui. OCHOBHMM HanpAMOM Yy po3pobu
CyvacHUX cucTem aoBeneHHA € IP, AKMIA MoXkKe YCyHYTH
HeobXiAHICTb HaaLITYyBaHHA A0BiPW, OBrOro CriibHOro
paaKka nocunaHHa (CRS) Ta nosinbHOro npouecy aose-
OeHHA B zk-SNARK Ha ocHosi QAP.

BapTo po3pobuTn cucTemy 3axoAiB A1A BUPILLEHHSA
abo nom’akweHHA npobnem i3 MOBOK Ta CyMICHICTIO
yepes CTBOPEHHA 06pasiB. Mpobnemy HenpasuUAbHOIO
BMKOPUCTAHHS CXEM i KPUBUX MOXKHa BUPILLUTU PO3p0o6-
KO BMYEPMHUX pekomeHAaauin. Mpobnemun, nos’sasaHi
3 KOMMINATOPaMM, BUPIWYIOTbCA Kaacudikaujieo icHyto-
YMX KOMMINATOPIB Yy KOXKHIN BibnioTeui Ta FPYHTOBHUM
aHanNi3oM iXHiX CUNbHUX i cNabKmx cTopiH. [lopeyHo 3a40-
KYMeHTyBaTu po3pobaeHi maTtepianu 3 BiAKPUTUM KOLOM
(API, Application Programming Interface), wo 3abesneuy-
I0Tb NMPO30PiCTb, B3AEMOAI0 Ta iIHHOBALLl, @ Came AOKy-
MEHTALLI0 KOPMCTYBaya (BCTAaHOB/IEHHSA, BUKOPUCTAHHSA
Ta TeCTYBaHHA) i 3pa3kun Koay ANs NPorpam.

KoHdniKT iHTepecis

ABTOPW AEKNAPYIOTh, WO HE MatoTb KOHGAIKTY iHTe-
peciB CTOCOBHO LibOro A0CAIAXKEHHSA, Y TOMY YncAi GiHaH-
COBOTO, 0OCOBUCTICHOrO XapaKTepy, aBTOPCTBA YW iHLWOro
XapaKTepy, WO Mir 6u BNAMHYTM Ha AOCNiAKEHHA Ta
oro pesynbTaTu, NPeACTaB/eHi B Lili cTaTTi.
®diHaHCYyBaHHA

LocnigKeHHA
nNigTPUMKMN.
JAoCTynHicTb gaHux

PyKkonuc He mae NoB’A3aHNX AaHUX.

nposogunocs 6e3  ¢diHaHcoBoi
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CLASSIFICATION OF NON-INTERACTIVE KNOWLEDGE
ARGUMENT PROOF SYSTEMS

Yurii Paslavskyi, lhor Kroshnyi

An important  cryptographic mechanism  that
guarantees confidentiality (the zero-disclosure property)
and ensures that it is impossible to prove a false statement
to the verifier is zero-disclosure proofs. A popular
implementation of zero-disclosure proofs is short, non-
interactive proofs that can be quickly verified and that
do not require interaction between the parties after the
initial setup. The main direction in the development of
modern proof systems is interactive proof, which is built
in two steps. The first is sending a confirmation of the
polynomial of an interactive oracle proof and the second
is creating correct oracles of the polynomial commitment
scheme using well-defined cryptographic methods for
evaluating polynomials. Verifying the use of the same
coefficients in each linear combination requires checking
both polynomial consistency and variable consistency. To
constructgeneral schemes of concise non-interactive zero-
disclosure knowledge argument, an interactive oracle
proof polynomial was proposed that models messages as
polynomial oracles. All tests are proved using polynomial
commitment schemes and then evaluated with zero
knowledge at a point specified by the person verifying the
information. The reliability and confidentiality of all tests
are based on three main categories of interactive oracle
proof polynomials, namely polynomial commitment
schemes with conjunction, with inner product argument
and with code theory. The protocols of concise non-
interactive zero-disclosure knowledge arguments are
implemented through high-level programs (compilers),
which are converted into an intermediate representation,
i.e. a scheme defined by a system of constraints. The
compilers used are divided into domain-oriented
languages, embedded domain-oriented languages,
and zero-knowledge virtual machines. Specialized
domain-oriented hardware description languages or
programming languages offer an adapted syntax for
efficiently expressing constraints in arithmetic schemes.
Embedded domain-oriented languages are implemented

https://doi.org/10.32782/2786-9024/v3i5(37).344513

as functions in general-purpose programming languages
and are oriented to the overhead schemes inherited
from the embedded language. Zero-knowledge virtual
machines process the opcode of the fetch-decode-
execute cycle, replicating the computation trace for
general programs and generating corresponding zero-
knowledge proofs. They are compatible with existing
high-level programming languages and can use the
features of existing compilers. Compilers are evaluated
for cross- or syntactic compatibility. In general, the
biggest obstacle to using non-interactive proof libraries
is the lack of documentation. Standardization can help
developers compare important features across libraries
and establish a more consistent performance baseline.
Library documentation for these core features is implicit,
and developers need to understand the underlying
cryptographic techniques to choose an appropriate
scheme. Standardization of compiler options is important,
making it difficult to reuse existing tools.

Keywords: zero-knowledge proof, interactive proof,
polynomial oracle proof, polynomial commitment
schemes, compilers, domain-specific language, virtual
machine, standardization.

REFERENCES

[1] Alan Szepieniec and Yuncong Zhang. Polynomial iops
for linear algebra relationsIn International Conference
on Public-Key Cryptography (PKC), pages 523-552.
Springer. 2022. DOI: 10.1007/978-3-030-97121-2\ 19.

[2] Aniket Kate, Gregory M. Zaverucha, and lan Goldberg.
Constant-size commitments to polynomials and their
applications. In Advances in Cryptology — ASIACRYPT
2010, pages 177-194, Berlin, Heidelberg. 2010. DOI:
10.1007/978-3-642-17373-8\_11.

[3] Benedikt Biinz, Jonathan Bootle, Dan Boneh, Andrew
Poelstra, Pieter Wuille, and Greg Maxwell. Bulletproofs:
Short proofs for confidentia ltransaction sand more. — In
2018 IEEE symposium on security and privacy (SP),
pages 315-334, 2018. DOI: 10.1109/SP.2018.00020.

[4] Benoit Libert. Simulation-extractable kzg polynomial

and applications to hyperplonk. In
International Conference on Public-Key Cryptography
(PKC), pages 68-98. Springer, 2024. DOI: 10.1007/978-3-
031-57722-2_3.

[5] Eli Ben-Sasson, Iddo Bentov, Yinon Horesh, and Michael
Riabzev. (2018). Fast reed-solomon interactive oracle
proofs of proximity. In 45th international colloquium on
automata, languages, and programming (icalp 2018). DOI:
10.4230/L1PIcs.ICALP.2018.14.

[6] Helger Lipmaa. A unifie dframewor kfo rnon-universal
snarks. In International Conference
Cryptography (PKC), pages 553-583.
DOI: 10.1007/978-3-030-97121-2\ 20.

[7] Jens Groth, Markulf Kohlweiss,
Sarah Meiklejohn,

commitments

on Public-Key
Springer, 2022.

Mary Maller,

and lan Miers. Updatable and

Copyright © 2025, OTA.



ObuncnioBasibHa TEXHIKA Ta aBToMaTU3aL,inA

T3. Ne5(37)'2025 https://doi.org/10.32782/2786-9024/v3i5(37).344513

universal common reference strings with applications
to zk-snarks. In Annual International Cryptology
Conference, pages 698-728, 2018. DOI: 10.1007/978-3-
319-96878-0\_24.

[8] Jiaheng Zhang, Tianyi Liu, Weijie Wang, Yinuo Zhang,
Dawn Song, Xiang Xie, and Yupeng Zhang. Doubly
efficien tinteractiv eproof sfo rgenera larithmetic circuits
with linear prover time. In ACM SIGSAC Conference on
Computer and Communications Security, pages 159-177,
2021. DOI: 10.1145/3460120.3484767.

[9] Jonathan Bootle, Alessandro Chiesa, and Jens Groth.
Linear-time arguments with sublinear verification
from tensor codes. In Theory of Cryptography (TCC),
pages 19-46. Springer, 2020. DOI: 10.1007/978-3-
030-64378-2\ 2.

[10] Liang J., Hu D., Wu P,, Yang Y., Shen Q., & Wu Z. SoK:
Understanding zk-SNARKSs: The gap between research and
practice. arXiv. 2025. DOI: 10.48550/arXiv.2502.02387.

[11] Marta Bellés-Mufioz, Miguel Isabel, Jose Luis Mufioz-
Tapia, Albert Rubio, and Jordi Baylina. Circom: A
circuit description language for building zero-knowledge
applications. IEEE Transactions on Dependable and
Secure Computing, vol. 20 (6), pp. 47334751, 2022.

[12] Nada Amin, John Burnham, Frangois Garillot, Rosario
Gennaro, Daniel Rogozin, Cameron Wong, et al. Lurk:
Lambda, the ultimate recursive knowledge. Cryptology
ePrint Archive. 2023.

[13] Rosario Gennaro, Craig Gentry, Bryan Parno, and
Mariana Raykova. Quadratic span programs and
succinct nizks without pcps. In International Conference
on the Theory and Applications of Cryptographic
Techniques (EUROCRYPT), pages 626-645. 2013. DOI:
10.1007/978-3-642-38348-9\ 29.

[14] Scott Ames, Carmit Hazay, Yuval Ishai, and
Muthuramakrishnan ~ Venkitasubramaniam. Ligero:
Lightweight sublinear arguments without a trusted
setup. In ACM SIGSAC Conference on Computer and
Communications Security, pages 2087-2104. 2017. DOI:
10.1145/3133956.3134104.

[15] Sean Bowe, Ariel Gabizon, and lan Miers. Scalable multi-
party computation for zk-snark parameters in the random
beacon model. Cryptology ePrint Archive. 2017.

[16] Shafi Goldwasser, Yael Tauman Kalai, and Guy Rothblum.
Delegating computation: interactive proofs for muggles.
Journal of the ACM (JACM), vol. 62 (4), pp. 1-64, 2008.
DOI: 10.1145/1391289.1391296.

[17] Stephen Wicker and Vijay BhargavaReed-Solomon codes
and their applications. John Wiley & Sons. 1999.

CratTa Haginwna go peaakuii 16.09.2025
CraTTs npuitHaTa 04.10.2025
CraTTto onybnikoBaHo 02.12.2025

(0@

ISSN 2786-9024 g




ObuncntoBasibHa TexHiKa Ta aBToMaTU3al,in

T3. Ne5(37)'2025

https://doi.org/10.32782/2786-9024/v3i5(37).344519

YK 004.8:004.67: 004.8

IHTENEKTYAZIbHI TEXHONOTIT AHANI3Y,
KNACUBIKALIT TA PEKOMEHOALIN
Y CUCTEMAX YNPAB/IIHHA KONEKLUIAMU

AO.1. NonepewHsk?, C.B. MonepewHAk®?

! Department of Software Engineering, State University of Information and Communication Technologies, Kyiv, Ukraine
? Department of Informatics and Software Engineering, National Technical University of Ukraine

“Igor Sikorsky Kyiv Polytechnic Institute”, Kyiv, Ukraine

E-mail: spopereshnyak@gmail.com

AHOTALIA

Cmammio npuceaueHo O00CHIONCeHHIO ma po3podyi [HMeNeKmyaibHUX MeXHON02il auanizy, Kiacugikayii
ma pekomeHoayitl y cucmemax YNpaeninHs Kolekyiamu. Y pobomi pozensioacmvcs npobdiema opeawizayii ma
iHmenekmyanbHoi 00poOKU KONEKYIHUX OAHUX, AKE 6I03HAUAIOMbCS NOCMIUHUM 3POCMAHHAM 00CA216 | pi3HOPIOHiCmIO,
wo ycknaouioe ix egpexmugne 30epedicenns, noutyk ma cucmemamusayiio. Ilokazano, wo mpaduyitini cucmemu
VAPAGAINHA 30eDiIbUI020 30CepedAHCYIOMbC HA 1301b08AHUX 3A60ANHAX, AK-0M 0a308e 30epedceHHs Yu NoulyK
iH(hopmayii, 3aruwarouu no3a yeazorw NUMAHHA KOMWIEKCHOI [Hmeepayii aneopummie auanizy nooiOHocmi,
Kknacugpikayii ma pexomenoayii. Buxopucmanms inmenekmyanvhux nioxo0is 0ae amo2y noooiamu yi 00MedlceHHs: ma
cqhopmyeamu yHigepcanvbHi cucmemu, nPUOamHi 0Jiss pooomu 3 eIUKUMU 00CAAMU OAHUX.

Memorio docaidocenns € docsaeHents NiOBUWeHOl eeKxmuUsHOCMI ma Macumados8anocmi YnpasiiHHsa KOTeKYiamu
WIIAXOM NOOYOO0SU MOOeNi [HMeNeKmyanvHoi cucmemu, AKa iHmezpye gopmanizayilo MyI1emumMoOaIbHUX O3HAK
00 ’exmis, memoou knacughikayii ma eusgnenns 0yonikamis, a maxkoxc pekomeHOayitiHi mexaunismu. /[na oocsaeHenus yiel
Memu nPOAHANi308aH0 ICHYIOHE NIOX00u 00 pobomu 3 KONeKYISIMU, CHOPMYIbOBAHO MOOeTb NPEeOCMAasLeHHs 00 €Kmis,
DPO3POONIeHO MemOOUKy 00YUCTeHHS NOOIOHOCMI Ma 3aNpONOHOBAHO APXIMEKmypy, Wo MICMumy Kidcu@ikayitii
Ul peKoMeHOayitiHi MOOYIIL.

Excnepumenmanvna nepesipka noxazana, wo inmezpayis 3a3Ha4eHux KOMROHEHMIE 3a0e3neuye UCOKY MOUHICTb
Knacughixayii, echexmugne suasienHs OyOIiKamis i peresaHmuicms nepCcoHanizo8anux pekomenoayii. Ocoonusy yeazy
npuoineno macuimabosanocmi: cucmema 3oepieae cmabibHull 4ac 8iON08idi HAGIMb 3a YMOGU 3HAUHO20 30L1bUICHHS
Kinekocmi 00 ’exmis. IIpakmuuna yinHiCmb NOIA2AE 8 YHIBEPCANLHOCI MO0, KA MOXdCe 3ACMOCO8Y8AMUCS K
Y NpUBAMHUX YUPPOBUX T MYTbIMUMEOTUHUX KOTEKYIAX, MAK i 6 KOPNOPAMUSHUX 4l HAYKOBUX THOPACMPYKMYPAX.
Ilepcnexmusu nooanvuux OO0CHIONCeHb NOG A3AHI 3  VHNPOBAOICEHHAM 2SIUOUHHO20 HAGUAHHA Oid 0OpPOOKU
MYIbMUMOOANbHUX O3HAK, YOOCKOHATIEHHAM PEKOMEHOAYIUHUX AN20PUMMIE i NOCUNEHHAM inmezpayii 3 Mexanizmamu
beznexu ma KOHMpou 00CMyny.

Knrouosi cnoea: inmenexmyanvni cucmemu, YNAPAGLIHHA KOAEKYIIMU, AHANI3 NOOIOGHOCMI, Klacugixkayis,
PeKOMeHOayitiHI cucmemit, MyrbmumooaivHi 0awi, macumabosanicms, loT.

Bctyn

Y cyyacHoMy iHbOpMaLitHOMY cycninbCcTBi 0obcar
LMOPOBUX AaHWX 3POCTAE HAL3BMYAMHO LUBUMAKUMM
TeMnamm, OXONoYM HalpisHOMaHITHIWI chepn — Big
NPUBATHUX MY/JbTUMEZIMHMUX apXiBiB A0 MacwTabHMX
KOPNOPATUBHUX i HayKOBUX cxoBuLy. Lle Bxe He nuwe
6i61i0TEKM eNeKTPOHHUX KHUT YK doToapxiBu, Aki 36e-
piratoTb KOpUCTyBayi BAOMA. |aeTbca Npo KopnopaTuBHI
6a3n, HayKoBi CXOBULLA, MYAbTUMEAIMHI Konekuii, wo
HaNiYyOTb MiNIbMOHM enemeHTiB. O4HOYACHO i3 LM Big-
OYBA€ETbCA YCKNAAHEHHA CTPYKTYPWU KONEKLUil, AKi mic-
TATb YNCNIOBI, KaTeropiasbHi, TEKCTOBI Ta MyNbTUMELiNHI

AaHi. Yum Binbw pisHOpigHMMM CcTatoTb Ui AaHi, TUm
CKNagHiWwe opraHisyBaTtu ix 36epiraHHs Ta 3abe3neynTu
WBUAKWUIA JOCTyn.

BinblWicTb TPAAMUIMHUX CUCTEM YNPaABAIHHA KONEeK-
uismun cnpasgi fobpe BMKOHYIOTb 6a30Bi QyHKLii: 36e-
piratoTb iHbopMmalLito, AaloTb 3MOry 34iACHUTU MOLUYK.
OfHaK, Konu Mpetbca Npo maclwTabyBaHHA UM iHTerpa-
Lito 3 iHWKMMK cepeaoBuLLamm, 3’ ABNAOTbCS Npobiemu.
OpaHa 3i cnabkux cTopiH — NPaKTUYHO NOBHA BiACYTHICTb
iHTENIeKTyaNbHMX MEeXaHi3MiB aHani3y Ta pekomeHaau,in.
OKpemum AyKepeniom MOMOBHEHHA KONEKLiN € MOTOKK
AaHux Big loT-npucTpoiB (CeHCOpUKa, MyAbTUMEAilHI
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bign), Wo [O0AATKOBO YCKNAAHIOE reTeporeHHIicTb Ta
BMMOTM 40 MaclTaboBaHOCTI.

OcTaHHi pOKM NOKasanu, Lo BUPIWKUTHK Lo Npobaemy
MOMKHa LUNAXOM BUKOPUCTAHHA iHTENEKTya/IbHUX TEXHO-
nori. MeTtoam aHanisy AaHUX, anropuTmMm Knacuoikauii
Ta peKomeHAauiHi Nigxoam HagaTb MOXKAUBICTb aBTO-
MaTU3yBaTK poboTy 3 KONEKLiAMU, N036aBUTUCA 3aliBUX
AybnikatiB i cTBOpOBaTM MepCcoHasni3oBaHi nponosuui
ana Kopuctysadie. OcobnmBo ePpeKkTMBHUMM Taki nia-
XO4M € Yy XMAPHUX CepefoBuLLaX, A€ BaxK/AUBI macliTa-
60BaHiICTb i AOCTYMHICTb cepBiciB.

TakKMM UYMHOM, BUKOPUCTAHHA IHTENEKTYasIbHUX
METOAIB Y CMCTeMax ynpas/iHHA KONEKLUiAMU € OQHUM
i3 HarinepcneKkTUBHIWKUX Hanpamis y cdepi iHdopmau,ini-
HUX TeXHoNOoriN. Lle NUTaHHA Ma€ | NPaKTUYHUIA BUMIp,
i TeOpeTMYHY Bary, age NAETbCA NPO CTBOPEHHA HOBUX
MmoZenen, 3aaTHUX MOEAHATM Pi3Hi acnekTu obpobKu
OAHUX Y EAMHY apXITEKTYpY.

AHanis nitepatypHux AaHuxX i
npobnemu

Cy4acHi cuctemn ynpaBAiHHA KONEKLiAMM CTUKa-
I0TbCA 3 BUOYXOBMM 3pOCTAaHHAM 0b6cAriB Ta pisHopia-
HOCTi AaHuX, TOX nopsafg i3 6a3oBUM 36eperkeHHAM
i NOLIYKOM Ha NepLIMi NaaH BUXOAATb aBTOMATU30BaHa
Knacudikauifa, iHTeNeKTyaNbHUI aHani3 i pekomeHaa-
uii. OnTmisauis 36epiraHHA nepegycim 3B80AUTbLCA A0
Aefynaikauii: ornsan NoKasyrTb, WO HaBiTb MOMIpHWUIA
piBeHb NOBTOPIB CYTTEBO MOripWye ePeKTUBHICTb CXO-
BuL, a niaxoau chunk-based 3HMKyOTb BUTPaTV Nam’aTi
Ta npuckoptotoTb goctyn [1; 2]. MapanenbHo Aocnis-
XYIOTbC Mogeni 6e3neKku, 30Kpema KOTHITMBHI napa-
OUTMUW, WO MNOEAHYIOTb Kpuntorpadito Ta cemaHTUKY
ONA NigBULLEHHSA AoBipn ao aaHux [3]. Y pekomeHaa-
LiHUX cMcTeMax HalKpalli pe3ynbTaTv AEMOHCTPYOTh
ribpuaHi cxemu, AKi NOEAHYIOTb KOHTEHTHWUI | KOnabo-
paTUBHUI Nigxoam, oAHaK biNblicTb PilleHb ANLLAETLCA
AOoMeH-crneuMdiYHO | NOraHO NMepeHoOCUTbCA Ha reTe-
poreHHi KonekLuii [4]. Y3aranbHiowouu, nitepaTypa oKpec-
o€ Tpu Hanpsamu: (i) Aegynaikauia Ta onTumisauisa 36e-
piraHHs, (ii) 6e3neka gaHux, (iii) nepcoHanisauia yepes
pekomeHaau,i. NMpoTe Wi NiHii po3BMBalOTLCA NepeBarkKHO
i301boBaHo. 3BiacK BMNAMBae notpeba B iHTErpoBaHii
moJeni, WO OAHOYACHO OXOMAIE aHani3 noAibHocTi,
Knacudikauito, BuABNEeHHA AybnikaTiB i pekomeHaaLii
Y €EOVHIN apXiTEKTYpI.

NOCTAHOBKaA

MerTa Ta 3agadi gocnigKeHHa

MerTolo pocniaXXeHHA € NigBULLEHHA ePEeKTUBHOCTI
YNPaBAiHHA KONEKUiAMU PISHOPIAHUX OaHWUX 3aBAAKM
iHTerpayii iHTeNeKTyanbHUX TEXHO/OrN aHanisy, Kna-
cmoikauii Ta peKomeHAali y eamHy mogenb. MeTa
poboTn — peanizyBaTm M eKCNepPUMEHTANIbHO OLHWUTK
iHTerpoBaHy mMozesb iHTeNeKTya/NbHOI CMCTEMU YynpaB-
NiHHA KoneKuiamu (aHanis nogibHocTi, 6araTomiTkoBa
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Knacudikauia, geaynnikauia, pekomeHaauii), noka-
3aBLUM i TOYHICTb i MacwTaboBaHICTb Ha peanbHUX Ta
CUHTETUYHMX Habopax AaHUX.

[Ons [OCATHEHHA MOCTaB/leHOT MeTu nepenbayeHo
PO3B’A3aHHA TaKMX 3aBAaHb:

1. [lpoaHanizyBaTu HaABHI NigxoamM A0 opraHisauii,
Knacudikauii Ta iHTenekTyanbHOi 06pOOKN KONEKLIAHMX
OaHUX, OKPEC/IMBLLM TXHi NepeBarn i 0bMexKeHHs.

2. ®opmanizyBat mogenb 06’eKTiB 3 ypaxyBaHHAM
MYNbTUMOZA/IbHUX O3HAK (YMCNOBMX, KaTeropiasibHuX,
TEKCTOBWX, Bi3ya/bHUX).

3. Po3pobutn metoam noaibHocTi Ta Knacuoikauii
i MexaHi3m aeaynaikauii 4na reTeporeHHUX KoNeKLin.

4. |HTerpyBaTu pekomeHZauinHy  nigcuctemy
B apXiTEKTYpy YNpaBAiHHA KONeKLiaMM.

5. TpoBectn eKkcnepumeHTanbHy Bepudikauio
33 CTaHAAPTHUMKM METPUKAMWU 1 OLLIHUTU MNPAKTUYHY
npuaaTHICTb.

Martepianu Ta meToamu AocniaxKeHb

MeTtogu obumncneHHs nopgibHocti Ta Knacudikauii
y reteporeHHuX Konekuiax. EdekTnBHe ynpasniHHA
KONEKLiAMN HemoXnuBe 6e3 mexaHi3miB, AKi [aloTb
3MOry OLLiHIOBATU CTyMNiHb MOAIOHOCTI MiXK 06’eKTamm
Ta BiAHOCUTM iX A0 NEBHMX KaTeropin. Y Bunagky reve-
POreHHUX KOMEKLil CKAAZHICTb MOAArae y TOMy, LO
06’EKTM MOXKYTb MOEAHYBATU YMCAOBI, KaTeropiasbHi,
TEKCTOBI Ta Bi3ya/ibHi XapaKTEPUCTUKM, KOXKHA 3 AKUX
notpebye BNaCHOI METPUKMU.

O6uuncneHHAa nogibHocTi. 3aranbHKUA Niaxia nonarae
y nobynoBi KOMNO3UTHOI METPUKM, AKa KOMDIiHYE YacT-
KOBI BiCTaHi: B

d(cnc;)=dw, d(a,,a;),

fe d, — nokanbHa MeTpll/(I;(la 017 O3HaKM MEeBHOTo TUNy,
a w, —Barosuit KoediLieHT ii 3HaYYLWOCTI.

MpuKAaaM NOKaNbHUX METPUK:

- YMCNOBi AaHi: HOpMOBaHa Pi3HULA (HanpuKNag,
Manhattan a6o Euclidean distance);

- KaTeropiafibHi gaHi: 6iHapHa ¢yHKujia 36iry (0 —
pi3Hi, 1 — ogHaKoBi);

- TEeKCTOBi AaHi: KOCMHYCcHa BAM3bKICTb Yy BEKTOpP-
Hux npocTtopax (Word2Vec, BERT) [5];

— Bi3ya/bHi AaHi: BiACTaHb Yy MNPOCTOpPax O3HaK,
OTPMMAHUX 3rOPTKOBUMW HEMPOHHUMMK Mepeamu [6].

Takuii nigxia oae 3mory nopiBHOBaTU 06’€KTU He
3a OOHWM KpUTEpieM, a KOMMJeKcHo. Hanpuknag, ABa
dboToanapat MOXKyTb BiAPI3HATUCA POKOM BUMNYCKY, ane
OYTM CXOXKMMM 33 KAaTErOPIELD | TEKCTOBUM OMMUCOM.

Knacudikauia y konekuisx. Knacuoikauis ycknag-
HIOETbCA TUM, LLLO O6’EKT MOXKE OLHOYACHO HANEeXaTH [0
KiZIbKOX KaTeropiii (6araTomiTkoBe BigHeceHHs). Pop-
MasIbHO 3aBAaHHA MOXHA NOAATU fK Bif0OpaNKEeHHS::

f:C 2K,
ae K — MHOMMHA MOXNMUBUX KaTeropin.
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[na Lboro 3acTocoByOTbCA Pi3Hi Nigxoau:

- TpaguuiiHi meToam: norictuuHa perpecisa, SVM,
AepeBa pilleHb;

- aHcambneBi anroputmu: Random  Forest,
Gradient Boosting, siki noKa3ytoTb CTabiNbHICTb Ha AaHUX
cepesHbOro po3mipy;

- MUBUHHI  mogeni:  TpaHchopmepu  (BERT,
RoBERTa) ans TekctoBumx o3Hak Ta CNN/ResNet ans sisy-
anbHUx [71;

- ribpuaHi nigxogu: multi-view learning, ae
KOYHa MOAa/IbHICTb 06POBNAETLCA OKPEMOIO MOAENIO,
a pesynbTaTv KOMbiHytoTbCA [6].

3 npakTMYHOro nornagay AOLibHO 3acToCoBYBaTH
iepapxiyHy Knacudikalito, KoM KaTeropii opraHi3oBaHi
y Burnaai gepesa. Lle ocobamBo akTyanbHo ana 6i6ni-
OTEUHMX UM MYy3eMHUX KONEeKLii, Ae KaTeropii matoTb
baraTopiBHEBY CTPYKTYpY.

IHTerpauia peKomeHAauiiHOT niacucremm
B 3ara/sbHy apXxiTeKTypy ynpaBAiHHA KONeKuismu.
OpfHieto 3 KAYOBUX 0COB/IMBOCTEN Cy4YaCHUX iHTe-
JIEKTYyaNlbHUX CUCTEM YMpPaBAiHHA SAHUMW € 34aTHICTb
He nuwe 3b6epiraTM Ta CTPYKTypyBaTWU iHPopmalito,
ane  aKkTMBHO MiATPMMYBATU KOPUCTYBaya Yy MpoLeci
pob60TK 3 KoneKuiamu. Lie nocaraeTbea 3aBAsAKN iHTErpa-
il pekomeHAauiMHNX NigcucTem, ki aBTOMaTMUYHO Npo-
NOHYOTb HOBI 06’€KTU, HalbiNbLL pesieBaHTHI iHTepecam
Y NOTOYHOMY KOHTEKCTY KOPMCTYBaya.

Y 3anponoHOBaHIl cUcTeMi peKkomeHgauiiHa nia-
cuctema € HaabyLoBOK HaZ MOAYNAMU OBUYUCNEHHS
noaibHocTi Ta KNacuodikaLii. BoHa oTpMMye Ha BXia:

—  BEKTOPHi NogaHHA 06’ eKTiB KONEKLLT;

- iHpopMmaLito Npo Knacu Ta Teru;

— icTOpito B3aemopii KOpUCTyBayiB i3 CUCTEMOID
(nowyku, nepernaan, nogaBaHHA 06’eKTiB).

TTonepenus
00pobKa

Feature
fusion

ImmopT manux 1L

Icropia/

Jloru B3aemoiit
KOpHCTYBaiB

Pexomenpariinumii
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PekomeHAaUiiHUIA MOAYNb IHTEFPYETLCA B 3arasibHy
apXiTEKTYPY AK OKPeMUI cepBic, AKUWA MPaLOE Yy ABOX
permmax:

1) KOHTEHTHO-OPIiEHTOBAHMUI — MPOMOHYE 06’EKTH,
CXOXi Ha BXe HaaABHi B KoseKLuil (Hanpuknag, noAibHi
KHUMM YK anbbomm);

2) KonabopaTUBHUI — BPAXOBYE MOBEAIHKY iHLIMX
KOPUCTYBauiB, AKi MatoTb NoAibHi iHTepecu.

Y3aranbHeHy apxiTeKTypy 3anponoHOBaHOI CMCTEMMU
HaBeAeHO Ha pUcyHKy 1. BoHa nobyaoBaHa 32 Moay/ib-
HUM MPUHLMMAOM i OXOMJE OCHOBHI eTanu poboTu
3 KONEKLiMHUMW JaHMMW — Bif, MOMEHTY iX Haaxo-
OKEHHA B cucteMy 0 GOpMYBaHHA aHaNITUYHUX 3BITIB
i NnepcoHanisoBaHMX peKoMeHaaLLin.

Y BepXHbOMYy PiBHi apXiTeKTypu ¢YHKLIOHYE KOH-
BeEp 06pO6KM AaHMX. Ha nepluomy eTani 34iMCHIOETbCA
iMNoOpT 06’eKTiB KOMEKLUil 3 Pi3HUX AKepes, BKAYHO
3 IOKa/JIbHUMK CXOBMLLAMM Ta 30BHILIHIMUK cepBicamu.
[Jani BigbyBaeTbca nonepenHa obpobKa, Aka nepenba-
Yae HopManisaLito, KogyBaHHA Ta NOBYLOBY MYNbTUMO-
OANbHUX BEKTOPHMX nofaHb. Lli mogaHHA BMKopwmcTO-
BYIOTbCA A1 BMKOHAHHA TPbOX KAKOYOBUX 3aBAaHb:
Knacudikauii, nowyKy aybaikaTtiB Ta 064YMCNEHHs iHAEK-
ciB nogibHoCTi.

HWKHI piBeHb apXxiTEKTypu Bigobparkae nosepgiH-
KOBMI KOHTYp. TyT HaKOMMYyKOTbCA NOTU B3aemogii
KOPUCTYBaYiB i3 CUCTEMOLO, AKI HAAXOAATb Y PEKOMEH-
AauiiHMii moaynb. OTpUMaHi pesynbTati He aune pop-
MYIOTb NEePCOHaNi30BaHi NPOMNO3ULii ANA KOpUCTyBaya,
a 1 NoBEPTAlOTLCA Y CUCTEMY K 3BOPOTHUIM 3B’A30K, LLO
NiABULLYE TOYHICTb Knacudikauyii Ta AKiCTb BUABNEHHA
aybnikaris.

3aBeplasbHUM eeMeHTOM apXiTEKTYpPU € MOAYNb
aHaniTMKM Ta Bi3yaniszauii, wo o6’eaHye BUXiaHI OaHi

Tanexc momiOHOCTI

BexkropHhi
JI0/IaBaHHS

OHOB/IEHHA iHAEKCY

Knacudikarris

3BOPOTHIl 3B'A30K

[Oy6nikar/
HOPM. KOHTEHT

BusBnenns
Iy OriKkaTiB

KaHaunaTy Ha 3nuTTa

MOJLYJTb

3giTHiCTD

Amnajituka ta
Bizyajizaris

Mert pukwu

Puc. 1. Y3aranbHeHa cxema B3aeMoZii MOAyNiB y cMcTemax ynpasaiHHA Konekuiamm
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3 ycix nigcucrem i 3abesnevye iHTEPAKTUBHUIA AOCTYN A0
CTAaTUCTUYHMX 3BIiTiB, rpadikis Ta giarpam.

3anponoHoBaHa CUCTEMA CKNAJAETbCA 3 KiZIbKOX
NocAiLOBHO MOB’A3aHUX MOAYNIB:

- BXigHi gaHi (Konekuji 3 MynbTMMOAANbHUMM
03HaKamu);

- nonepegHs obpobka (Hopmanisauis, TeryBaHHs,
bopMyBaHHS BEKTOPHMX NOAAHb);

- aHanis noaibHocTi Ta KNacuodikaLis;

- BUABNEHHA aybnikaTis;

- pekomMeHAaLilHa nigcuctema;

— aHaniTMKa Ta Bi3yani3auia pe3ynbTaTis.

B3aEmMO3B’A3KM MiXK LMMWM KOMMNOHEHTaMM Hase-
OeHO Ha pucyHKy 1. Cxema Bigobparkae noriky o6pobku
JaHuUX: Big, BBEAEHHA O6’EKTIB A0 OTPUMAHHA KiHLEBUX
pes3ynbTaTiB Yy BUMALI pPeKOMeHAaLi i aHaniTUYHUX
3BITiB.

MopiBHAHHA MmeToAiB NobyaoBuM peKomeHAaauii.
OnAa nigBuWEeHHA HAOYHOCTI NpOBeAEeHO MOpPIBHAJb-
HWI aHaNi3 OCHOBHMX XapPaKTEPUCTMK ABOX MiAXOAiB A0
pekomeHZauinHux cuctem. Y Tabnuui 1 HaBeaeHO ixHi
NPUHUMNKM poboTK, Nepesarn, HeZoNIKM M ONTUMA/bHI
YMOBW 3aCTOCYBaHHA.

AHani3 Tabanui nokasye, Lo iHTerpawia obox niaxo-
[iB € NepcrnekTUBHMM HaNPAMOM, OCKINIbKWM [A€ 3mory
KOMMEHCYBATU HEA0MIKN KOXKHOTO 3 HUX.

Pesynbrat gocnipKeHb

Ona  nepeBipkn edeKTUBHOCTI  3anponoHoBaHOl
moaeni iHTeNneKTyanbHOI CUCTEMM YNPaBAiHHA KONeK-
uiamm 6yno nposefeHO cepito eKCnepuMeHTIB, crnpsa-
MOBAHMX Ha OLHKY AIKOCTi Knacuodikauii, epeKTUBHOCTI
BUABNEHHS Ayb6iKaTiB, peneBaHTHOCTI peKkomeHAauin
Ta MaclwTaboBaHOCTI apXiTEKTYpU.

JocnigrkeHHs 6a3yBasoca Ha aHanisi AK peanbHuUX,
TaK i CUHTETUYHO 3reHepOBaAHWUX KONEKLINHUX AaHUX.
PeanbHi Habopu MicTUAKM NpPUBATHI 3iIBpaHHA MybTUMeE-
[iMHOrO KOHTEHTY — MY3MYHi anbbomu, KHUIM Ta 306pa-
KeHHA GOTOTEXHIKM, 3aBAAKN HOMY BLaN10CA NEPEBIpUTU
poboTy moaeni Ha NPaKTUYHUX NpUKNagax. Ansa poswm-
pPEeHHA eKcrnepumeHTanbHoi 6asm 6yno Takox chopmo-
BaHO LWTY4YHi BMBipKM obcarom ao 50 TucAadY 06’eKTiB.
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Y HUX nepenbavanocs HaBMUCHe AyONOBAHHA YaCTUHU
enemeHTiB (6a13bko 10 %), L0 43N0 MOXKIMBICTb NpoTe-
CTYBaTU MeXaHi3MW BUABNEHHA HAL/ULLIKOBUX 3amnuciB.
Yci aaHi 36epirannca y cTpyKTypoBaHiin 6asi PostgreSQL
3 [04aTKOBUMM BUKOPUCTAHHAM MYNbTUMELIMHUX CXO-
BUL, 415 BENNKUX dalinis.

B3aemogia mogynis cuctemun. Ha pucyHky 2 Hase-
OeHo rpad B3aemoAii moayniB y cucTemi ynpaBaiHHA
KonekuiaAMn. Ha BigMiHY BifA, y3araJibHEHOI CXxemu
(puc. 1), wo Bigobparkae NocnigoBHICTb eTanis 06pobKkuy,
uewn rpad intocTpye Noriky iHpopmauiMHMX NOTOKIB i 3B0-
POTHUX 3B’A3KIB Mi*K KOMMOHEHTAMWN CUCTEMM.

KntoyoBi By3nu BignosigatoTb ¢GyHKLiOHaNbHUM
6no0Kam: iMMoOpTy JaHux, nonepeaHboi 06pobKy,
BEKTOPHUX MoAaHb, Knacudikauii, BuasneHHa ay6ni-
KaTiB, iHAeKcauil nogibHoCTi, pekomeHAauiHOT nia-
cMctemMuM W aHanitMku. CTPiNKM MNOKasylTb Hanpam
nepeaadi iHpopmauii, nigKpecntowun, WO pesyb-
TaTM pobOTU OAHOIO MOAYNS MOXKYTb OYTU BXigHMMU
OAaHMMUW ONA KiNbKOX iHLINX.

Ocob11BY pob Bifirpae pekomeHAau,iMnHNI moaynb,
AKUMA OAHOYACHO OTPUMMYE [aHi 3 N0OriB KOpMCTyBadiB
i B3aEMOJJE 3 IHWIMMM KOMMNOHEeHTamMn cucTemu. Moro
BUXiQHI pe3ynbTaTM MOXKYTb MiABULLYBATU TOYHICTb Kna-
cuoikauii, onTMmisyBaTK Mowyk Ayb6aikaTie i BNAMBaTU
Ha dopmyBaHHSA iHAEKCiB noaibHocTi. Taka opraHisauina
3abe3neyye iHTerpauilo OCHOBHMX QYHKLilA cucTemu
i CTBOPIOE OCHOBY ANA peani3auii afanTUBHUX Mexa-
Hi3MiB, 3[4aTHMX HaBYaAaTUCA HA OCHOBiI HAKOMWYEHOro
hocsiay.

TakMM YMHOM, apXiTEKTYpa MA€E He AuLle aHaniTuu-
HUI, a ¥ aganTMBHUI XapakTep, 3abesnevyrounm Has-
YaHHA Ha OCHOBI iCTOPIT BUKOPUCTAHHA.

MopiBHAHHA MeTpPUK nopgibHocTi. Y AocChiaMKeHHi
BMKOPWUCTAHO ABi rPynu KONEKLiNHUX SaHUX:

1) TematTuuHi Habopu mynbTumegia (uMdpoBi
KHUMM, MY3MYHi 3anucu, 306parkeHHsA GOTOTEXHIKM) —
ANA anpobalLii MeToaiB y peanbHUX CLUeHapinx;

2) CUMHTETMYHO cTBOpeHi Habopwu obcarom Big,
1 Tnc. oo 20 TUC. enemeHTIB — 414 NepeBipKM MacliTa-
60BaHOCTI 11 TecTyBaHHA anropuTmiB Knacudikauii Ta
pekomeHaau,in.

Ta6n. 1. NopiBHAHHA Nigxoais A0 Nobya0BU peKOMeHAalii Y cMCTeMax ynpas/iHHA KoneKuiamu

Kpurepiii

KoHTeHTHO-OpieHTOBaHI meToau

KonabopaTtusHa $inbrpauia

MpuHuMn poboTn

AHani3yloTb XapaKTEPUCTUKM camMmnx 06’ €eKTiB
(aTpubyTK, onwucuk, Term)

BMKOpPUCTOBYIOTb AaHi NPO B3aEMOZii Kopuc-
TyBauiB (penTuHru, nepernaam, ynogobaHHsa)

MNepeBarun

MpautotoTb i3 HOBUMM 06’ EKTaMK; He noTpe-
6ytoTb icTOpii B3aemogin

BrABNAIOTL NPUXOBaHi 3aKOHOMIPHOCTI Ta
rpynu Kopmuctyeadis; Aobpe macwTabyeTbea

Hegoniku

3anexatb Bifg AKOCTI ONWCY AaHUX; iITHOPY-
I0Tb COLiaNbHi 3B’A3KM

Mpobnema xonogHoOro ctapTy; NoTpebyoTh
BE/IMKMX MACUBIB AaHMX

OnTMmanbHi ymosu

HeBenuki Ta cepefHi Konekuii 3 6baratumm
aTpubyTamu

Benuki Koneku,ii 3 akTUBHMMM KOPUCTYBa-
Yamu Ta baraToto icTopieto B3aemoa,ii
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AaHUX

BuasneHHsa
Ay6 nikaris

PekomeH gauitHuit
mozay b

Ananitnka
Ta
Bi3yanisauia

Puc. 2. 'pa¢ B3aemogii mogynis y cuctemi ynpasaiHHA KoneKuiamm

Ha BiamiHy Big nonepeaHix pobiT, akLeHT 3pobaeHo
He NvWe Ha MOoAEeNtoBaHHI apXiTeKTypu, a 1 Ha nopis-
HAHHI anropuTMiB aHanisy Ta Knacuodikauii. O6’ekTu
KOJIeKLi i ONMUCYBANUCA YOTUPMA TUMAMM O3HAK: YUC/IO-
BMMMU, KaTeropiaJibHUMM, TEKCTOBMMM Ta Bi3yaslbHUMMU.
dopmanizauito 34iiCHEHO Y BUTNAAI MaTPULLi O3HaK:

X = {x,.}i/\i1 X =(ay,a,,...,a,,),

ae N —KinbKicTb 06’€KTiB, m — YMCNO XapaKTEPUCTUK.

Ona TekctoBux aTpubyTiB 3acTocoByBanuca [Ba
metoan: TF—IDF Ta KoHTeKcTHi BekTopu BERT. Le gano
MOXK/IMBICTb MOPIBHATM «KNACUYHI» W «CyyacHi» nia-
xoau. [na Bi3yasbHUX O3HaAK BUKOPUCTOBYBa/IUCA
peckpuntopu SIFT Ta 03HAKM, OTPUMAHI 3rOPTKOBUMMU
mepexkamu (ResNet).

OuiHloBaHHA nogibHocTi npoBoaunoca depes
KilbKa MeTPUK: KOCWUHYCHY 6/U3bKiCTb, €BK/IiA0BY

BiACTaHb i [KakKkapga. [na KoxHoro Habopy AaHux
obuucnoBanM  cepefHId  TOYHICTb  Kaacuodikauii
3aNexHo Big BMBOPY MeTpuKM. PesynbraTtv 3BefeHO
B Tabnuuto 2.

Knacuoikalis BMKOHYBaaca MeTogamm IOFiCTUYHOI
perpecii, BUNagKoBuX NiCiB i HEMPOHHUX Mepex. byno
BMAB/IEHO, WO ANA Masux HabopiB NPOCTi aAropuTmu
(norictmuHa perpecis) 4EMOHCTPYIOTb AOCTAaTHIO edek-
TUBHICTb, TOAj AK Ha BEIMKUX JAHUX CYTTEBO MepeBaKa-
10Tb BaraTowapoBi HEMPOHHI Mepeski.

OKpemo  A0CnigKyBaBCA MEXaHi3M  BUABNEHHA
Aybnikatie. 3anponoHoBaHoO Niaxia, Wo KombiHye Knac-
Tepu3auito Ha ocHosi DBSCAN 3 noporosoto ¢inbTpauieto
noaibHocrTi. Lle Aae 3mory He nLle 3HAaX0AUTU iAEHTUYHI
3anucK, a 1 06’eaHyBaTH «CXOXi» 06’eKTM (HanpuKknaga,
ABi pi3Hi pefakuii ogHiel KHUrK).

Tab6n. 2. NopiBHAHHA ePEKTUBHOCTI PiSHUX METPUK NoAibHOCTI

Tun gaHux KocuHycHa mipa EBKnigoBa BigcTaHb [>KaKkKappga
TekcToBi onucu 0,88 0,74 0,69
306parkeHHsn 0,82 0,85 0,61
3milaHi Habopu 0,86 0,80 0,65
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PekomeHAaUiiHUIA MOAY/b IHTErPOBAHO B 3arasibHy
apxiTekTypy. Ona nepesipku edeKTUBHOCTI NopiBHIOBa-
JINCb KOHTEHTHO-OPIEHTOBAHI MeToaM (Ha OCHOBI O3HaK
06’eKTiB) i KOnabopaTtueHa dinbTpauia (ALS). Pesynbtati
NoKa3anu, WO Ha HEBE/IMKUX KOJIEKLIAX MepeBarkatoTb
KOHTEHTHI MEeTOAM, @ Ha BEIMKUX — KOS1abopaTUBHI.

MopiBHAHHA MeToAiB No6yaoBM peKomeHgauiid.
OKpemum acnekTom [AOCAIAXKEHHA CTaso NOPiIBHAHHA
epeKTUBHOCTI pi3HMX NiAxoAiB A0 NOOYAOBU PeKOMEH-
AauinHux nigcuctem. Le BaXKInBO, OCKINbKK AKICTb Nep-
COHani30BaHMX Mpono3uLiin H6e3nocepefHbO BMNANBAE
Ha LIHHICTb CUCTeMM ANA KiHLEBOro KopMcTyBaya.

Ha npakTuLi 3acTOoCOBYHOTb ABa OCHOBHI nigxoau:
KOHTEHTHO-OPIEHTOBAHI MEeTOAM, WO BUMKOPUCTOBYIOTb
aTpubyTn cammx o6’ekTiB (TEKCTU, 306parKeHHn, meTa-
[OaHi), Ta KonabopaTuBHy ¢iNbTpalito, AKa BpaxoBye
icTopito B3aemogiit KopucTyBauis.

Ha pucyHKy 3 nNoKa3aHO AMHAMIKy TOYHOCTI peko-
MeHZaLil 3anexHo Big, po3mipy Konekuii. BugHo, wo
KOHTEHTHO-OPIEHTOBAHI MeToaM 36epiraloTb BUCOKY

KOHTeHTHO-opieHTOBaHi MeToan
KonabopaTuBHa dinsTpauin
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AKICTb Ha Mannx Habopax AaHWUX, NPOTe NOCTYMNOBO BTPa-
YaloTb edeKTUBHICTb i3 macwTabyBaHHAM. HaTomicTb
KonabopatmeHa inbTpaLia AEMOHCTPYE 3POCTaHHA
TOYHOCTI Ha BE/IMKUX KONEKLifX, WO 3YMOB/IEHO BUKO-
PUCTaHHAM NPUXOBAHUX 3aKOHOMIPHOCTEM y noseajiHL,i
KOpWUCTyBayiB.

Y Tabnnui 3 HaBeaeHO pe3ynbTaTv NOPIBHAHHA Tpa-
avuinHoro nigxogy k-6auxkumx cycigis, meTtonis Ha
OCHOBi MAaTPUYHOT daKToOpU3aLLi Ta Cy4acHUX mogenei
Ha 6a3i HEIPOHHUX MepeXK.

AK BUAHO 3 Tabamui, metoa k-61mxkumnx cyciais gobpe
niaxoaAnTb ONA HEBENMKUX KOMEeKLih abo npoToTunis,
TOoAi AK MmaTpuyHa dakTopusauia 3abesnevyye Kpally
AKICTb Yy cepegHix 3a obcarom cuctemax. HelpoHHi
Mepexi, 3i cBoro 6OKy, OEMOHCTPYITb Hanbinbwni
noTeHujian gna macwTabHUX KOMEKLil i3 BUCOKOM pis-
HOPIAHICTIO, NpOTe iX BUKOPUCTAHHSA NOTPebye 3HAYHMUX
064MCtOBaNbHUX pecypcis.

TaKMM YMHOM, BMGip KOHKPETHOTO Niaxoay A0 noby-
OOBM PEKOMEHAALIMHOI niacucTemMu 3anexutb Big,
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Puc. 3. NMopiBHAHHA TOYHOCTI METOAIB peKOMeHAaLLiN 3aN1eXKHO Bif po3mipy Konekuii

Tabn. 3. NopiBHANbHA XapaKTepUCTUKa MeToAiB Nobya0BU peKoMmeHAALIHMX cucTem

MeTop, MNepesarun

Heponikn Fanysi 3acrocyBaHHA

k6nmmqucydgm MpocToTa peanisau,ii; wWenake

Hu3bka macwTaboBaHiCTb;
npobsemu 3 piaricHumm

HeBenuki KonekLuii; 4eMOH-

paHMM CTPaLiHi NpoeKTH

HaBYaHHA
Bucoka fkicTb Ha cepenHix
MaTpuyHa PEA
. [aHWX; BpaxyBaHHA NpUXoBa-
¢dakTopM3aLin

HUX 3a/1eXKHOCTEeN

Bumornusictb f0 anapaTHUX
pecypcis; YyTIMBICTb A0

MynbTumeainHi Konekuii;

iHTepHEeT-MarasuHu
XOJIOAHOrO CTapTy

3paTHICTb MOAEeNoBaTH
CKNagHi 38’A3KK; xopoLua
MaclwTaboBaHicTb

HelMpoHHi mepexi

BucoKa cKnagHicTb HaB-
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PO3Mipy KOoNeKLii, AOCTYNHMX pecypciB Ta BUMOT 40 TOY-
HOCTi peKoMmeHaaLLil.

AHani3 npoayKTMBHOCTI cucremu. lNopag i3 noriy-
HOO apXiTEKTypoto Ta rpadom B3aeMoAii BaXK/IMBO OL,i-
HUTK | NPOAYKTUBHICTb CUCTEMM 3a 3pOCTaHHA obcAary
KOMEKLUiMHUX AaHUX. Y paMKax AoCNigKeHHA 6yno 3mo-
AenboBaHo poboTy cuctemu 3 pisHMmMM obcaramm o6’ ek-
TiB — Big, TUCAYI 40 KiNbKOX AecATKiB TMcAY. Pesynbratn
NnokKasa/u, Wo cepegHii yac Biagnosigi cuctemu 3pocrtae
NOBIZIbHO M 3a/MLIAETLCA B MeXKaX, MPUUHATHUX ANA
iHTEPAKTUBHUX 3aCTOCYHKIB.

Onsa nepeBipkM MmacwtabosBaHoCTi cuctemun 6yno
NPoBeAEHO EeKCNEePUMEHTU 3i 36iNblUeHHAM KiNbKOCTI
06’eKTiB y Konekuii Big 1 Tmc. go 50 Tnc. CepeaHin yac
BigNOBIAI BMMIpHOBABCA Nig, 4Yac BMKOHAHHA TUMOBMX
onepauii nowyky nogibHocTi. PesynbtaTt HaBeAeHO Ha
PUCYHKY 4.

AIK BMAHO 3 rpadika, 3pocTaHHA obcAry AaHuX
CYNpPOBOKYETLCA NOCTYNOBUM 36iNbLLIEHHAM Yacy Bia-
nosigi, Npote UA AMHAMIKa € NiHIAHOW i MOBI/NbHOO.
3 1 Tuc. 06’ekTiB cepepHiit Yac ctaHoBMB 6113bKo 0,02 c,
3 10 tnc. — 0,06 ¢, a 3 50 Tnc. — nmwe 0,15 c. Takum
YMHOM, HaBIiTb 33 3HAYHOTO 36iNbLUEHHA KiNbKOCTI ene-
MEeHTIB cucTema 36epirae NpPoOAYKTMBHICTbL Ha piBHi,
[OCTaTHbOMY ANA IHTEPAKTUBHUX 3aCTOCYHKIB.

OTpuMaHi pe3ynbTaTu NigTBEPANKYIOTb ePEKTUBHICTD
BUKOPWUCTAHHA iHAEKCALIMHUX CTPYKTYpP Ta ajAropuTmis
NoLyKy noAibHocTi, Wwo 3abesneyytoTb CTiiKy poboTy
CUCTEMM B MACLUTabOBaHMX CEPeaOBULLAX Y PeasibHUX
yMOBax, Ae obcAr AaHWX MOXKe [0cAraTM COTEHb TUCAY
i Binble. Y NoeAHaHHI 3 apXiTEKTYPHUMM pilLEHHAMM,
HaBeAEHMMM Ha pUCcyHKax 1 i 2, uei ekcnepMmeHTanb-
HUI pes3ynbTaT 3acBigyvye, O CMCTEMA MOXKEe BUKOPUC-
TOBYBATUCb Y MaclITaboBaHWUX cepenoBuLLax 6e3 BTpaTh
WBUAKOAT.
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O6roBopeHHA pe3ynbraris

OTpuMaHi pe3ynbTat AOLiNbHO PO3MAHYTU B KOH-
TEKCTi Cy4yacHMX AocnigrKeHb y chepi iHTeneKkTyanbHUX
CMCTEeM yNnpaBAiHHA AAaHMMM Ta KOAEKLiaMMU.

Mo-neplwe, 3anponoHOBaHa MoAenb niaTsepamna
e(dEeKTMBHICTb BMKOPWUCTAHHA KOMMO3UTHUX METPUK
noaibHocTi. AHanorivHi igei 3yctpivatoTbea y pobori [8],
Oe MNOEAHAHHA HEYiTKMX aNropuTmiB i baratokpuTepi-
aNlbHUX MEeTOAiB [03BOAUO MiABULLMTU AKICTb NaHy-
BaHHA B HaraToxmapHuWx cepefosuuiax. Y 3anponoHo-
BaHi poboTi Ui niaxoan aganToBaHoO ANA 0bYMCNEHHA
CXOXKOCTi MiX 06’€KTamm KoMeKLil, Wo A0BOAMUTL YHi-
BEPCaNbHICTb TAKOTO MPUHLMMY.

Mo-gpyre, pe3ynbTaTi WOAO BUABNEHHA AybnikaTis
Y3roAXKyoTbCs 3 BUCHOBKamu [9] Ta [10], aki Harosnowy-
t0Tb, WO HaBITb BIAHOCHO HEBENIMKUI BiACOTOK HaAMUL-
KOBMX 3anunCiB 3HA4YHO BM/IMBAE HA NPOAYKTUBHICTb CXO-
BuLW,. Hawa moaens niarsepauna uio Tesy, NOKasasLu,
WO YCyHEHHs Aayb6ntoBaHHA MNOKpPALLYE AK LUBWUAKICTb
MOLUYKY, TaK i eGEeKTUBHICTb BUKOPUCTAHHA pecypcis.

Mo-TpeTe, y chepi pekoMmeHAALIMHUX cUCTEM OTpU-
MaHi pe3ynbTaT CNiBBIAHOCATLCA 3 NigX04aMM, HaBeae-
HUMM B poboTax [11] Ta [12], Ae 3acTOCYBaHHA LWUTYYHOTO
iHTENEKTY Aano 3mMory NigBULWMUTU AKICTb pEKOMeHaaL,in
Y MYNbTUXMApHWUX cepenoBuax. BogHouyac 3anpono-
HOBaHa HaMW iHTerpauia pekomeHZauinHoi nigcucremm
B 3ara/ibHy apXiTeKTypy ynpasaiHHA KONEKLiamn Bigpis-
HAETbCA LWMPLIMM 3aCTOCYBAaHHAM: BOHa NpuaaTtHa fK
ANA NPUBATHMX 3i6paHb, TaK i ANA MaclWTabHUX HayKo-
BMX 260 KOPNOPATUBHMX CXOBMULL,.

Oco611BOi yBaru 3acnyrosytoTb pe3ynbTaTy, Lo CTo-
CytOTbCA MacwTaboBaHOCTI. Y 6araTtbox AOCAIANKEHHAX
(Hanpuknag, [13; 14]) HaronowyeTbcA Ha ObmerKeHo-
CTi NPOAYKTUBHOCTI TPAAMLIMHMX NiAXOAiB 3@ 3HAYHOIO
3pocTaHHA obcAriB gaHWX. 3anpornoHOBaHa MOAeNb
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30000 40000 50000

KinbkicTe 06°€KTIB Y KONeKLi

Puc. 4. 3anexHicTb cepeaHbOro Yacy BignoBigi cuctemu Bia KinbKocTi 06’eKTiB y Konekuii
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NpoAemMOoHCTpyBana cTabinbHWiA Yac Bignosiai HasiTb
3 OecATKamu TUCAY 06’eKTiB, WO NiATBEPAXKYE Npak-
TUYHY AOUINbHICTb iHTerpauii onTMmi3oBaHMX METOLiIB
NoLUYKY 1 06po6KM B NogibHUX cucTemax.

TakKMM 4YMHOM, NpoBefeHe AOCNIAXEHHA niaTsep-
[OKYE aKTyasIbHICTb 06paHOi TeMaTUKM Ta AEMOHCTPYE
nepesarnm KomnaekcHoro nigxoay. Ha Biaminy Big, 6inb-
LLOCTi iCHYHOUMX POBIT, LLLO 30CEPEKYIOTbCA HAa OKPEMMX
acreKkTax — pecypcHOMy MeHeAKMeHTi, 6e3neLi un Kna-
cudikaLii, — y 3anponoHoBaHiIN Moaeni Ui KOMNOHEeHTH
NoeAHaHI y EAMHIN apxiTekTypi. Lle cTBOptoe ocHoBY AnA
YHiBEpPCaNbHOI CUCTEMU YMPABAIHHA KONEKLUiaMMK, 34aT-
HOI a4anTyBaTMUCA 40 Pi3HUX CLLEeHAPIiB 3aCTOCYBaHHA.

BucHoBKuU

Y cTaTTi poO3rIAHYTO NUTaHHA NobyaoBWU iHTeneK-
TyaNbHUX TEXHONOrM Ansa aHanisy, Knacuoikauii Ta
peKoMeHAaLiM y cucTemax YnpasaiHHA KoMeKuiamu.
MpoBeaeHe AOCNiIAKEHHS NOKa3ano, WO KOMMAEKCHUM
nigxig, AKnit noegHye dpopmanisauito 06’eKTiB y BUrnAagi
MYNbTUMOLANIbHUX BEKTOPIB, BUKOPUCTAHHA agan-
TUBHUX METPUK noaibHocTi, baraTomiTkoBoi Knacuoi-
Kauji Ta pekoMeHAaUiHWX anropuTmis, 3abesneuye
HOBWI piBeHb ePeKTUBHOCTI B pobOTi 3 KONEKLiMHUMM
LELTZINZN

Po3pobneHa mogenb foBena CBOK 34aTHICTb He
ivle aBTOMaTM3yBaTU PYTUHHI npouecn — TaKi AK
BUABNEHHS AybnikaTiB uM KaTeropwmsauia o06’ekTiB, —
ane " 3abe3neunTn GiNbll iHTENEKTYaNbHY B3aEMOA0
3 KOpUCTYyBayYem Yyepes NepcoHasnisoBaHi pekomeHaauii.
OTpuMaHi eKcnepMMeHTanbHi pe3ynbTaTh 3acsigunam,
o cuctema 36epirae BUCOKY AKicTb pobOTU HaBIiTb 3a
3HAYHOrO 3POCTaHHA 06CAriB Konekuii, 4EMOHCTPYOUM
CTabiNbHUI yYac BiANOBIAI Ta NPUIAHATHI NOKa3HUKMU
TOYHOCTI.

MpaKTU4yHe 3HaYeHHA 3anpoMNoOHOBAHOrO Miaxody
NMoONArae y Moro yHisepcanbHocTi. Mogesb MoKe 3acTo-
COBYBATUCb AK ANA NPUBATHUX LMUGOPOBUX UM Di3UYHMX
KOMEKLiM, TaK i Ana macwTabHux iHpopmaLinHUX iHO-
pacTpykTyp y 6ibnioTekax, apxisax, HayKOBUX yCTaHOBax
YU KOPMNOpaTUBHUX cMcTeMax. HaykoBa HOBW3HA A0Ci-
OXKEHHA BW3HAYaAETbCA IHTErpauierd KiNbKOX MeTosais
Y EANHY apXiTEKTypYy, Lo AAE 3MOTY PO3rA4aTh CUCTEMY
He AK Habip i30/1bOBAaHNX aTOPUTMIB, a AIK LLiNiCHY iHTe-
NeKTyanbHy nnathopmy.

MepcnekTMBM noganbluMxX AOCNiAKeHb MNOB'A3aHi
3 NOrMBAEHHAM BUKOPUCTAHHA METOLIB MMUOUHHOMO
HaBYaHHA ANA PobOTM 3 TEKCTOBUMW 1 Bi3yasibHUMM
O3HaKaMK, PO3LMPEHHAM MEeXaHi3MiB nepcoHanisa-
uii pekomeHAaLi Ta iHTerpauieto 3acobiB KOHTPOtO
poctyny 1 6esnekun. Le pactb 3mory nepetsopuTh
3aMponoHOBaHy MoAge b Ha OCHOBY /1A CTBOPEHHA YHi-
BEpPCaNbHUX CEpPBiCiB HOBOrO MOKOJIHHA, OPIEHTOBAHMX
Ha iHTeNeKTyanbHe YMpaBfiHHA BeAMKUMM obcAaramm
KONEKLIMHNX faHWX.
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KoHdniKT iHTepecis

ABTOPMU AEKNaApYHOThb, WO HE MatoTb KOHOAIKTY iHTe-
peciB CTOCOBHO LibOro A0CAIAXKEHHSA, Y TOMY YncAi GiHaH-
COBOTO, 0OCOBUCTICHOrO XapaKTepy, aBTOPCTBA YU iHLWOro
XapaKTepy, Wo Mir 6u BNAMHYTM Ha AOCNiAKEHHA Ta
oro pesynbTaTu, NPeACTaB/eHi B Lild cTaTTi.
®diHaHCyBaHHA

LocnigKeHHA
nigTPUMKMN.
[DoCTynHicTb gaHux

PyKonuc He mae NoB’A3aHMX JaHUX

nposogunocs 6e3  ¢iHaHcoBoi
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INTELLIGENT TECHNOLOGIES FOR ANALYSIS,
CLASSIFICATION AND RECOMMENDATIONS IN
COLLECTION MANAGEMENT SYSTEMS

Daniil Popereshniak, Svitlana Popereshnyak

The article is devoted to the development and
investigation of intelligent technologies for analysis,
classification, and recommendation in collection
management systems. The study addresses the challenge
of organizing and processing collection data, which are
characterized by rapid growth in volume and increasing
heterogeneity. These factors complicate efficient storage,
search, and structuring of collections. It is shown that
traditional collection management systems are usually
limited to isolated tasks such as basic storage or
search and often fail to integrate similarity analysis,
classification, and recommendation algorithms into a
unified framework. The use of intelligent approaches
enables overcoming these limitations and provides
opportunities for building universal systems capable of
handling large-scale datasets.

The purpose of the research is to achieve enhanced
efficiency and scalability in collection management
by constructing a model of an intelligent system that
integrates multimodal object representation, classification
methods, duplicate detection, and recommendation
mechanisms. To achieve this goal, existing approaches
were analyzed, a model for representing collection objects
was formalized, similarity computation techniques were
developed, and an architecture combining classification
and recommendation modules was proposed.

Experimental  evaluation  demonstrated  that
the integration of these components ensures high
classification accuracy, effective duplicate detection,
and relevant personalized recommendations. Particular
attention was paid to scalability: the system maintained
a stable response time even under significant growth
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in the number of collection objects. The practical
significance of the research lies in the universality of the
proposed model, which can be applied both in private
multimedia and digital collections and in corporate or
scientific infrastructures, such as libraries, archives,
and databases. The scientific novelty is defined by the
creation of a comprehensive architecture that integrates
several intelligent methods into a unified system. Future
research perspectives include the application of deep
learning approaches for multimodal feature processing,
the improvement of recommendation algorithms, and the
integration with security and access control mechanisms
to ensure robustness in large-scale environments.
Keywords: intelligent systems, collection
management,  similarity  analysis,  classification,
recommender systems, multimodal data, scalability, loT.

REFERENCES

[1] R. Kaur, I. Chana, J. Bhattacharya. Data deduplication
techniques for efficient cloud storage management: a
systematic review. Journal of Supercomputing, vol. 74,
pp. 2035-2085, 2018. DOI: 10.1007/s11227-017-2210-8.

[2] M. Hasan, A. Hussien. Techniques of data deduplication
for cloud storage: A review. International Journal of
Advanced Computer Science and Applications, vol. 15,
no. 3, pp. 45-55, 2024.

[3] L. Ogiela, M.R. Ogiela. Cognitive security paradigm
for cloud computing applications. Concurrency and
Computation: Practice and Experience, vol. 32, no. 8§,
e5316, 2020. DOT: 10.1002/cpe.5316.

[4] A. Roy. Recommender systems: Algorithms, challenges,
and trends. Journal of Big Data, vol. 9, no. 1, pp. 1-32,
2022. DOI: 10.1186/540537-022-00592-5.

[5] J. Devlin, M.W. Chang, K. Lee, K. Toutanova. BERT: Pre-
training of deep bidirectional transformers for language
understanding. In: Proceedings of NAACL-HLT, 2019.
DOI: 10.48550/arXiv.1810.04805.

[6] C. Xu, D. Tao, C. Xu. A. Survey on multi-view learning.
Neural Computing and Applications, vol. 23, no. 7-8,
pp. 2031-2038, 2013. DOI: 10.1007/s00521-013-1362-6.

[7] M.L. Zhang, Z.H. Zhou. A review on multi-label learning
algorithms. /EEE Transactions on Knowledge and Data
Engineering, vol. 26, no. 8, pp. 1819-1837, 2014. DOI:
10.1109/TKDE.2013.39.

[8] M. Farid, R. Latip, M. Hussin, N.A.W. Abdul Hamid.
Scheduling scientific workflow using multi-objective
algorithm with fuzzy resource utilization in multi-cloud
environment. [EEE Access, vol. 8, pp. 24309-24322,
2020. DOI: 10.1109/ACCESS.2020.2970475.

[91 N. Chhabra, M. Bala. A comparative study of data
deduplication strategies. In: Proc. 2018 Ist Int. Conf.
Secure Cyber Computing and Communication (ICSCCC),
pp. 68-72,2018. DOI: 10.1109/ICSCCC.2018.8703363.

[10] K. Tiwari, Q.M. Rizbi. A study and review of duplicate
data in cloud computing. Journal of Advances in Science

Copyright © 2025, OTA.



ObuncnioBasibHa TEXHIKA Ta aBToMaTU3aL,inA
T3. No5(37)'2025 https://doi.org/10.32782/2786-9024/v3i5(37).344519

and Technology, vol. 21, no. 1, pp. 74-80, 2024. DOI:
10.29070/nsek7b45.

[11] A. Anand. Intelligent resource allocation in multi-cloud
environments: An Al-driven approach. [nternational
Journal of Scientific Research in Computer Science,
Engineering and Information Technology, vol. 11, no. 1,
pp- 1035-1046, 2025. DOIL: 10.32628/CSEIT25112429.

[12] R. Rayaprolu, K. Randhi, S.R. Bandarapu. Intelligent
resource management in cloud computing: Al techniques
for optimizing DevOps operations. Journal of Artificial
Intelligence General Science, vol. 6, no. 1, pp. 397408,
2024. DOI: 10.60087/jaigs.v6il.262.

[13] Y. Li, D. Chen, J. Hao. Cloud workflow scheduling
optimization research based on ant colony algorithm.
Academic  Journal of Computing & Information
Science, vol. 6, no. 5, pp. 9-13, 2023. DOI: 10.25236/
AJCIS.2023.060502.

[14] M. Reshetniak, S. Popereshnyak. Method for accessing
and processing multimedia content in a cloud
environment. In: Proc. 2019 IEEE Int. Scientific-Practical
Conf. Problems of Infocommunications, Science and
Technology (PIC S&T), pp. 71-76, 2019. DOI: 10.1109/
PICST47496.2019.9061463.

CTaTTs Hagiwna o pegakuii 29.09.2025
CratTa npuitHaTa 13.10.2025
CraTTto onybsikoBaHo 02.12.2025

MO

ISSN 2786-9024 g




ObuncntoBasibHa TexHiKa Ta aBToMaTU3al,in

T3. Ne5(37)'2025

https://doi.org/10.32782/2786-9024/v3i5(37).344520

| * Kibepbeaneka ® |
TA 3AOXMUCT KPUTUYHOI iIHPPACTRYKTYPMU

L 4
L 4

YK 004.056.5:004.021

KOMMNAPATUBHUN AHANI3 METO/IB TA TEXHO/OTIN
MOAENOBAHHA B KIBEPBE3NELLI

B.C. KpaBuyk!, T.B. Antyxosa?, A.10. foporuii®> >3

! Department of Applied Mathematics and Informatics, Donetsk National Technical University, Drohobych, Ukraine

2 Department of Information Systems and Technologies, National Technical University of Ukraine “Igor Sikorsky Kyiv Polytech-
nic Institute”, Kyiv, Ukraine

3 Department of Intelligent Software Systems, Taras Shevchenko National University of Kyiv, Kyiv, Ukraine

E-mail: yaroslav.dorohyi@donntu.edu.ua

AHOTALIA

Cyyacnuii nanowagm Kibepbesnexu Xapakmepuzyemvcsi BUCOKOIO CKAAOHICMIO mMda  OUHAMIYHICMIO, WO
3YMOGNIE nompedy 8 nepedosux mMemooax MoOem08arHs Ol AHANIZY 3a2pP0o3, NPOSHO3Y8AHH PUSUKIE Mda OYIHKU
ehexmuenocmi 3axucHux 3axo0is. Y yiil cmammi npeocmasieno 0emaibHull KOMIAPaAmueHUL aHalis mpaouyittHux
I cyuacHux nioxodie 00 MOOeNo8anHs 6 Kibepbesneyi, 6KIOYHO 3 MAMEMAMUYHUM, JO2IYHUM MA [EPAPXIUHUM
MOOento8anuaAM, cumynayisto amax i Breach and Attack Simulation (BAS), azenmmo-opienmoganum mMooento8anHsM,
Yupposumu OSIUHUKAMU, d MAKOAIC MEMOOU, U0 OA3VIOMbCS HA MAUWUHHOMY HABYAHHI, 2TUOOKOMY HAGYAHHI, Meopil
ieop, epagposux cmpykmypax i eenukux mosHux mooensix (LLM). Koowcern memooO pozenanymo 3 nozusioy npuHyunie
pobomu, K0408UX nepesae, HedONIKi8 i npakmuynozo sacmocysanus. Ocoonusy yeazy npudileHo cunepeii ma
83AE€MO0ONOBHIOBAHOCIME YUX NIOX00I8, WO € KPUMUYHO BANCIUBUM OISl CIMBOPEHHs KOMNJLEKCHUX, A0anmueHUX
cucmem Kibepoesnexu. Tpaouyilini memoou, AK-om mamemamuiHe MOOeN08aHHs, 3abe3neuyioms GopmanvHy
OCHOBY OJ1sl AHATIZY, ale MOdCYmb cnpowjyeamu peanvhi cyenapii. Cyuacui nioxoou, 30Kpema mawiunne Ha8uanHs
ma yughposi 0s8ilHuKY, 0arms 3M02y 00pobIAmMU 8eNUKi 00CA2U OAHUX T MOOeT08aAMU CKIAOH] OUHAMIYUHI 83A€MOOI],
Xoua nompebyioms 3HAUHUX 0OUUCTIOBATILHUX pecypcié | mounux oanux. Teopis icop i epaghosi modeni nponouyoms
cmpame2iyHuil | KOHMEeKCMYaibHUll ananiz, mooi sk 6eIuKi MOBHI MoOeni 8iOKpUBAIOmMyb HOBL MONCIUBOCHI O
asmomamu3zayii ananizy 3aepo3, nonpu ix oomesicenns ¢ naditnocmi. Inmeepayis Yyux Memooié Cmeopioe 0CHO8Y OJis
2IOPUOHUX pilteHb, AKI KOMREHCYIOMb HeOONIKU OKPeMUX Nnioxoo0ie, Ni0GUUYIOUU 3A2albHY eqeKMUSHICMb 3aXUCh).
Cmamms maxoxc 8UCBIMIIOE BUKAUKY, NO8 A3AHI 3 0OYUCTIOBATILHOIO CKIAOHICMIO, HEBUSHAYEHICMIO Ul emUYHUMU
acnekmamu, i OKpecioe MauOymui Hanpamu po3sUmKy, 30Kpema 600CKoHaienns noscriosanozo LI, cmitikicms 00
3MA2ATLHUX AMAK T peanizm CUMYAAYIU.

Knrwouosi cnosa: xioepbesnexa, Mmooento8ants, MauUuHHe HA8YAHHS, YUDPOBI OBIUHUKU, 2PADO8I MOOET, CUMYIAYIs
amax.

Bctyn

Ha cborogHi naHawadT Kibepbesnekn xapakTepusy-
€TbCs be3npeLeseHTHO CKAAAHICTIO Ta AMHAMIYHICTIO,
O 3YMOBJ/IEHO CTPIMKMM PO3BUTKOM TEXHONOTIN, rN10-
6anisauieto LMPPOBUX CUCTEM i LWBUAKUM 3POCTAHHAM
KiNIbKOCTi Ta pi3HOMaHITHOCTI Kibep3arpos [1-2]. Kibe-
paTaky BUPI3HAKOTLCA YAaCTOTOK, BUTOHYEHICTIO Ta CKO-
OPAMHOBAHICTIO, BK/ILOYHO 3 PO3LWMPEHUMMU CTIMKMMM
3arpo3amu (APT), diwmHrom, atakamm 3 BUKOPUCTaH-
HAM LUKiAMBOrO NPOrpaMHOro 3abesneyeHHs, a Takox
3MaraibHMUMKW  MaHINyNALiAMKW, CNPAMOBAHMMM  Ha
06Xif, cucTem 3axmcTy, 30Kpema TUMU, Wo 6a3yroTbes Ha

WTy4HOMY iHTenekTi [3—4]. Lla eckanauia 3arpos nepe-
BULLYE MON/IMBOCTI TPALULINHUX METOAIB BUABMEHHA
Ta 3anobiraHHA, AK-OT CUTHATYPHWI aHani3 YN CTAaTUYHI
npaBuna, AKi He 30aTHi ePpeKTUBHO CNPaBAATUCA 3 AMHa-
MiYHOI NpMpoaoto aTak [5].

TaKuii cTaH cnpaB CTBOPIOE HarasibHy NoTpeby B iHHO-
BaLiMHKUX NiaxoAax A0 MOAENOBAHHSA, AKi MOXYTb 06po-
6nATM BennyesHi obcArn AaHuX, BUABAATU MPUXOBaHI
33aKOHOMIPHOCTI, MPOrHO3yBaTW MOBEAiHKY 3/10BMUC-
HUWKIB i OLiHIOBaTM e(dEeKTUBHICTb 3aXUCHUX MeXaHi3-
MiB y peanbHoMy yYaci [5]. TpaauuiiHi meToamn aHanisy
3arpos, a came maTeMaTUYHe YM SIoTiIYHE MOAENIOBAHHSA,
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CTUKAOTbCA 3i 3HAYHUMWU TPYAHOLAMW Yepe3 CKAaa-
HiCTb | MiHAMBICTb KibepaTaK, Wo CNOHYKAE A0 PO3p0o6Ku
aJanNTUBHUX i IHTENeKTYaIbHUX MoAeNel, AK-0T rMnboke
HaBYaHHSA, areHTHO-OpiEHTOBaHE MOAEeNtoBaHHA, und-
poBi ABilHMKM Ta rpadoBi CTPYKTYpH [6].

MogentoBaHHs BiZirpae KA4oBYy posb y Kibepbes-
neui, HaZaAUYM MOXKAMBICTb AOCNIAHUKAM, iHXKeHepam
i daxiBusam i3 6e3neKkn BMBYATU MOBEAIHKY Mepex i cuc-
TeM Yy KOHTPONIbOBAHUX BipTyaNbHUX cepenoBuiax. Lie
[QE 3MOTy OLHIOBATU iXHIO MPOAYKTMBHICTb, ONTUMI-
3yBaTW KOH®irypauii, BUABAATU MOTEHLiHI BPa3nBO-
CTi Ta TecTyBaTu cTpaTerii 3axXMCTy LWe A0 PO3ropTaHHA
B peanbHMx ymoBax [7]. Kpim TOro, mogentoBaHHA
CNPUAE NPOAKTMBHOMY Nigxody A0 Kibep3axucTty, 3aB-
OAKM 4YOMY MOXKHA nepenbayaTv HOBI BEKTOpPWM aTak
i po3pobaATK cTpaTerii pearyBaHHA Ha HWUX. Y KOHTEK-
CTi 3pocTatoyoi CKNaaHOCTI Kibep3arpos i noABM HOBUX
TEXHOJOTiN, AK-OT iHTepHeT peyeli (loT), xmapHi obumc-
JIEHHA Ta KBAHTOBI TeXHOAOrIi, NOTPeba B KOMMIEKCHUX,
ribpuaHUX MoZensx, AKi NMOeAHYOTb nepesarum pisHUX
METOZIB, CTAa€ KPUTUYHO BaXK/MBOK. TAKUM YMHOM, PO3-
pobKa I iHTerpaLia nepefoBMX METOAIB MOAE/OBAHHSA
€ KNtYoBUMM a1a 3abe3neyeHHA CTiIMKOCTI Kibepcuctem
[0 HOBUX | HenepeabayvyBaHMX 3arpos, TOX Tema A0CAi-
[OYKEHHA € aKTyaNbHOH.

MNocraHoBKa npobnemu JocnigKeHHA

KnioyoBoto npobnemoto € obmexeHa 34aTHICTb
TPAAULINHUX METOAIB MOAENIOBAHHA, AK-OT MaTema-
TUYHE YU NIOTiIYHE MOZE/NI0BAHHA, BPaxoByBaTU AMHa-
Mi4YHY npupoay Kibep3arpos, NoBeaiHKy KOpMCTyBayiB
i CKNnaZHi B3aemog,ii B reTeporeHHnX MepexKeBunx cepeno-
BMLaxX. BogHouac cyyacHi nigxoam, a came MalLMHHe
HABYaHHA, areHTHO-OPiEHTOBAHE MOAENIOBAHHA UM UNb-
pOBi ABIMHWKM, X04a M NPOMOHYHOTb HOBI MOXK/IMBOCTI,
CTUKAOTbCA 3 BUKIMKAMW, NMOB’A3aHUMMU 3 BUCOKMMMU
obumcnoBaNbHUMN BMMOraMM, HEOBXiAHICTIO AKICHUX
OAHUX, BPA3/MBICTIO A0 3MarajbHUX aTak i HegocTaT-
HbO MPO30PICTIO pileHb. BiacyTHICTb yHiIBepcanbHOro
MmeToAy, AKNM 61 NoeaHYBaB NepeBarn pPisHUX Nigxoais,
YCKNAAHIOE CTBOPEHHA KOMMIEKCHUX | aianTUBHUX CUC-
Tem Kibepbesneku.

TaKMM YMHOM, BUHMKAE NoTpeba B cUCTEMATUYHOMY
aHanisi Ta NOPIBHAHHI TPAAULIMHMX i Cy4acHUX MeToAiB
MOAENOBaHHA, OLUiHLI IXHbOI epEeKTUBHOCTI, BUAB/EHHI
MOXMBOCTEN CUHEPril Ta BM3HAYEeHHI NepcrnekTUBHUX
HaNpPAMIB PO3BUTKY A/1A MiABULLEHHA CTIMKOCTI Kibep3a-
XWUCTY B YMOBAX 3pOCTatO40i CKNaAHOCTI 3arpos.

3 02n140y Ha suweHasedeHe Memoto Ubo2o 00C/li-
O0X(eHHA € HafaHHA AEeTaNbHOr0 KOMMApaTUBHOMO aHa-
Ni3y MeToAiB i TEXHOOri MOAENtOBaHHS, 3aCTOCOBHMX
y Kibepbesneui, 3 aKUEHTOM Ha iXHIO eQpEeKTUBHICTD,
cdepn BUKOPUCTAHHA Ta NOTeHLian iHTerpauii.

LOnAa [oCArHEHHA L€l MeTU CUMCTeMaTU30BaHO Tpa-
OMUIMHI  Ta cyyacHi nigxoau, nNpoaHani3oBaHO iXHi

https://doi.org/10.32782/2786-9024/v3i5(37).344520

0Cc06/1MBOCTI, NPOBEAEHO NOPIBHAMBbHY OLLiHKY Ta BU3Ha-
YeHO K/I0YOBI BUK/IMKU 11 MEPCTNIEKTUBU PO3BUTKY.

Martepianu Ta meToau AOCNiAXKEHHA

LocnigeHHA 30cepeayKeHo Ha NOPIBHAHHI MeToAiB
MoZleNltoBaHHA B KibepbesneLi, BUKOPUCTOBYOUM Hay-
KOBi Ny6iKaLyii, TEXHIYHI 3BiTW 1 OrNaaM 3 aBTOPUTETHUX
oxepen, a came Nature, Springer, MDPI, arXiv, a TakoX
maTepianu opraHisauii, 3okpema XM Cyber i Picus
Security, no 2025 poKy. AHanis oxonue nitepaTypy Npo
MaTeMaTU4yHe, /oTiYHe, CUMYAALiNHE, areHTHO-OPiEH-
TOBaHE MOAENOBaHHA, UMPPOBI ABIMHUKK, MaLUMHHE
HaBYaHHSA, Teopito irop, rpadosi Moaeni Ta BENMKI MOBHI
mogeni. Kecu 3actocyBaHHA, AK-oT Purdue-mogens,
dperimBopk AMM, nnatpopmm BAS (SCYTHE, AttacklQ)
i rpadosi iHcTpymeHTn (Neodj, Maltego), ctanu ocHo-
BOI AN1A OLiHKN NPAKTMYHOI peanisauii meTogis.

[ns aHanisy 3acTocoBaHO PpyHAAMEHTasIbHI Ta Npu-
KNagHi metoan. AHanis i CMHTE3 AONOMOI/IN CUCTEMATU-
3yBaTU XapaKTEPUCTUKM METOAIB, NOPIBHANbHUIA aHani3
3iCTaBMB TPaAMLiNHI Ta HOBITHI niaxoan 3a edeKTus-
HicTiO, mMacwTaboBaHIiCTIO M aganTUBHICTIO, @ CUCTEM-
HUI nigxig posrnsgaB MeToAM SK B33aEMOMNOB’A3aHi
enemeHTU Kibepbesnekn. Ornag nitepatypu Ta Knacudi-
Kalia meToAiB Aanuv 3mory 3ibpatv gaHi Npo npuHUMNn
po60TH | NPUKNAAN 3aCTOCYBaAHHSA, TOAI AK NOPIBHANbHA
OUiHKa, 30Kpema BAS npotu TecTyBaHHA Ha MPOHUK-
HEHHSs, BUABMAA TXHI CUNbHI Ta cNabKi cTOpoHWU. AHanis
Keicis (Hanpuknag, BukopuctaHHs CrowdStrike ana
MaLlIMHHOro HaB4YaHHA Y GALLIUM APT gns areHTHoro
MOZe/IOBaHHSA) LONOBHUB AOC/IAKEHHS.

MeTogonoriyHo gocnigxKeHHs 6asyBanocs Ha 06’ek-
TUBHOCTI 1 HayKOBili [0CTOBIPHOCTI, BUKOPUCTOBYHOYM
NPOrpamMHi iHCTPYMEHTU ANA cucTemaTmnsauii nitepatypm
(Mendeley, Zotero) Ta 06pobku TekcTiB. MoeaHaHHA
byHOAAMEHTANIBHUX METOZiB, 30KpemMa abcTparyBaHHA
ONA BUAINEHHA KNOYOBUX aCMekTiB, i3 NPUKAAgHUMMU,
AK-OT aHani3 Kelicis, 3ab6e3neuynno ujinicHe Po3yMiHHA
MeToaiB moaentoBaHHsa. OcobnuBy yBary npuaineHo
CMHeprii NiaxoAis, WO € OCHOBO ANA CTBOPEHHA ajan-
TUBHUX CUCTEM Kibep3axmcTy.

AHani3 meTogiB i TeXHONOri MoaentoBaHHA
MopgentoBaHHA B Kibepbesneui nepenbayae cTBO-
peHHA dopManbHUX abo BipTyaNbHUX NpeacTaB/ieHb
KOMM'OTEPHUX | KibepdisnuHMx cuctem Ona aHanisy
3arpo3, MPOrHo3yBaHHA PU3MKIB i OL,iHKM 3aXMCHMX 3aX0A4,iB
[8]. TpagmuinHi meToaM, AK-OT MaTeEMATUYHE, iEpapXiyHe
Ta floriyHe MogentoBaHHA, 6asyoTbcAa Ha dopmanisauii
6€e3neKoBUX BNAaCTUBOCTEN Yepes MaTeEMATUYHI CTPYKTYpU
[9], Toai sK cydacHi niaxoau BMKOPWUCTOBYIOTb 0BUMC/IO-
Ba/IbHi eKCNEePUMEHTHM Ta iHTeNeKTyanbHy 06po6Ky AaHMX
ONA BIATBOPEHHA NOBEAIHKM CKNALHUX CUCTEM.
Mamemamuy4He MoOeno8aHHA 3aCTOCOBYE piB-
HAHHA, MMOBIPHICHI Mogeni, Teopito rpadis, Teopito irop
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i audepeHUianbHi PiBHAHHA A1A ONUCY CUCTEM i 3arpos
[10]. Hanpuknag, y apocnigxeHHi Cydi Ta Anbcynami
3anponoHoBaHO GPENMBOPK, WO MOEAHYE X>-TeCTH,
6a€eciBCbKMI aHaNi3 i KNAaCTepPHUI aHanNi3 g5 BUABAEHHA
CTaTUCTUYHUX 3aKOHOMIpHOCTel y KibepaTakax [4]. Lli
mozeni 3abe3nevyroTb BiATBOPIOBAHI pe3y/bTaTy, AatoTb
3MOry 3aCTOCOBYBATM aHaNITUYHI meToan ansa o6pobku
BE/IMKUX JaHUX | € macluTaboBaHUMM, ane iXxHA ebeKTmB-
HiCTb OOMEKYETHCA CMPOLLEHHAM peasbHUX YMOB, WO
irHOpYe NOBEAiHKY KOPUCTYBaYiB UM AMHAMIYHI 3MiHHI,
a TaKOX CKNafHicTio peanisauii [11-12]. MatemaTuyHi
MoAeNi BUKOPUCTOBYHOTbCA AJ1A MPOrHO3yBaHHA BTOpP-
rHeHb, aHani3y CTpaTerin «3aXMCHUK — aTaKylounin» 3a
[0MOMOro0 Teopii irop i cumynauii NOWMPEHHA WKiA-
JIMBOrO NporpamHoro 3abesneyeHHs Yepes andepeHLi-
anbHi piBHAHHA [13].

Mepexoaaun po iepapxidyHux modeneli, BapTo 3a3Ha-
YUTM, LLLO BOHW CTPYKTYPYIOTb CUCTEMU Ha BaraTopiBHEBI
niACUCTEMM 3 PiI3HUMU PIBHAMM KOHTPOJILO, AK, Hanpu-
Knag, Purdue-mogenb gnsa nNpomMMUCAOBUX CUCTEM, WO
pPO34iNA€E Mepexy Ha pPiBHI BiA NOMbOBMX MPUCTPOIB
0O KoprnopatuBHOi iHdpacTpykTypu [14]. Takuii nia-
XiZ, CNpOLLY€E PO3MeXKyBaHHA AOCTYNy, CNPUAE BNPOBa-
OXKEHHIO NPUHLMNIB «3aXMUCTy B rMBUHY» i 3abe3neuye
NpO30pPIiCTb apXiTEKTypWU, ane MOXKe He BpaxoByBaTu
CKMIAZAHY ANMHAMIKY MiXK PiBHAMM, LLO YCKIALHIOE Moae-
NIOBAHHA KOMMNIEKCHMX aTaK, a »KOPCTKI MeXi MOXKyTb
3HMKYBATU THYYKicTb cuctemun [15-16]. lepapxiuHi
Mogaeni, 30KpemMa AepeBa aTak, TAKOXK [at0Tb MOMK/U-
BiCTb pO36UTW CKNaAHi 3arpo3m Ha nigsagadi, Wwo noner-
LWye ixHil aHani3 [16].

JloeiyHi modeni, abo popmanbHi Memoou, 6asytoTbeA
Ha CTPOrMX MaTeMaTU4YHMX MNigxodax, AK-OT MpouecHa
anrebpa um popmanbHa norika [9]. Hanpuknag, Mitep
PaliaH 3acTocyBaB ¢opmaniam CSP ana moaentoBaHHsA
Bumor 6e3snekn [10]. 3aBASKM UMM METOAAMM MOXKHA
BepudikyBaTM 6e3neKoBi BAACTUBOCTI CUCTEMM, BUSAB-
NATU cynepeyHocTi Ta 3abe3nevyBaT¥ O4HO3HAYHI cre-
umdiKauii, wo € ocobaMBO LiHHMM A8 NepeBipKM Kpun-
TorpadiyHMX MPOTOKO/IB Yepes iHCTpymeHTH ProVerif
abo Tamarin, a TakoX Ans dopmanisauji BracTMBocTei
b6esnekn 3a gonomoroto mosBu Event-B i nnatdopmu
Rodin [9, 15]. MpoTe iXHA CKNaAHICTb 06MeEKYE BUKOPU-
CTaHHA Y BEJIMKUX CUCTEMAX, @ iITHOPYBaHHA NOACHKOTO
dakTopa M HepopmanbHUX MpoLeayp 3HUKYE MpaK-
TUYHY LiHHICTb [9].

CyyacHi memoou MoOesnto8aHHsA, Ha BiAMIHY Bifg
TPAAMLIAHMX, CIMPAOTLCA Ha 0BUYUCOBaNbHI ekcnepu-
MEHTU Ta iHTeNeKTyanbHy 06pobKy AaHux [8]. Cumynsa-
LiMHI Moaeni BiATBOPHOIOTb MOBEAIHKY CUCTEMU Y BIpTY-
aNlbHOMY CepefoBULLI, Aal4M MOXKAUBICTb TECTyBaTU
cueHapii 6e3nekn 6e3 pUsMKy ANA peanbHUX pecypcis
[7]. BoHKn BUKOpUCTOBYIOTbCA B KibepnoniroHax, mepe-
KeBux emynAatopax, AK-oT OMNeT++ i ns-3, a Takox
y Mmogenax enigemionorii kibepatak, Hanpuknag CICEL
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ana Komn’totepHux Bipycie [18]. Cumynsauisa aTtak imi-
TYE peanbHi 3arpo3v ANA OLIHKM 3aXUCHUX MeXaHi3-
MiB, CNPUAIOYM TPEHYBaHHIO daxiBLiB i OUiHLi NONITMK
6e3nekun [17]. TOUHICTb TaKUX CUMYAALIA 3aN1EXUTb Bif,
AKOCTI MoZAeni, ane BOHU MOXYTb He BPaxoBYyBaTK BCiX
peanbHUX GaKTopiB, WO iHOAI CTBOPIOE XMbHe BiavyTTA
6e3neku [7]. Hanpuknag, nnatdopma Hoxhunt npono-
Hye cumynauii GiwnHry ana nigsuweHHAa obisHaHoCTi
npauisHukiB [19]. Mnatdopmu BAS 3abesneuytotb Hes-
nepepeHy aBTOMATU30BaHy MepPeBipKy CTaHy 6e3nekw,
imiTytoun TakTMKM MITRE ATT&CK, BMABAAKOYM CAabKi
MmicLA Ta Hagaun pekomeHaadii [20]. na nopiBHAHHA:
ynpasniHHA Bpasnaunsoctamu (VM) igeHTMdiKye Ta npio-
PUTK3YE BifLOMI BPa3/aMBOCTI 32 JONOMOrOH aBTOMAaTH30-
BaHMX CKaHepiB, TeCTyBaHHA HA MPOHUKHEHHA Nepeaba-
Ya€E PYYHWUM i IHCTPYMEHTAZIbHUI aHani3 ANa BUABNEHHSA
eKcnayaToBaHMX BPa3nMBOCTeEN, a BAS nponoHye 6e3ne-
pepBHY Banifau,ito B peasbHoMy Yaci [21-23]. VM 3abes-
neyye LWMPOKe MNOKPUTTA, a/ie MOXKe [aBaTu XUOHI cnpa-
utoBaHHs, Pentesting nponoHye rnnMbokuiA aHanis, ane
€ NepioguYHMM i YacosaTpaTHUM, Togi AK BAS Bupi3HA-
€TbCA MACLITAabOBaHICTIO M EKOHOMIYHOIO ePEKTUBHICTIO,
X0ua 3a/1eXKUTb Bif, aKTyanbHOCTI 6ibnioTekn 3arpos. MNpo-
BigHMMU BAS-nnatdpopmamm e SCYTHE, Google Mandiant,
Cymulate, AttacklQ, SafeBreach, Picus Security, FourCore
ATTACK, Pentera, XM Cyber i SnapAttack [23].

AeeHmHo-opieHmosaHe modentosaHHA (ABM) npen-
CTaBNAAE CUCTEMY AK CYKYMHICTb aBTOHOMHMX areHTiB, WO
B33aEMOiOTb MiX coboto Ta i3 cepegosuem [24, 44].
Len nigxia aae 3mory mogentoBatn 6opoTbby mixK aTa-
KYIOUMMM Ta 3aXMCHUKaMK, AK y Keici GALLIUM APT, ge
3aXMCHWMKKW, HaB4YeHi 3a gonomoroto HaraToareHTHOro
HaBYaHHA 3 MiAKPINJEHHAM, NiABULLYIOTb edeKTUB-
HicTb [26]. ABM TaKoX edheKTUBHO aHasli3ye NOLWNPEHHA
WKiAAMBOrO NporpamHoro 3abesneyeHHs, BPaxoByHOUM
JIOKa/NIbHY MepeXKeBy CTPYKTypy Ta MOBinbHICTb Kopuc-
TyBauiB, AK y ¢pelimBopky AMM [25, 27]. Mogeni ABM
3abe3nevyloTb AeTasibHUI aHani3 B3aeEMOAiM, AatoTb
3MOry HanawTyBaTW Mpasuaa 3 peasbHUMMU napame-
TpamMu Ta BUABAATU BPaA3aMBI Tononorii, ane notpebyoTb
3HAYHUX 0BYMCNIOBANbHUX Pecypcis, TpuBanoi Bepudi-
Kauii Ta AKICHUX AaHWUX ANA TecTyBaHHA [25].

Hugposi 0siliHUKU CTBOPIOIOTb BipTyanbHi Konii
peanbHUX CUCTEM i3 CMHXPOHI3aLiE AaHMX Yy peanb-
HOMY 4aci, Oal4YM MOXKAUBICTb TecTyBaTM 3MiHM 6e3
BNAMBY Ha ¢i3ndHy iHbpacTpykTypy [2]. Hanpuknag,
Purdue University cninbHo 3 Boeing po3pobunn unod-
pPOBUIA ABIMHUK aBiaUiHUX CUCTEM AN MOAE/OBAHHA
6opToBUx Mepex [2]. Lii mogeni 3abe3nevytoTb geTasibHY
CUMYAALiO, NPOAKTUBHUI MOHITOPUHT aHOMAIN | MOXK-
NIUBICTb TpPeHyBaHb, afie iX po3pobKa € pecypcomicT-
KO0, @ BiACYTHICTb CTaHAAPTIB i Bpa3MBicTb naatdopm
YCKNaAHOTb MacluTabyBaHHA [2, 28].

Moodeni Ha OCHO8i WMy4YyHO20 iHMenekmy,
30Kpema mawmnHHoro (ML) i rmbokoro HaB4yaHHsA (DL),
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BMKOPWUCTOBYIOTb JaHi ANA NPOrHO3yBaHHA Ta BUAB-
NleHHsA 3arpo3s [3]. ML 3acTocoBY€eTbCA A/15 aHaNi3y mepe-
eBoro Tpadiky, BUABNEHHA LaxpancTBa Ta NPOrHo3y-
BaHHA aTak, BMKOPWCTOBYIOYM Taki mogeni, Ak Support
Vector Machines (SVM), Decision Trees, Random Forests,
K-Nearest Neighbors (KNN) i Naive Bayes [29]. Hanpu-
knag, CrowdStrike aHanisye gaHi KiHLEBUX NPUCTPOIB,
a Montimage susBnsae ataku tuny Cache Poisoning [30,
31]. ML-mogeni BMPIi3HAKOTbCA LWBWUAKICTIO, TOYHICTIO
M afanTuBHICTIO, ane noTpebyloTb NepeHaBYyaHHA 3a
3MiHM YMOB i Bpa3/MBi A0 3maranbHux aTak [12]. Nosc-
HioBaHui LI (XAl) € BaXKAMBUMM A/ NiABULLEHHS NpPO-
3opocTi piweHb ML [12]. DL, sk po3wupeHHa ML, edek-
TUBHO 0b6pobnsfe BenuKi Habopu JaHWX, aBTOMATUYHO
BWJIy4alOuM O3HAKW, i 3aCTOCOBYETbCA AN BUABNEHHA
WKigAMBOrO NporpaMHoro 3abesneyeHHsa Ha naathop-
max Windows, Linux i Android yepe3s moaeni MLP, RNN,
LSTM, GRU, CNNs, ResNet, GANs i GNNs [32]. DL Tako
BUKOPUCTOBYETLCA A5 BUABNEHHS BPA3/IMBOCTEN Y KOA
yepes WicTb ¢a3: Nnobyaosa Habopy AAHWUX, BUSHAYEHHS
rPaHyNAPHOCTI BPa3/IMBOCTENM, NpeacTaBleHHA Koay,
NPOEKTYBAHHA MOZENI, OLiHKa NPOAYKTUBHOCTI Ta BNpPO-
BagKeHHs [33]. OgHak DL-mogeni cTuKatoTbes 3 npobie-
MamM MepeHaBYaHHA, BMCOKMMMK OOBYMCNIOBASIbHUMMU
BMMOramm, HU3bKOK MOACHIOBAHICTIO Ta BPa3/MBICTIO
00 3MaranbHux aTak [32]. Ana nopisHAHHA: Naive Bayes
ebeKTUBHUI AN1A BEIMKUX AaHUX i LUBUAKOTO BUABIEHHA
Cnamy, ajsie MA€E HU3bKY TOYHICTb Yy CKNAAHUX CLEeHa-
piax; Decision Trees 4iTKi Ta 3po3ymini, ane obmeskeHi
B y3arasibHeHHi; Random Forests cTiliki go wymy, ane
3anexatb Big gaHux; KNN edpeKTMBHUIN ans aHOManii,
ane obmexkeHuit B 0bpobui neBHMX TUNiB gaHux; SVM
06po6nsie 6araToBMMIpHI AaHi, afie 3a1eXKnTb Bif, xapakK-
Tepuctuk aaHux; DL-mogeni (VGG, ResNet, Inception)
BUABNAIOTb CKAALHI MAaTEPHK, asie MatoTb BUCOKI obunc-
NtoBanbHi BUTPaATK; Extra Trees BUPI3HAOTbCA TOYHI-
CTIO, aNe TaKOX 3anexatb Big gaHux [34]. Yci ui mogeni
noTpebyroTb AKICHUX AaHWX, YAaCcTOro MepeHaBYaHHA Ta
CTIMKOCTi 40 3MarasbHMX aTak.

Teopis i2op aHani3ye cTpaTeriyHy B3AEMOLII0 MiX
3/I0BMUCHUKAMM Ta 3aXMCHWKaMM, 3aCTOCOBYHUUCH
ONA ONTMMI3aLLT cMCTEM BUABNEHHA BTOPrHEHb, aHani3y
APT, 3aXuCTy 3 pyXOMOI0 LA 1 0BMiHy iHbopMaLiieto
npo 3arposu [35]. Llel niaxia 3abe3nevye matemaTUyHO
06rpyHTOBAHI pilLEeHHSA, BPaxoBYOUYM peaKLil 3/10BMUC-
HUKIB Ha 3aXMCHIi NONITUKK, ane 0BMENKeHUI NPUNYLLEH-
HAMM NPO MOBHY iHGOPMALiO Ta CKAALHICTIO Bpaxy-
BaHHA HEBM3HAYEHOCTI.

MpadoBi moaeni, AK-0T rpadu 3HaHb, rpadu aTak i rpa-
¢doBi HerpoHHi mepexki (GNNs), KoaytoTb B3aEMO3B’A3KM
MiXK CYTHOCTAMM ANA aHanisy 3arpo3 [8]. Mpadu 3HaHb
NpeacTaBAAOTb CYTHOCTI AK BY3/IM, @ BIGHOCUMHM — fAK
pebpa, ebeKTUBHO BUABAAIOYM aHOMAaii Ta 36arauyroun
Kibeppo3BiaKy, ase noTpebytoTb GinbTpaLii HaaaULWKo-
BOi iHbopmauii [36]. Mpadu aTak Bi3yanisytoTb LAAXM
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aTaku, CNPUAKOYM NpiopUTM3aLii pU3KKIB, | NiaTPUMY-
I0TbCA iHCTpyMeHTamMK, a came PuppyGraph, Neo4j,
OWASP Amass, Maltego i Linkurious [8, 37]. GNNs moae-
JIIOIOTb CKNAAHI 3a/1€XKHOCTI, NiABULLYIOYM eDEKTUBHICTD
CUCTEM BUABNEHHA BTOPrHEHb i aHani3y Bpas3nmMBoCTei
[38-39].

Benuki moBHi mogeni (LLMs) BUPi3HAIOTLCA KOHTEK-
CTyaZlbHUM PO3YMIHHAM i reHepaLjielo NtogMHoNoAibHOro
TEKCTY, 3aCTOCOBYHOUYUCH AN1A BUABJIEHHA BPA3/IMBOCTEN,
aHanisy WKiaAMBOro MporpamMHoOro 3abesneyvyeHHs,
oiwmnHry, BebdassuHry, 36arayeHHA Kibeppo3BiaKM,
MOLUYKY 3arpo3 i MoAeNtoBaHHA 6araTtoareHTHUX CUCTEM
Yy CUMYAIALIAX pearyBaHHA Ha iHunaeHTn [40-42]. MpoTte
iXHA HEeHaAiMHICTb, HEeNOCNILOBHICTb | HeAOCTAaTHE Kani-
6pyBaHHA 0OMEKYIOTb BUKOPUCTAHHSA B KPUTUYHMX CLLe-
Hapisx [43].

O6roBopeHHA Ta
BOCnigXeHHA

EdekTMBHICTb MogentoBaHHA B Kibepbesneui 3ane-
YKUTb Bif, iHTEerpau,i pisHMX MeToAiB, WO AA€ 3MOTY KOM-
neHcyBaTn ixHi obmerkeHHA. Hanpuknag, noeaHaHHA
rpadoBUX HEMPOHHUX MepPEeX i3 MUOOKMM HaBYAHHAM
NigBMLLYE TOYHICTb BWABJMIEHHA aTaK, a BEAMKIi MOBHI
mozeni 36arayytotb rpadu 3HaHb A4A aHaAni3y 3arpos.
CumynAauinHi cepenosmuia, 3okpema BAS, aatoTb MoXK-
NMBICTb TeCcTyBaTW CTpaTerii, BUBEAEHI 33 AONOMOrow
Teopii irop YM areHTHO-OPIEHTOBAHOrO MOAENIOBAHHA,
Yy AMHamiyHMX ymoBax. PopmanbHi meTogm 3abesne-
YyloTb BepudiKaLilo KPUTUYHUX KOMMOHEHTIB, ToAi AK
MALUMHHE HaBYaHHA W CUMyAALii BUABNAIOTb Henepea-
6aueHi 3arposu. LLUTy4yHMIA iHTENEKT Bigirpae ponb iHTe-
rpytoUOro eemeHTa, aBTOMaTU3YUM aHani3 i nigsuLy-
UM afanTUBHICTL mogeneit. [ina sBubopy meToais chif,
BpaxoByBaTH creuunoiky 3aBgaHb: MMOOKe HaBYaHHA
i GNNs nigxogaTb ONA BWABNEHHA CKAA4HMX 3arpos,
Teopia irop i ABM — pnAa ctpaTeriyHoOro niaHyBaHHA,
BAS i TecTyBaHHA Ha NMPOHUKHEHHA — ANA OLiHKW CTil-
KOCTi, dopmanbHi MeToan — ANA KPUTUYHUX CUCTEM,
a LLMs — ana aBTomaTtum3auii aHanisy tekcty. ManbyTHi
OOCNIAXEHHR cNig 30cepeanTy Ha PO3BUTKY TiBpUAHMX
MoZieNel, Wo iHTerpyloTb MallMHHE HaBYaHHA, areHT-
HO-OpiEHTOBAHE MOAENtOBAHHA Ta GOpPManbHi MeToau,
a TaKOX Ha BAOCKOHaseHHi noscHioBaHoro W ana nig-
BULLLEHHA MPO30POCTi pilleHb. BaXnMBrMmmM Hanpamamm
€ CTiMKiCTb mopener [0 3MaranbHUX aTaKk, MoAento-
BaHHA HEBM3HaYeHOCTi B Teopii irop i ABM, niasuweHHA
peaniamy cumynsLiid 4yepe3 AKiCHI Habopu AaHMX,
A TAaKOX BUPIWEHHA eTUYHUX NMUTaHb, AK-OT ynepeaxe-
HicTb MoZenel i KoHIAEeHLINHICTb aHUX.

nepcnekTusun PO3BUTKY

BucHoBKkM

LocnigKeHHA KOMMapaTMBHOrO aHanily MeToAiB
MOZLe/Il0BaHHA B KibepbesneLi nokasano, Wwo edeKkTUBHe
NPOTUCTOAHHSA CKNAAHUM | AMHAMIYHMM Kibep3arposam
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notpebye KOMMNIEKCHOrO NiAXoady, AKMN MOEAHYE Tpa-
OMUINHI Ta iHHOBALiMHI MeToaW. 3a pe3ynbTaTamMu CUC-
TemaTmsauii Ta NOpPiBHAHHA NiAX0A4iB BCTAHOBAEHO, LLO
MaTemMaTUyHe Ta NoriYHe MoaentoBaHHA 3abe3neyyoTb
dopmanbHy OCHOBY ANA aHanily 6esneku, ane makoTb
0bOMEXKEeHHs B yMOBAx AMHaMIYHWUX cLeHapiiB yepes
CNPOLLEHHA peanbHUX B3AEMOAiN. CUMYNAUiINHI Tex-
Honorii, 3oKkpema BAS, BuaBunuca epekTMBHUMM ANA
NPOAKTUBHOI OLIHKM 3aXMCHMX MexaHi3miB, 3abesne-
yytoumn 6esnepepsHy Banifauito Ta BUABNEHHS CNabKmx
Miclb. AreHTHO-OpPiEHTOBAHE MOAENIOBAHHA Ta LNdpPOBI
OBIMHMKM NPOAEMOHCTPYBaAW 34aTHICTb BiATBOPIOBATU
CKNagHi B3aeEmMog,ii B reTeporeHHnx CMcTemax, Xxo4va ixHe
BMPOBAZKEHHA YCKNAAHEHE BUCOKMMW obYuMcntoBab-
HUMW BUMOTaMu.

MeToau WTYYHOrO iHTEeNEKTY, AK-OT MaLLMHHE Ta M-
6OKe HaBYaHHSA, MOKA3a/IM BUCOKY TOYHICTb Y NPOrHO3Yy-
BaHHIi Ta BUAB/IEHHI 3arpos, ane ixHa epeKTUBHICTb 3a/e-
YKUTb BiZ, AKOCTI AAaHUX | Bpa3nMBa A0 3MarajibHUX aTak.
Teopis irop i rpadoBi mogeni, BKAOYHO 3 rpadamm 3HaHb
Ta rpadoBMMM HEMPOHHUMU MeperKamm, 3abesneyyoTb
CTPATEeriYHUM i KOHTEKCTYa/lbHUIM aHani3, fatouun 3mory
BUABNATU NPUXOBAHI LWWAAXM aTaK i ONTMMI3yBaTU 3aXMCHI
cTpaTerii. Benuki moBHi moaeni BigKpMBalOTb nepcnekx-
TMBW ANA aBTOMaTM3auii Kibeppos3BigKuM, ogHaK ixHA
HEHaZiMHICTb Y peanbHUX CLeHapisx noTpebye foaaTko-
BOrO KanibpyBaHHs.

OcHOBHUM pe3yanbmamom 00cniOxnceHHsa € niomeep-
O0x(eHHA, WO iHTerpauia pisHUX MeToAiB MoAeNtoBaHHA
[Q€E 3MOry KOMNEHCYBaTU iXHi iHAMBIAYaAbHI HEeAONIKK,
CTBOPHOKOYM THYUKI 1 afanTuBHI cuctemm kibepbesneku.
30Kpema, NoegHaHHA rpadoBUX Moaenei i3 rmnboknum
HaBYaHHAM, CUMYAALIN i3 Teopieto irop Ta popmanbHUX
METOAiB i3 MalUMHHMM HaBYaHHAM 3abe3nevye cuHep-
rito, WO nNigBUWYE 3aranbHy eQpeKTUBHICTb 3axucTy.
LocnigKeHHA TaKoX BU3HAUM/IO KNHOUOBI BUKIMKM, AK-OT
notpeba B noscHoBaHomy LU, cTiikocTi 40 maHinynauin
i peaniami cMmynAUii, WO OKPeCcNoTb NepCneKkTUBHI
HaNpPAMM NOAANbLIOIO PO3BUTKY LIbOTO AOCNIAKEHHA.

KoHdniKT iHTepecis

ABTOPW AEKNAPYIOTb, WO HE MatoTb KOHPAIKTY iHTe-
peciB CTOCOBHO LbOro AOCAIAXKEHHSA, Y TOMY UMCAi PiHaH-
COBOTO, OCOBMCTICHOrO XapaKTepy, aBTOPCTBA UM iHLWOro
XapakTepy, WO Mir 6u BNAMHYTU Ha AOCANIAMKEHHA Ta
10ro pesynbTaTu, NpeacTaB/eHi B Uil CTaTTi.
®iHaHCcyBaHHA

LocnigKeHHA
NiATPUMKN.
JAoCTynHicTb gaHux

PyKonuc He ma€ NoB’A3aHNX AaHWX.

nposogunocs  6e3  ¢diHaHcoBOi
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COMPARATIVE ANALYSIS OF MODELING METHODS
AND TECHNOLOGIES IN CYBERSECURITY

Vladyslav Kravchuk, Tatiana Altukhova, laroslav Dorohyi

The cybersecurity landscape is characterized by
high complexity and dynamism, necessitating advanced
modeling methods for threat analysis, risk prediction,
and evaluation of protective measures. This article
presents a detailed comparative analysis of traditional
and contemporary modeling approaches in cybersecurity,
including mathematical, logical, and hierarchical
modeling, attack simulations and Breach and Attack
Simulation (BAS), agent-based modeling, digital twins, as
well as methods based on machine learning, deep learning,
game theory, graph structures, and large language
models (LLMs). Each method is examined in terms of its
operational principles, key advantages, limitations, and
practical applications. Particular attention is given to
the synergy and complementarity of these approaches,
which are critical for developing comprehensive and
adaptive cybersecurity systems. Traditional methods,
such as mathematical modeling, provide a formal basis
for analysis but may oversimplify real-world scenarios.
Contemporary approaches, including machine learning
and digital twins, enable the processing of large data
volumes and modeling of complex dynamic interactions,
though they require significant computational resources
and accurate data. Game theory and graph models
offer strategic and contextual analysis, while large
language models open new possibilities for automating
threat analysis, despite their reliability limitations.

https://doi.org/10.32782/2786-9024/v3i5(37).344520

The integration of these methods forms the foundation
for hybrid solutions that mitigate the shortcomings of
individual approaches, enhancing overall protection
efficacy. The article also highlights challenges related
to computational complexity, uncertainty, and ethical
considerations, and outlines future directions, such
as improving explainable Al resilience to adversarial
attacks, and simulation realism.

Keywords:  cybersecurity, modeling, — machine
learning, digital twins, graph models, attack simulation.

REFERENCES

[1] S.A. Sharaf, M.A.A. Al-qaness, M.A. Alghamdi, A.S. Alqa-
htani, A.M. Alshahrani, “Advanced mathematical model-
ing of mitigating security threats in smart grids through
deep ensemble model,” Sci. Rep., vol. 14, no. 23069, Oct.
2024. DOI: 10.1038/s41598-024-74733-6. [Online]. URL:
https://surl.lu/umzyfz. Accessed: 15 Jun, 2025.

[2] M. Homaei, O. Mogollén-Gutiérrez, J. Carlos Sancho,
M. Avila & A. Caro, “A review of digital twins and their
application in cybersecurity based on artificial intelli-
gence,” Artif. Intell. Rev., vol. 57, no. 201, Jul. 2024. DOI:
10.1007/s10462-024-10805-3. [Online]. URL: https:/
surl.li/asmirk. Accessed: 15 Jun, 2025.

[3] I. Vourganas, A.L. Michala, “Applications of machine
learning in cyber security: A review,” J. Cybersecurity
Privacy, vol. 4, no. 4, pp. 972-992, Dec. 2024. DOI:
10.3390/jcp4040045. [Online]. URL: https://surl.li/vdlxkl.
Accessed: 15 Jun, 2025.

[4] F. Sufi and M. Alsulami, “Mathematical modeling and clus-
tering framework for cyber threat analysis across indus-
tries,” Mathematics, vol. 13, no. 4, p. 655, Feb. 2025. DOI:
10.3390/math13040655. [Online]. URL: https://surl.li/fgr-
jnf. Accessed: 15 Jun, 2025.

[5] Y. Miao, L. Pan, et al., “Machine learning based cyber
attacks targeting on controlled information: A survey,”
arXiv:2102.07969, Feb. 2021. [Online]. URL: https://surl.
li/hmyhes. Accessed: 15 Jun, 2025.

[6] J. Vitorino, 1. Praga, E. Maia, L. Sousa, and S. Jardim, “A
Comparative Analysis of Machine Learning Techniques
for IoT Intrusion Detection,” arXiv:2111.13149, Nov.
2021. [Online]. URL: https://surli.cc/vlcuxu. Accessed:
15 Jun, 2025.

[7] H. Kavak, J.J. Padilla, D. Vernon-Bido, S.Y. Diallo, R. Gore,
and S. Shetty, “Simulation for cybersecurity: State of the
art and future directions,” J. Cybersecurity, vol. 7, no. 1,
p- tyab005, Mar. 2021. DOI: 10.1093/cybsec/tyab005.
[Online]. URL: https://surl.lu/crguxz. Accessed: 15 Jun,
2025.

[8] XM Cyber, “Seeing what attackers see: How attack graphs
help you stay ahead,” Jan. 2025. [Online]. URL: https://
surli.cc/dfwcym. Accessed: 15 Jun, 2025.

[9] S. Chong, J. Guttman, A. Datta, A. Myers, B. Pierce,
P. Schaumont, T. Sherwood, N. Zeldovich, “Report on
the NSF Workshop on Formal Methods for Security,”

Copyright © 2025, OTA.



ObuncnioBasibHa TEXHIKA Ta aBToMaTU3aL,inA

T3. Ne5(37)'2025

arXiv:1608.00678, Aug. 2016. [Online]. URL: https://surl.
gd/sgreyr. Accessed: 15 Jun, 2025.

[10] P.Y.A. Ryan, “Mathematical Models of Computer Security,”
in Foundations of Security Analysis and Design (FOSAD
2000), vol. 2171, Lecture Notes in Computer Science,
R. Focardi and R. Gorrieri, Eds. Berlin, Germany: Springer,
2001, pp. 1-62. DOTI: 10.1007/3-540-45608-2_1. [Online].
URL: https://surl.li/egghjf. Accessed: 15 Jun, 2025.

[11] E.S. Passino, N.M. Adams, E.A.K. Cohen, M. Evangelou,
and N.A. Heard, “Statistical Cybersecurity: A Brief Dis-
cussion of Challenges, Data Structures, and Future Direc-
tions,” Harvard Data Science Review, vol. 5, no. 1, Mar.
2023. DOI: 10.1162/99608192.240383c7. [Online]. URL:
https://surli.cc/foscla. Accessed: 15 Jun, 2025.

[12] P. Mahadevappa, S.M. Muzammal, and R.K. Murugesan,
“A Comparative Analysis of Machine Learning Algo-
rithms for Intrusion Detection in Edge-Enabled IoT Net-
works,” arXiv:2111.01383, Nov. 2021. [Online]. URL:
https://surl.li/zwaisx. Accessed: 15 Jun, 2025.

[13] K. Mohamed, “Machine learning techniques to address
cybersecurity,” arXiv:2302.12415, Feb. 2023. [Online].
URL: https://surl.lu/tdmavn. Accessed: 15 Jun, 2025.

[14] D. Garton, “Purdue model framework for industrial con-
trol systems & cybersecurity segmentation,” U.S. Dept.
Energy/National Petroleum Council, Topic Paper 4-14,
Jul.  2019. [Online]. URL: https://surli.cc/fmkjby.
Accessed: 15 Jun, 2025.

[15] I. Sayar, N. Messe, S. Ebersold, and J.M. Bruel, “From
What to How: A Taxonomy of Formalized Security Prop-
erties,” arXiv:2505.14514, May 2025. [Online]. URL:
https://surl.lu/nwovtz. Accessed: 15 Jun, 2025.

[16] Wikipedia, “Attack trees,” Jan. 2025. [Online]. URL:
https://surl.li/dbzvmq. Accessed: 15 Jun, 2025.

[17] Picus Security, “What is attack simulation,” Jan. 2025.
[Online]. URL: https:/surl.li/cifqpc. Accessed: 15 Jun,
2025.

[18] Pynetlabs, “Top 10 network simulation tools,” Jan. 2025.
[Online]. URL: https://surl.li/qesago. Accessed: 15 Jun,
2025.

[19] Hoxhunt, “Cyber Security Simulation Training: How
it Works + Best Practices,” Jan. 2025. [Online]. URL:
https://surl.li/cbjkeq. Accessed: 15 Jun, 2025.

[20] Picus Security, “Everything You Need to Know About
BAS Tools,” Jan. 2025. [Online]. URL: https://surli.cc/
exllfj. Accessed: 15 Jun, 2025.

[21] Softprom, “Vulnerability management vs. penetration test-
ing vs. breach and attack simulation,” Jan. 2025. [Online].
URL: https://surl.li/afkwyc. Accessed: 15 Jun, 2025.

[22] CyberProof, “Penetration Testing vs Breach and Attack
Simulator: Key Differences and Why It Matters,” Jan.
2025. [Online]. URL: https://surl.li/nxbard. Accessed:
15 Jun, 2025.

[23] SCYTHE, “Top 10 breach and attack simulation (BAS)
tools,” Jan. 2025. [Online]. URL: https://surli.cc/ujxueh.
Accessed: 15 Jun, 2025.

https://doi.org/10.32782/2786-9024/v3i5(37).344520

[24] A. Vestad and B. Yang, “A survey of agent-based modeling
for cybersecurity,” in AHFE Open Access Proceedings,
vol. 127, pp. 83-93, Jul. 2024. [Online]. URL: https://surl.
lu/weoxjx. Accessed: 15 Jun, 2025.

[25] F.K. Batista, A.M. del Rey, and A. Queiruga-Dios, “A New
Individual-Based Model to Simulate Malware Propagation
in Wireless Sensor Networks,” Mathematics, vol. 8, no. 3,
p. 410, Mar. 2020. DOI: 10.3390/math8030410. [Online].
URL: https://surl.li/yvuqfp. Accessed: 15 Jun, 2025.

[26] J. Soule, J. Jamont, M. Occello, P. Theron and L. Tra-
onouez, “Towards a multi-agent simulation of cyber-at-
tackers and cyber-defenders battles,” arXiv:2506.04849,
Jun. 2025. [Online]. URL: https://surl.li/jrkiup. Accessed:
15 Jun, 2025.

[27] A. Bose, and K. Shin, “Agent-based modeling of malware
dynamics in heterogeneous environments,” Security and
Communication Networks, vol. 6, no. 12, pp. 1-8, Dec.
2013. [Online]. URL: https://surl.li/akjovc. Accessed:
15 Jun, 2025.

[28] E.C. Balta, M. Pease, J. Moyne, K. Barton, and D.M. Til-
bury, “Digital Twin-Based Cyber-Attack Detection Frame-
work for Cyber-Physical Manufacturing Systems,” IEEE
Transactions on Automation Science and Engineering,
vol. 21, no. 3, pp. 3245-3260, Jul. 2024. DOI: 10.1109/
TASE.2023.3243147.

[29] K. Shaukat, S. Luo, V. Varadharajan, I.A. Hameed, S. Chen,
D. Liu, and J. Li, “Performance Comparison and Current
Challenges of Using Machine Learning Techniques in
Cybersecurity,” Energies, vol. 13, no. 10, p. 2509, May
2020. DOI: 10.3390/en13102509.

[30] CrowdStrike, “CrowdStrike machine learning in cyberse-
curity,” Jan. 2025. [Online]. URL: https://surl.li/yfqmjm.
Accessed: 15 Jun, 2025.

[31] G. Apruzzese, P. Laskov, E. Montes de Oca, W. Mallouli,
L. Brdalo Rapa, A.V. Grammatopoulos, and F. Di Franco,
“The Role of Machine Learning in Cybersecurity,” Digital
Threats: Research and Practice, vol. 4, no. 1, Art. no. 8§,
pp. 1-38, Mar. 2023. DOI: 10.1145/3545574. [Online].
URL: https://surl.li/rpjhxe. Accessed: 15 Jun, 2025.

[32] P. Maniriho, A.N. Mahmood, and M.J.M. Chowdhury,
“Deep learning models for detecting malware attacks,”
arXiv:2209.03622, Jan. 2024. [Online]. URL: https://surl.
li/kvdwjl. Accessed: 15 Jun, 2025.

[33] M.N. Uddin, Y. Zhang, and X. Hei, “Deep learn-
ing aided software vulnerability detection: A survey,”
arXiv:2503.04002, Mar. 2025. [Online]. URL: https://surl.
li/njcajz. Accessed: 15 Jun, 2025.

[34] M. Hesham, M. Essam, M. Bahaa, A. Mohamed,
M. Gomaa, M. Hany, and W. Elsersy, “Evaluating Pre-
dictive Models in Cybersecurity: A Comparative Analy-
sis of Machine and Deep Learning Techniques for Threat
Detection,” arXiv:2407.06014, Jul. 2024. [Online]. URL:
https://surl.li/grzpge. Accessed: 15 Jun, 2025.

[35] B. Collins, S. Xu, and P.N. Brown, “Game-Theo-
retic Cybersecurity: the Good, the Bad and the Ugly,”

ISSN 2786-9024



ObuncntoBasibHa TexHiKa Ta aBToMaTU3al,in

T3. Ne5(37)'2025 https://doi.org/10.32782/2786-9024/v3i5(37).344520

arXiv:2401.13815, Jan. 2024. [Online]. URL: https://surl.
li/jkxpct. Accessed: 15 Jun, 2025.

[36] L. Zhang, Q. Zhu, and Y. Xie, “Improving network threat
detection by knowledge graph, large language model, and
imbalanced learning,” arXiv:2501.16393, May. 2025.
[Online]. URL: https://surli.cc/bqlnzd. Accessed: 15 Jun,
2025.

[37] PuppyGraph, “Cyber Graph: Enhancing Cybersecurity
with Graph Intelligence,” Jan. 2025. [Online]. URL:
https://surl.li/yfugrw. Accessed: 15 Jun, 2025.

[38] X. Zhang, “Graph neural networks in network security:
From theoretical foundations to applications,” in Proc.
Americas Conf. Inf. Syst. (AMCIS), Aug. 2025, pp. 1-10.
[Online]. URL: https://surli.cc/wpkgob. Accessed: 15 Jun,
2025.

[39] V. Khurana and N. Kumar, “Graph Neural Networks for
Cybersecurity Applications in Network Intrusion and Vul-
nerability Analysis,” in RADemics Research Institute,
Chapter 8, Jan. 2025. [Online]. URL: https://surl.li/tchiff.
Accessed: 15 Jun, 2025.

[40] Bolster.ai, “Large Language Models for Cybersecurity: The
Role of LLMs in Threat Hunting,” Apr. 2025. [Online].
URL: https://surl.li/olyczz. Accessed: 15 Jun, 2025.

[41] H. Xu, and et al., “Large language models for cyber secu-
rity: A systematic literature review,” arXiv:2405.04760,
Jul 2024. [Online]. URL: https://surl.li/coqqui. Accessed:
15 Jun, 2025.

[42] Z. Liu, “Multi-Agent Collaboration in Incident Response
with Large Language Models,” arXiv:2412.00652, Dec.
2024. [Online]. URL: https:/surl.li/aghvvq. Accessed:
15 Jun, 2025.

[43] E. Mezzi, F. Massacci, and K. Tuma, “Large language
models are unreliable for cyber threat intelligence,”
arXiv:2503.23175, Mar. 2025. [Online]. URL: https://surl.
lu/xonjqn. Accessed: 15 Jun, 2025.

[44] V. Kravchuk, N. Maslova, and I. Dorohyi, “Automated
xss vulnerability detection in web applications based
on a multi-agent approach”, SP DonNTU. OTA, vol. 3,
no. 4 (36), pp. 13-26, May 2025.

CraTTs Hagjiwna ao pegakuii 20.09.2025
CraTTs npuitHaTta 05.10.2025
CraTTto ony6nikoBaHo 02.12.2025

(0@

Copyright © 2025, OTA.



ObuncnioBasibHa TEXHIKA Ta aBToMaTU3aL,inA
T3. No5(37)'2025 https://doi.org/10.32782/2786-9024/v3i5(37).344522

YK 004.056.5:004.021

KOMMAPATUBHUIN AHAJI3 METOAIB TA TEXHONOTIN
MOAENOBAHHA NEHTECTUHTY

B.C. KpaBuyk?, 4.10. Aoporuit® >3

! Department of Applied Mathematics and Informatics, Donetsk National Technical University, Drohobych, Ukraine

? Department of Information Systems and Technologies, National Technical University of Ukraine “Igor Sikorsky Kyiv Polytech-
nic Institute”’, Kyiv, Ukraine

3 Department of Intelligent Software Systems, Taras Shevchenko National University of Kyiv, Kyiv, Ukraine

E-mail: naukovipracidntu@gmail.com

AHOTALIA

Y cmammi 30iticneno OemanvHuli KOMRAPAMUBHUL AHANI3 CYYACHUX MemOoOi8 mda MexHON02ill MOOen08aAHHs
nenmecmuney (mecmyanus Ha4 NPOHUKHEHHS), WO € (PYHOAMEHMATbHUM ACNEeKMOoM 3abe3neuents Kibepoesnexu
6 Yyugposomy ceimi. Agmopu npocmestcyioms e8oIOYiI0 Yux nioxoois. 6i0 KAACUYHUX PYYHUX MEXHIK, AKI NOMpPeOyIoms
8ucoxoi keanigixayii ¢paxisyis, 00 IHHOBAYIIHUX ABMOMAMUZ08AHUX CUCTIEM, WO THMe2PYIOMb WMYYHUL iHmeleKm
(LLIl) ma mawunne naguanusi (MH). 30xpema, nopieuoiomecsi pisHi modeni cumynayii epasiusocmei, a came
nonyaapuuti Metasploit Framework ona emynayii excnioumis, eipmyanizosawni cepedosuwsa Ha 6asi VirtualBox,
VMware uu xoumetinepusayii Docker, axi daiomov 3mocy cmeopiosamu i301608aHi Mecmosi mepeici 0ns imimayii
peanvrux amak. Okpemy ysazy npudiieHo 2iOpuOHUM MEXHONOZISAM, WO NOEOHYIOMb MPAOUYIliHI iHCMpyMeHmu
3 Al-aneopummamu 0151 NPOSHO3YEANHA U asmoMamu3ayii amax, Hanpukiao, 3a donomoeoio dioriomex TensorFlow,
PyTorch abo naxemie Scapy 0na eenepayii mepedceeoeo mpapixy. Ananiz npogoOUMbCs 3a KNOYOBUMU KpUmMepismu
ehekmusHocmi: MOYHICMb BUABILEHHA 6pA3IUBOCHel (3 YPAXYBAHHAM XUOHONOZUMUBHUX MA XUOHOHEe2AMUBHUX
Pe3VIbmamis), WeUOKicms GUKOHAHHS MECMIG, MACUMAOOBAHICMb O/l 6EIUKUX CUCIEM, BUMPAMU 0OUUCTIOBAIbHUX
pecypcie, piseHb nomunok i npocmoma inmeepayii. O02080pIONMbCA NEpeazi KONCHO20 Memooy — HANPUKIao,
pyuni memoou 3abesneyyiomv auboxe po3yMinHs KoHmexcmy, mooi ax Al-nioxoou daromwv 3moey obpooasmu
6enUKI 00Cs2U OQHUX Y PeAbHOMY Yaci — ma IXHi HeOONIKU, SIK-0M 6pA3IUEICHb 00 3a2po3, WO eBONIOYIOHVIOMD,
4y nompebda 6 nocmiuHomy Haeuanui mooeneti. Ocobnuull akyeHm pooumscsa Ha a0anmayii Yyux mexHonoeii 0o
CYUACHUX CYeHapiis, 6KIOUHO i3 xmapruumu niamgpopmamu (AWS, Microsoft Azure, Google Cloud), inmeprnemom
peuei (loT-npucmpoi 3 obmedcenumu pecypcamu) ma moOiibHUMU Oooamkamu. JocniodxicenHs TPYHmMyemvcsa Ha
EeMNIPUYHUX OAHUX 13 MeCmy8aHb HA CMAHOAPMU308aHux mooensx, 30kpema OWASP Top 10 onsa sebsepasziusocmeti
ma NIST Cybersecurity Framework, 0e noxazano, wo 2iopuoni memoou nioguwyioms 3a2aibhy eq)eKmueHicms Ha
30-50 % nopienano 3 mpaduyiuHumu, 3MeHWYIOYU Yac HA 8UABNEHHA 8PA3IUGOCIell I MIHIMI3VIOuU pusuKku. Aemopu
NPONOHYIOMb NPAKMUYHI PEKOMEHOAYil ujo0o 6uOOpy ONMUMAILHUX MEXHON02I 0I5 PI3HUX MUNIE Op2aHi3ayill — 6i0
Manozo OizHecy 00 8eIUKUX KOPROPAYIU — 3 YPAXYBAHHAM eMmUYHUX ACNeKmis (Hanpukiao, OOMmpumManHs NPUHYUNIe
emuuno2o xakiney), peeynsmoprux eumoz (GDPR ons 3axucmy oanux, 1SO 27001 ons ynpaeninus ingopmayiiinorno
be3nexor) i NOMEHYIUHUX PUBUKIB, SK-OM HEeCAHKYIOHOBAHe BUKOPUCMAHHA IHcmpymenmis. Cmamms € YiHHUM
pecypcom 0ns paxisyie 3 KibepOesnexu, pOo3POOHUKIE NPOSPAMHO20 3abe3nevenHs, menedxcepie IT-npockmis
i 00CniOnUKi8, cnpusiouu po3pooyi Oinbw CMItKUX cmpamezii 3axucmy 6i0 Kibep3azpo3 y OUHAMIYHOMY cepeoosuuyi
yugposux mexHono2iu.

Knruosi cnoea: nenmecmumne, MOOeo8anHs 8pazIugocmerl, KOMAAPAMUBHUL AHANI3, WMYYHUL [HMel1eKm,
kibepbesnexa, Metasploit Framework, OWASP, mawunne nasuanns, sipmyanizayis, emuunuii xaxune, TensorFlow,
Scapy, xmapni cucmemu, loT-npucmpoi.

Bctyn Verizon Data Breach Investigations Report 2025, y peri-

3pocTaHHA KinbKocTi  KibepaTtak, fKk-oT ¢iwuHr, OHi APAC System Intrusion ctaHoBMTb 83 % nopyLueHsb,
ransomware Ta BUTOKM AaHWUX, CBiAYMTb Npo Bpasnu- a Ransomware — 51 % [1]. Kpim Toro, robanbHi 36UTKK
BICTb CyyacHMX cucTem, pobnaun nuTaHHA Kibepbes-  Bif KiGEP3NOUMHHOCTI OUiKyloTbCA Ha piBHI $10,5 TpAH
NeKn KPUTUYHUM aaa bBisHecy, [OepaBHOro ynpas-  WOPIYHO A0 2025 poKy, 3 MOTEHLiMHMM 3pOCTaHHAM
NiHHA Ta NOBCAKAEHHOTO CRiNIKyBaHHA. 3a JaHumu 3BiTy A0 $12,2 TpaH Ao 2031 poky [2]. Y ubOMy KOHTEKCTI
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neHTecTUHr (penetration testing), abo TecTyBaHHA Ha
NPOHUKHEHHSA, CTAE HEBIA EMHUM iIHCTPYMEHTOM A/A
BUAB/MIEHHA M YCYHEHHA NOTEHLiMHMX 3arpo3 A0 iXHboi
peanizauii 310BMUCHUKAMWN. [TeHTECTUHT iMiTyE Aii XaKe-
piB, 4at04M 3MOTY OpraHi3aLifsm OLiHUTK PiBEHb 3aXUCTY
CBOiX CUCTEM | po3p0obuTK edeKTUBHI cTpaTerii 060POHMU.

OfHaK TPaAMUiNHI meToaM NEHTECTUHry, AKi 6asy-
IOTbCA HA PYYHOMY aHanisi Ta CTaHOAPTHUX iHCTPY-
MEHTAxX, 4YacTO CTMKAlTbCA 3 OOMEXKEeHHAMMU: BOHMU
noTpebyloTb 3HAYHUX YACOBMX i NOACBKUX pPecypcis, He
3aBXKAM MaclTaboBaHi A7 BE/IMKUX MEPEX | He 34aTHI
onepaTMBHO pearyBaTv Ha HOBI TMMM aTaK, LLO €BOJO-
uioHytoTb 3aBgaku LI Ta MH. 3rigHo 3 CompTIA’s State
of Cybersecurity 2025 Report, HaBuuku LI € ronoBHUM
BMK/IMKOM N1l NPUCKOPEHHA BnpoBaaeHHs LU B Kibep-
6e3neui: 70 % KomnaHili nepebyBatoTb Ha PaHHIX eTanax
OCBIiTW 41 TecTyBaHHSA [3]. 3 NOABOK XMaPHUX TEXHOJO-
rin, loT Ta po3nogineHunx cuctem, Ak-oT AWS un Azure,
MOZIe/IIOBAaHHA MNEHTECTUHTy noTpebye iHHOBALiMHMX
niaxoais. Came TOMy KOMNapaTUBHUI aHai3 MeTOAIB Ta
TEXHOJIOTIN MOZENtOBAHHA MEHTECTUHTY € aKTyaJibHUM
3aBOAHHAM, LLO AA€ 3MOry CUCTEMATM3YBATU 3HAHHA Ta
BM3HAUYUTU ONTMMA/IbHI PilUEHHA ANA Pi3HMX CLEHapiiB,
BpaxoBylun TpeHau, 3oKkpema Al-powered aTtaku, fAki
cTanu ronosHoto TypboToto ans 80 % CISO [4].

Lo cratTio NpucBAYEHO MOPIBHANBHOMY Ornaay
CY4YaCHUX METOLiB MOAENOBAaHHA NEHTECTUHTY, Bif, Kna-
CUYHUX CUMYAALIN BpasnMBoOCTEN OO TiBPUAHUX cuUC-
Tem Ha 6a3i LUI. Po3rnsHemo eBo/OLi0 LUMX TEXHONO-
ri, NOYMHAUM 3 IHCTPYMEHTIB Ha KwTant Metasploit
Framework, ki galoTb 3mory emynoBaTM eKCNIoWTH
B KOHTPO/NbOBaHOMY CepefoBULLi, 4O BipTyanizoBaHMX
nnatpopm (VirtualBox, Docker), wo cTBOpIOIOTL i30-
NboBaHi TectoBi mepexi. Ocobnusy yBary 6yze npwu-
AineHo iHTerpauii MH, Hanpuknag, yepes 6ibnioTeku
TensorFlow un Scapy, 414 aBTOMATU30BAHOMO MPOrHO-
3yBaHHA aTaK i reHepau,ii cueHapiis. AHani3 6asyBaTu-
MeTbCA Ha KpuTepiax edeKTUBHOCTI: TOUHICTb, LBWUA-
KicTb, MacluTaboBaHiCTb, BUTPATM pecypciB Ta piBeHb
NOMMWJIOK.

MeTolo focnigKeHHsA € He nLLe NOPIBHAHHA nepe-
Bar i HeONIKIB KOXKHOIO MeToAy, asie M HagaHHA Mpak-
TUYHUX PEKOMEeHAZAUi ANAa BNPOBALAMKEHHA B peasb-
HUX YMOBAX, 3 YpaxyBaHHAM E€TUYHUX HOPM (ETUYHMI
XaKWHT) i perynatopHux ctaHaaprtis (GDPR, 1SO 27001).
[Ons 06rpyHTYBaHHSA BUCHOBKIB BUKOPUCTAHO eMMipUYHi
[OaHi 3 TecTyBaHb Ha mogenax OWASP ta NIST, aki aemoH-
CTPYIOTb, AK FM6pPUAHI Nigxoan MoXKyTb NiABULLNTU edeK-
TUBHicTb Ha 30-50 %.

MocraHoBKa npobaemu JocnigKeHHA

Mpobnema JocnigKeHHA NOAAra€ y BiACYTHOCTI cuc-
TEMATMYHOIO KOMMAPATUBHOIO aHa/i3y MeToAiB Ta Tex-
HOJIOM MOAENOBAHHA MEHTECTUHIY, O YCKAALHIOE
BMBip ONTUMaNbHUX NigXxoaiB ANA Pi3HMX CLLEHAPITB — Big,
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TPaAMLINHUX cMMynALin ao ribpuaHmnx Al-cuctem. IcHy-
Ho4i AOCNiAKEHHS POKYCYIOTbCS HAa OKPEMMUX TeXHiKax,
ane irHopytoTb KpuTtepii epeKTUBHOCTI (TOUHICTb, WBUA-
KiCTb, MacLITaboBaHICTb, BUTPATK, MOMMU/IKK) Ta aganTa-
LLit0 [0 3arpo3, LLLO EBOIOLLIOHYIOTb, AK-OT Al-reHepoBaHi
aTaKu 4yn BpasnmeocTi B lOT.

3 ornagy Ha BULLEHaBeAeHe MEeTOK LbOro AoChi-
OYKEeHHA € HaflaHHA AEeTaNbHOr0 KOMMNApaTMBHOMO aHa-
N3y MeTOAiB i TEXHO/IOTIN MOAENOBAHHA MEHTECTUHTY,
3aCTOCOBHMX Y Kibepbe3neL, 3 aKLLeHTOM Ha ixHto edekK-
TUBHICTb, Chepu BUKOPUCTAHHA (Big, XMapHUX cnucTem Ao
loT-NpUCTPOIB) Ta NOTEHLiaN iHTerpaLii 3 WTYYHUM iHTe-
NIEKTOM | MALLMHHUM HaBYaHHAM.

OnA [oCArHEeHHA LiEi MeTU CMCTEMATU30BaHO Tpa-
OMUINHI (pydHi Ta cMmynauinHi) Ta cydacHi (ribpmngHi Ta
Al-opieHTOBaHi) niaxoau, NpoaHanizoBaHo ixHi ocobau-
BOCTi (HanpuKnazg, TOYHICTb BMABNEHHA BPA3/IMBOCTEMN,
WBKUAKICTb i MaclTaboBaHicTb), MNPOBEAEHO MNopiB-
HANbHY OLiHKY Ha OCHOBI eMMIPUYHUX AaHUX i3 Moaenei
OWASP T1a NIST, a TaKoX BM3HAY€HO KAKOYOBI BUKIUKMK
(eTWYHi pu3KMKKM, perynaTopHi obMeXKeHHs) i nepcnekx-
TUBM PO3BUTKY (aBTOMaTM3aLLifa Ta aganTalis 40 3arpos,
LLLO eBOJIIOLIOHYHOTb).

Martepianu Ta meToau A0CNiAXKEHHA

[ocnigykeHHA 30cepeayKeHO Ha MOPIBHAHHI MeTo-
[iB Ta TEXHO/OTII MOLENOBAaHHA MEHTECTUHTY B Kibep-
6e3neL, BUKOPUCTOBYHOUM HAyKOBI NybiKauii, TEXHIYHI
3BiTWM 1 ornagn 3 aBTOPUTETHUX AxKepen, ak-oT |IEEE,
Springer, MDPI, arXiv, a Tako)K maTepianu opraHisaLil,
3oKkpema OWASP, NIST, XM Cyber i Picus Security, o
2025 pokKy. AHani3 oxonue niTepaTypy NPo cUmynsLiiHe
MmoZentoBaHHA (Hanpuknag, Metasploit Framework),
BipTyanizaujto (VirtualBox, Docker), areHTHo-opieHTO-
BaHe MOZE/OBaHHA, MallMHHe HaB4yaHHA (TensorFlow,
Scapy), rpadoBi Mogeni Ta BeaMKi MOBHI moaeni. Kelicu
3acTocyBaHHA, 30Kpema mogeni OWASP Top 10, ¢pe-
nmBopk NIST Cybersecurity, nnatdopmn BAS (SCYTHE,
AttacklQ) i rpadosiiHcTpymeHTn (Neo4j, Maltego), ctanu
OCHOBOIO 415 OLLIHKM NPAKTUYHOI peanisaLii meToais.

[na aHanily 3acTocoBaHO PpyHAAMEHTasbHI Ta Npu-
KnagHi metoan. AHani3 i CMHTE3 AOMNOMOI/IN CUCTEMATU-
3yBaTW XapaKTepUCTUKM METOAIB, NOPIBHANbHUIA aHani3
3icTaBMB TPaAULiMHI (py4YHi Ta CMMYNALiNHI) Ta HOBITHI
(ribpuani Ta Al-opieHToBaHi) Nigxoam 3a edeKTUBHICTIO,
MaclTaboBaHICTIO M a4anTMBHICTIO, @ CUCTEMHUI Mia-
Xig, po3rnafaB mMeToaM AK B3aEMOMOB'A3aHI efeMeHTH
Kibepbe3nekun. Ornag nitepatypu Ta KnacudikaLis meto-
AiB fanu 3mory 3ibpati AaHi npo npuHumMnM poboTtu Ta
NpPUKAaAM 3aCTOCYBAHHA, TOAI AK MOPIBHANIbHA OLiHKA,
30Kpema BAS npoTu TpaguMuUiiHOro TeCTyBaHHA Ha Npo-
HUKHEHHA, BUABWAA iXHi CUAbHI Ta cnabKi CTOpOHM.
AHani3 KeliciB (Hanpuknag, BukopuctaHHA CrowdStrike
ONA MAWWHHOTO HaBYaHHA B MOJAE/IIOBAHHI aTaK uu
GALLIUM APT ons areHTHOro MOAEN0BaHHA) A0MNOBHUB
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OOCNIAXKEHHA eMNiPUYHMMM JaHUMKM 3 TecTyBaHb Ha
mogensax OWASP Ta NIST.

MeTogonoriyHo AocniaxeHHs 6asyBanocs Ha 06’ek-
TUBHOCTI 1 HayKOBIili [0CTOBIPHOCTI, BUKOPUCTOBYHOYM
NPOrpamMHi iHCTPYMEHTU oA cUcTemMaTU3aLii niTepatypum
(Mendeley, Zotero) Ta 06po6Kku TekcTiB. MoegHAHHA PyH-
OAMEHTANIbHUX METOAiB, 30KpemMa abcTparyBaHHA Ana
BUAiNIEHHA KAHOYOBUX ACMEKTiB, i3 NPUKNAAHUMM, AK-OT
aHani3 KeWcis, 3abe3neunno LinicHe po3ymiHHA meToaiB
mogentosaHHA. Ocobnuea yBara npuginanaca cuHeprii
nigxoAis, BKAKOYHO 3 iHTerpauieto Al ona nporHo3yBaHHA
BPa3/IMBOCTEM Ta aBTOMATM3aLii TecTiB, WO € OCHOBO
ONA CTBOPEHHA aAanTUBHUX cUCTEM Kibep3axucTy.

AHani3s meTtoais i TeXHONOTriN MoAentoBaHHA

Y KOHTEKCTi MeHTeCTUHTY MOAEeNI0OBaHHA Bidirpae
KNOYOBY PO/SIb Y CMMYAALII aTaK, BMABAEHHI Bpasau-
BOCTElM Ta OUjiHLUi eheKTUBHOCTI 3aXUCHUX MEXaHi3MiB
6e3 pu3MKy ANA peanbHUX cucTem. AHanis meToais
i TEXHOOF MOAENOBAHHA A€ 3MOry CMCTEMATM3YBATH
TPaAMUINHI Ta cyvacHi nigxoam, ouiHUTK iX 33 KpuTepi-
AMU edeKTUBHOCTI (TOYHICTb BMABNEHHSA, LWBUAKICTD,
MaclwTaboBaHiCTb, BUTPATK pecypciB, piBEHb NOMUOK),
a TAKOX BM3HAYUTU MEPCNEKTMBM iHTerpauii 3 HoBUMU
TexHonoriasmu, 3okpema LI Ta MH. Lei po3gin 6a3sy-
€TbCA Ha OrNAAI NiTepaTypu U emMNipUYHKUX SAHUX, OXO-
NAKOYM CUMYAALIMHI, BipTyani3oBaHi, areHTHO-OPIiEHTO-
BaHi Ta ribpnaHi MeToam, 3 aKLLeHTOM Ha iX 3aCTOCYBaHHA
B XMapHUX cepegosulax (AWS, Azure), loT-npuctposx
i po3noAiNeHnx mepexax.

TpaduuyiliHi memodu MOLENOBAHHA MNEHTECTUHTY
3oceperKeHi Ha py4HOMyY abo HaniBaBTOMATU30BaHOMY
imiTauji atak, BUKOPUCTOBYIOUYMN iHCTPYMEHTU ONA CUMY-
nAauii BpasnMBOCTEN Y KOHTPO/IbOBAaHOMY CepenoBMLL.
OfHMM i3 KNIOYOBUX € CUMYAALIHE MOAENOBAHHA Ha
6a3i pperimBopkiB, a came Metasploit Framework, akuit
A€ 3MOry eMy/t0BaTU eKCMJIONTU, CKaHYBAaHHA Mepex
Ta eTanu aTtaku 3a mogennto Cyber Kill Chain (Big pos-
BiAKM 00 ekcdinbrpauii gaHux). Metasploit iHTerpye
moayni Ana mopgentoBaHHA BpasnmsocTen 3 6asm CVE,
3abe3neyvyroum TOYHICTb Ha piBHi 80—-90 % ana BigoOMMX
3arpos, ane notpebye 3HAYHUX pecypciB ANA HanaWTy-
BaHHA [5—6].

BipTyanisoBaHi cepegosuuia, Hanpuknag, VirtualBox
abo Docker, cTBOPIOIOTb i30/1bOBaHi TeCToBi Mepexi
0N MOAENoBaHHA peanbHUx cueHapiis. Docker KoH-
TeiHepWu AatoTb 3MOry LUBUAKO PO3ropTaT BipTyanbHi
MaLlMHW 3 BPa3IMBMMKM cepBicamu, 3abesneuyoun
maclwTaboBaHicTb ana mepex Ao 100 By3nis, ane obme-
eHi B AMHaMIYHMX 3MmiHax (Hanpuknag, aganTauisa 4o
MTD — Moving Target Defense) [7]. Lli meToan edek-
TUBHI AN1A CTaTUYHUX CLLEHaPIiB, 3 LUBUAKICTIO BUKOHAHHA
1-5 roauH Ha TecT, ane MatoTb BUCOKUIA piBEHb MOMMJIOK
(80 20 % XxMBHONO3UTMBHUX) Yepes BiACYTHICTb aBTOMa-
TM3auii [8].
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MepeBarn TpaaULiMHUX METOAIB Y MMBOKOMY po3y-
MiHHI KOHTEKCTY Ta aganTauii 40 KOHKPETHUX CUCTEM,
ane HeJoNIKM — Ue HU3bKa MacluTaboBaHiCTb i 3anex-
HiCTb BiZ, eKcnepTis, WO pobuTb iX MeHW NpUAATHUMMU
ON1A BENMKNX Mepexk abo WBMAKKUX 3arpos.

CyuacHi nioxodu iHTerpytotb LI Ta MH ana aBToma-
TM3aLil MOAENtOBaHHSA, NiABULLYOYM edeKTUBHICTb Ha
30-50 %. AreHTHO-OpieHTOBaHe MoaentoBaHHs (ABM)
npeacTaBNAA€ aTaKepiB Ta 3aXMCHUKIB AK aBTOHOMHI
aAreHTn, CUMYNIOOYN B3AEMOAIT B AMHAMIYHUX cepeno-
BuWax. Hanpuknag, ¢penmBopkn Ha b6asi reinforcement
learning (RL), ak-oT DQN abo POMDP (Partially Observable
Markov Decision Processes), MoAentoTb aTakuM fiK CTo-
XaCTUYHI Npouecu, Ae CTaH Mepexi onucyeTbea rpadom
G = (V, E, X) 3 By3namu (npuctpoi), pebpamu (3’eaHaHHA)
Ta aTpubytamu (BpasamsocTi, CVSS-6ann) [9].

IHCTpyMeHTM Ha KwTanTt TensorFlow abo Scapy reHe-
pytoTb MepexeBui Tpadik Ans MPOrHo3yBaHHA aTak,
HaJalyn MOXuMBICTb cumynoBatn o 1000 By3nis
3 AWHaMiYHUMK 3miHamu (p_change go 0.5), 3meHLwy-
HO4M Yac TeCcTyBaHHA 40 xBuauH [10].

libpudHi mexHonoeii, 30kpema Breach and Attack
Simulation (BAS) nnatdopmu (SCYTHE, AttacklQ), noea-
HYOTb CUMYANALLO 3 peasibHUMM AaHUMU, TECTYHOYM BECb
cyber kill chain. BAS aBTomaTn3ye ataku Ha 6aratolwlapo-
BMx 3axucTtax (NGFW, EDR, WAF), 3abe3neuytoun 6e3ne-
pepBHe TeCTyBaHHA 3 HU3bKUM PU3NKOM, Ha BigMIHY Bif,
py4Hux nexTtecTis [11].

lpadosi mopgeni (Neodj, Maltego) Bi3yanisyoTb
WAAXKM aTak, iHTerpytoun MITRE ATT&CK ana moapento-
BaHHA TAaKTUK, 3 TOUHICTIO BUABNEHHA 95 % ana Bigommx
BeKkTOpiB [12]. Benuki moBHi mogeni (LLM) popatoTb
iHTENeKTY, reHepytoun cueHapii atak ana loT, 3 pokycom
Ha eTUYHI acneKkTu.

KomnapamusHuli aHaniz. KomnapaTuBHWUI aHani3
METOAIB | TEXHO/IOTi MOAENOBAaHHA MEHTECTUHIY MpPo-
BOAMTbCA 3 METOK OO’EKTMBHOrO MOPIBHAHHA Tpaau-
LiMHUX, Cy4acHMX Ta ribpuaHux niaxoAis. [na OLiHKK
BBEAEHO KpuTepil MOPIBHAHHA i3 YMCNOBOKO LUKANOK
Big 1 no 10, ae 1 o3Ha4yae HaMHUKUYKNI piBeHb (Hanpu-
KNnafg, HU3bKa TOUYHICTb, BUCOKa BUTpaTa pecypcis), a 10—
HaMBULNIM (BMCOKA TOYHICTb, HM3bKa BUTpaTa). Kpute-
pii 6a3ytoTbcA Ha eMnipuYyHMX OaHUX 3 NiTepaTypu Ta
nepeabavatoTb:

- Mo4Hicmb euAsneHHA 8padaueocmeli — oui-
HIOE, HACKiIbKM MeToZ NPaBUNbHO iAeHTUIKYE peanbHi
3arposn 6e3 XMOBHONO3UTUBHUX [/ XMBHOHEraTUBHUX
pe3ynbTatis (BMLLA OLiHKA — BULLLA TOYHICTb);

-  WBUOKicmb BUKOHAHHA — BUMIPIOE Yac Ha
TEeCTYBaHHA;

- mMacwmabosaHicmb — MOMK/IUBICTb 3aCTOCYBAHHSA
[10 BE/IMKMX MepeXK (BMLLLa OLLiHKa — Kpalla aganTauis oo
1000+ By3niB);

- sumpamu pecypcie — ob6YMCNtOBaNbHI, NOACHKI
Ta GpiHAHCOBI BUTPATK (BULLA OLIHKA — HUXKYI BUTPATK);
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- piBeHb NOMWOK — YacToTa NOMMUNOK (BMULLA
OLiHKA — HUXXYMIA piBEHb MOMMUJIOK).

OLiHKM NPUCBOEHO HA OCHOBI aHaNi3y Axkepen, AK-0T
NOPIBHANbHI  AOCNIAMKEHHA METOAO/OrN MEeHTECTUHTY
[13] Ta ornAagis iHCTpymeHTiB Ans mogentoBaHHs [5].
MeToau 3rpynoBaHo 3a TUMNaMW: TPAAMUiNHI (Hanpwu-
Knag, Metasploit Framework, VirtualBox), cy4acHi
(areHTHO-OpieHTOBaHI 3 RL, Scapy), ribpugHi (BAS-nnart-
dopmum sk SCYTHE, AttacklQ 3 iHTerpauieto Al) (aus.
Tabauuto 1).

TpaguuitHi metogm, a came Metasploit Framework
ana cumynsauii ekcnnonTtie Ta VirtualBox ana siptya-
Ni30BaHNX MepeX, AEeMOHCTPYHTb BWCOKY TOYHICTb
(8/10) 3aBOsAKM py4HOMY KOHTPOMO Ta OKycy Ha
BifomMux BpasnmeocTax 3 6asu CVE, Wo 3meHLWwye xnb-
HONO3UTMBHI pe3ynbtTati [14]. OgHaK iXHA WBKUAKICTb
HU3bKa (4/10), OCKiNbKM TecTM noTpebyioTb yYacy Ha
HanalwTyBaHHA Ta BMKOHaHHA, 0COBAMBO ANA CTaTU4-
HUX cueHapiis. MacwTtabosaHicTb obmeskeHa (5/10) go
cepeaHix mepex (go 100 By3niB) Yepes 3aneXkHICTb Bif,
py4YHoi KoHdIrypauii, a BUTpat pecypcis cepeaHi (6/10)
3 noTpeboto y KBanidpikoBaHMx daxiBuax. PiBeHb Nomu-
NOK NPUAHATHKUIA (7/10), ane 3pocTae B AMHAMIYHUX
cepenoBuLLax, AK-OT XMapHi cuctemun AWS um Azure,
e BifCyTHA aBTOMaTU3aLia NPU3BOAWTbL A0 NPOMYCKY
3arpos, Wo eBONOLLIOHYIOTb.

CyyacHi meToan, BKAKOYHO 3 areHTHO-OPIEHTOBAHMM
mogentoBaHHAM 3 reinforcement learning (RL) Ta iHcTpy-
MEHTaMM Ha KWTanT Scapy ana reHepadii Tpadiky, Buaj-
NAOTLCA BUCOKOO LWBKAKICTIO (8/10), Hagatoumn peanbHUii
yac 0bpobKM (XBUNUHK) 3aBAAKM aBTOMATM3aLLi NPOrHo-
3yBaHHA aTak. MaclTtaboBaHicTb B1coKa (9/10), ocKinbKu
RL-mogeni (Hanpuknag, DQN) aganTyioTbca OO Benu-
Kux mepexk (1000+ By3niB) 3 AUHAMIYHUMK 3MiHAMU, K
y loT-npucTposx. TouHicTb AeLo HuxkYa (7/10) yepes MosK-
JIMBi ynepeayKeHHs B HaBYaHHI Moaenel, a BUTpaTh pecyp-
cis Buui (5/10) yepes notpeby 8 GPU ana TensorFlow um
PyTorch. PiseHb nomunok cepegHiin (6/10), i3 pusnkom
XMOHOHEraTUBHUX Y HEBILOMMX CLIEHApPIAX, ane Le KOM-
NeHCyeTbCcA afanTuBHicTio Ao Al-powered aTak.

rbpuaHi metogu, a came Breach and Attack
Simulation (BAS) 3 iHTerpauieto Al (Hanpuknag, AttacklQ
3 TensorFlow), gocaratoTb Hamsumuioi TouHocTi (9/10)
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3aBAAKM KOMDOiHaUil cumynauii Ta peanbHUX AaHMX,
3meHwyo4um nomunkn o 5-10 %. LUsmakKicTb BUCOKa
(9/10) 3 aBTomatusaueto scboro cyber kill chain, macui-
TabosaHicTb Ao6pa (8/10) Ana po3noaineHux cuctem,
BUTPaTK pecypcis ontTumanbHi (7/10) 3 6anaHcom Mix
aBTOMATU3aLLEID TA NIOACBKMM Harnagom. PiBeHb nomu-
NOK HU3bKKIA (8/10), ocobanso B xmapHux Ta loT-cueHa-
piax, ge ribpuaHi niaxoan nNigBuULLYOTb eDEeKTUBHICTb
Ha 30-50 % NOpiBHAHO 3 TPAAMULINHUMM, AK NOKa3aHO
B Tectax OWASP Ta NIST [15].

3aranom ribpuaHi MeToau nepeBeplyoTb iHLWI
B 6inbwocTi KpuTepiis, pobasum ix onTMmanbHUMM
O Cy4acHUX OpraHisauii, Toai sK TpaAauuiiHi nigxo-
OATb ONA HEBENMKUX, CTAaTUYHUX cucTem. AHanis nia-
Kpecnoe HeobxiaHicTb iHTerpauii Al ans agantauii o
3arpos, WO eBOJIIOLiOHYIOTb, 3 PEKOMEeHAALiAMM Wwoa0
BMOOpPY 3aneXKHO Big po3mipy opradisauii Ta TMnNy
iHppacTpyKTypHU.

O6roBopeHHA Ta
BOCNiAXeHHA

Y po3gaini aHanisy meTtoaiB i TeXHOAOriM moaento-
BaHHA MEHTeCTUHry 6yN0 NPOAEMOHCTPOBAHO, LWO
ribpuaHi nigxoam, AKi NOEAHYOTb TPAAMLIMHI cumynaLii
(Hanpuknag, Metasploit Framework) 3 enemeHTamu LI
Ta MH, nepeBepLytoTb KAAaCM4YHi MeToaAM 3a KpuTepi-
AMU ePEeKTUBHOCTI, LWBUAKOCTI Ta MACLITaboBaNbHOCTI.
EmnipnyHi aaHi 3 TectyBaHb Ha mogenax OWASP ta NIST
niaTBEPAKYIOTL NiaBULLEHHA edeKTUBHOCTI Ha 30-50 %,
0cobmMBO B XMapHux cepegosuwax (AWS, Azure)
Ta cuctemax loT, ae AmHamiyHi 3arposn notpebytoTb
agantusBHocTi. OgHak TpaauuiiHi metogu 36epiratoTb
nepesary B rIMB60OKOMY KOHTEKCTHOMY PO3YMiHHi, ToAi
AK cy4acHi Al-opieHToBaHi iHCTpPymMeHTM (Hanpuknag,
TensorFlow 4n Scapy) cxunbHi 40 ynepeaseHb y moge-
NnAX i NoTpebytoTb NOCTIMHOrO HAaBYAHHSA, LLLO MOXKe Npu-
3BOAUTM A0 XMOHOMNO3UTUMBHUX pesynbratie y 10-20 %
BUMNagKiB [16]. ObmexKeHHA [OCANIAMKEHHA CTOCYHOTbCA
boKyca Ha TEOPETUYHUX MoZenAax 6e3 WMPOoKoro emni-
PUYHOrO TECTYBAHHA B peasibHUX OpraHi3aLifx, a Takox
irHopyBaHHA GaKTOpPIB, AK-OT BaAPTICTb BMPOBAAMKEHHS,
AKa Ana ribpuaHmnx cuctem moxke caratm 20-30 % Big,
6roarkeTy Ha Kibepbesneky. Lie nigkpecntoe HeobXiaHICTb

nepcnexkTusun PO3BUTKY

Ta6n. 1. KomnapaTuBHuMi1 aHanis metoais

Mertog / Kputepiit | TouHicTb LWBunakictb MacwrtaboBaHicTb BMTpaT.M Pisenb
pecypcis NOMUIOK
TpaanuiiHi
(Metasploit, 8 4 5 6 7
VirtualBox)
CyuacHi (RL- 7 8 9 5 6
areHTn, Scapy)

riépugHi (BAS 3 Al, 9 9 9 v 3

TensorFlow)

Copyright © 2025, OTA.



ObuncnioBasibHa TEXHIKA Ta aBToMaTU3aL,inA

T3. Ne5(37)'2025

6anaHcy Mixk aBTOMATU3ALIEID Ta IOACBKUM HAMALOM,
Wo6 YHUKHYTU €TUYHUX PU3KUKIB, AK-OT HECAHKLIOHO-
BaHe BUKOPUCTAHHA IHCTPYMEHTIB, BigNOBIAHO 0 CTaH-
Aaptis GDPR Tta ISO 27001.

MepcnekTUBM PO3BUTKY [OCNIAMKEHHS MOB’A3aHi
3 iHTerpauielo nepegoBmMx TEXHOOTiM, WO GopmMyHTb
MalbyTHe Kibepbe3snekn. 3riAHO 3 NpPOrHo3amm Ha
2025 piK, KN4OBMM TpPEHAOM CTaHe BWKOPUCTAHHA
reHepatusHoro LI (genAl) pna aBTOMaTM30BaHOrO
CTBOPEHHA CLEHapiiB aTak, Wo [acTb 3MOry MoAento-
BaTW CKNagHIi 3arposu, 3okpema Al-powered dilIMHT um
iHCaaepcbKi ataku, 3 pocTom edpekTmBHOCTI Ha 30 %
[17]. TibpuaHWUIA NEHTECTUHT, WO MOEAHYE NHOACBKUX
eKkcneprtis 3 Al-iHcTpymeHTamu (HanpuKknag, PentestGPT
un DeepExploit), Habyae nowmnpeHHs, ocobameo B H6e3-
nepepBHOMY TecCTyBaHHi, iHTerposaHomy 3 Cl/CD-naii-
naarHamu, A8 ONepaTUBHOIO pearyBaHHA HA 3arposw,
LLLO eBO/IOLLIOHYOTb. Y KOHTEKCTI |0T Ta XMapHUX cmctem
NepcnekTMBHUM € pPO3BUTOK areHTHO-OPIEHTOBAHOrO
MOAENtOBaHHA 3 enemeHTaMu Teopii irop, Ae aTaku
MOZENIOKTLCA AK CTOXAaCTUYHI NPOLLeCH, 3 BUKOPUCTAH-
HAM LLM pgna reHepauii gMHamiyHmMx BekTopiB. Kpim
Toro, 3arposu Big shadow Al — HecaHKL,iOHOBaHUX Moge-
nei B opraHisauisax — noTpebyBaTMMyTb HOBUX METO-
AiB MOZEeNtoBaHHA ANA OLHKM PU3KMKIB 3 aKLEHTOM Ha
€TUYHI acnekTW 1 perynaTopHi BUMOTHK.

MaibyTHi gocCniaMKeHHA NOBUHHI GOKycyBaTUCA Ha
iHTerpauii KBaHTOBMX O64YMCNEHb ANA MOAENOBAHHA
NMOCTKBAHTOBMX aTaK, a TaKOX Ha po3pobui craHAap-
TiB Ana Al B NEHTECTUHTY, W06 3MEHLIUTU 3aNeXKHICTb
Bifl, NOACLKUX pecypciB i NigBULLUTU AOCTYNHICTb ANA
manoro 6isHecy. O4iKyeTbCA 3pOCTaHHA PO aBTOMa-
TM30BaHMX nnatdopm BAS (Hanpuknag, SCYTHE um
AttacklQ) 3 enemeHTamun ML, WO CKOPOTUTL Yac TecTy-
BaHHA A0 peasibHOro Yacy Ta 3MeHLMTb BTOMY Big, Cno-
BileHb (alert fatigue). 3aranom nepcnexkTMBM PO3BUTKY
CNPAMOBAHI Ha CTBOPEHHA afanTUBHUX, CTIMKUX CUCTEM
Kibep3axucty, wWo iHTerpytots Wl ana npoakTMBHOroO
BUABNIEHHA 3arpo3, 3 MOTEHL,ia/loM 3POCTAHHA PUHKY
neHTecTUHry Ha 15-20 % wopivyHo o 2030 poky [18]. Lie
OOCNIAXKEHHA MOXe C/yryBaTU OCHOBOK ANA NOJA/b-
WKX eMAiPUYHUX POoBIT, CAPAMOBAHMX Ha MPAKTUYHE
BMNPOBAAMKEHHA rIBpUAHNX Moaenen y pisHUX ranysax.

KoHdniKT iHTepeciB

ABTOPU AEKNAPYOTb, WO HE MatoTb KOHOAIKTY iHTe-
peciB CTOCOBHO LibOro AOCAIAMKEHHS, Y TOMY YnC/i GiHaH-
COBOro, 0OCOBUCTICHOrO XapaKTepy, aBTOPCTBA YM iHLLOTO
XapakTepy, WO Mir 6u BNAMHYTU Ha AOCANIAMKEHHA Ta
oro pesynbTaTu, NPeACTaB/AeHi B Ll cTaTTi.
®iHaHcyBaHHA

LocnipgeHHsA
NiATPUMKN.
JocTynHicTb AaHUX

Pykonuc He ma€e NoB’A3aHMX AaHUX.

nposogunocs 6e3  ¢iHaHcoBoi
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COMPARATIVE ANALYSIS OF METHODS AND
TECHNOLOGIES FOR PENETRATION TESTING
MODELING

Vitaly Kravchuk, laroslav Dorohyi

The article conducts a detailed comparative analysis
of contemporary methods and technologies for modeling
penetration testing (pentesting), a fundamental aspect of
ensuring cybersecurity in the digital world. The authors
trace the evolution of these approaches: from classical
manual techniques that require high expertise from
specialists to innovative automated systems integrating
artificial intelligence (Al) and machine learning (ML).
Specifically, various vulnerability simulation models are
compared, such as the popular Metasploit Framework
for exploit emulation, virtualized environments based on
VirtualBox, VMware, or containerization with Docker,
which enable the creation of isolated test networks for
simulating real attacks. Special attention is given to
hybrid technologies that combine traditional tools with
Al algorithms for attack prediction and automation,
for example, using libraries like TensorFlow, PyTorch,
or Scapy packages for generating network traffic. The
analysis is performed based on key efficiency criteria:
accuracy in vulnerability detection (considering false
positives and false negatives), test execution speed,
scalability for large systems, computational resource
costs, errorrates, and ease of integration. The advantages
of each method are discussed—for instance, manual
methods provide deep contextual understanding, while
Al approaches enable real-time processing of large data
volumes—and their disadvantages, such as vulnerability
to evolving threats or the need for continuous model
training. Particular emphasis is placed on adapting
these technologies to modern scenarios, including
cloud platforms (AWS, Microsoft Azure, Google Cloud),
Internet of Things (loT devices with limited resources),
and mobile applications. The research is grounded
in empirical data from tests on standardized models,
such as OWASP Top 10 for web vulnerabilities and
NIST Cybersecurity Framework, where it is shown that
hybrid methods increase overall efficiency by 30-50%
compared to traditional ones, reducing vulnerability
detection time and minimizing risks. The authors
offer practical recommendations for selecting optimal
technologies for different types of organizations—from
small businesses to large corporations—considering
ethical aspects (e.g., adherence to ethical hacking
principles), regulatory requirements (GDPR for
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data protection, ISO 27001 for information security
management), and potential risks, such as unauthorized
tool usage. The article serves as a valuable resource
for cybersecurity professionals, software developers, IT
project managers, and researchers, contributing to the
development of more resilient strategies for protection
against cyber threats in a dynamic digital technology
environment.

Keywords: pentesting, vulnerability modeling,
comparative analysis, artificial intelligence,
cybersecurity, Metasploit Framework, OWASP, machine
learning, virtualization, ethical hacking, TensorFlow,
Scapy, cloud systems, loT devices.
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ABSTRACT

Image steganography is the process of embedding secret information within digital images such that the very
presence of the message remains undetectable. Recent advances in deep learning, particularly in generative adversarial
networks (GANs), have significantly improved both the payload capacity and perceptual quality of steganographic
systems. The original SteganoGAN, implemented in Torch, achieved state-of-the-art performance by embedding up
to 4.4 bits per pixel while maintaining strong resistance to steganalysis methods. However, the influence of the critic
network on steganographic quality and learning stability remains insufficiently explored.

This paper presents Keras-SteganoGAN, a TensorFlow-based reimplementation and extension of SteganoGAN,
designed to systematically analyze the role of the critic in adversarial steganographic training. Two variants of the
model—one incorporating a critic and one without—were trained and compared across three encoder architectures:
basic convolutional, residual, and dense. Each configuration was trained over five epochs with message depths
ranging from [ to 6 bits, allowing a comprehensive study of trade-offs between payload capacity, image distortion,
and decoding accuracy.

Quantitative evaluation was conducted using standard image quality and steganographic metrics, including
PSNR, SSIM, RS-BPP, and decoder accuracy. The results indicate that the inclusion of a critic improves perceptual
quality and visual similarity at lower payloads, but its contribution diminishes as the message depth increases. These
findings provide new insights into the interaction between encoder complexity, critic dynamics, and steganographic

performance, offering guidance for the design of future GAN-based steganography systems.

Key words: SteganoGAN, Keras, TensorFlow, image steganography, GAN, encoder, critic network, payload
capacity, residual, dense, decoder, adversarial learning, hidden message, similarity metrics.

Introduction

The art and science of image steganography revolve
around embedding secret information within an image
so that the presence of the hidden data remains imper-
ceptible to observers. Unlike cryptography, where the
primary goal is to secure the contents of the message
by making it unreadable to adversaries, steganography
goes a step further by ensuring that even the existence
of the message is concealed. In typical usage scenarios,
a sender encodes a secret message into a cover image,
and transmits the image to a receiver who can extract
the hidden data. This makes steganography particularly
useful in situations where the transmission of encrypted
messages might attract attention or raise suspicion.

The fundamental challenge of image steganogra-
phy is to maximize the amount of data that can be hid-
den in an image without introducing visible artifacts or

detectable anomalies. Steganography should ideally pre-
serve the appearance of the cover image so that even
sophisticated analysis tools or trained observers can-
not detect alterations. However, this balance between
embedding capacity and image quality has proven dif-
ficult to achieve. Traditional image steganography tech-
niques, such as least significant bit (LSB) manipulation,
can effectively hide small amounts of data but often
introduce visible distortions when larger payloads are
embedded. Moreover, automated steganalysis tools
have become increasingly capable of detecting these
modifications, limiting the effectiveness of these con-
ventional approaches.

For a long time, traditional steganographic methods
were only able to achieve modest payload capacities,
typically up to around 0.4 bits per pixel (bpp) [1]. As
payloads increase beyond this threshold, the chances of

Copyright © 2025, OTA.
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introducing detectable artifacts increase, and the cover
image becomes more susceptible to analysis by auto-
mated steganalysis techniques. These tools can identify
subtle inconsistencies in the image, such as irregularities
in pixel distributions, that signal the presence of hidden
data. In extreme cases, these distortions are noticeable
to the human eye, rendering the steganographic tech-
nique ineffective for its purpose of secrecy.

In recent years, the rise of deep learning, particularly
with the advent of neural networks, has significantly
advanced the field of image steganography. Unlike tra-
ditional methods, which rely on predefined rules or
statistical models to hide information, deep learning
approaches have shown a remarkable ability to optimize
both the payload capacity and image quality. These neu-
ral network-based methods are able to learn intricate
patterns within images, making it possible to embed
more data while minimizing detectable distortions. This
has given rise to a new class of steganographic tech-
niques that leverage generative models, such as gener-
ative adversarial networks (GANs), to create more effi-
cient and effective steganographic systems.

Among these advancements is SteganoGAN, a Arti-
ficial Intelligence (Al) model developed by [2], which
demonstrated the power of GANs in the realm of image
steganography. SteganoGAN represents one of the
first implementations of a fully end-to-end deep learn-
ing-based system for hiding arbitrary binary data in
images, rather than simply embedding one image inside
another. By employing a GAN architecture [3], Stegano-
GAN optimizes the perceptual quality of the generated
steganographic images while simultaneously enhancing
the embedding capacity. With the use of a critic network,
the model is trained to produce steganographic images
that are virtually indistinguishable from the original
cover images, allowing it to evade detection by standard
steganalysis tools. The original SteganoGAN achieved a
payload capacity of up to 4.4 bits per pixel, a significant
improvement over traditional methods.

However, despite these advancements, some
aspects of SteganoGAN’s design were left unexplored
in the original work. One such area is the exact process
by which the message tensor is created. In SteganoGAN,
messages are encoded using the Reed-Solomon error
correction code, which is designed to improve the reli-
ability of message recovery by correcting errors in the
decoded message. After encoding, the message is con-
verted to bits and packed into a tensor, with message
bits placed sequentially, divided by 32 zero bits. This
encoding method improves the error-correction capa-
bilities of the model, but it also adds complexity to the
overall system.

In our work, we propose KerasSteganoGAN, a reim-
plementation of SteganoGAN in TensorFlow, with a key
modification: the removal of Reed-Solomon encoding

https://doi.org/10.32782/2786-9024/v3i5(37).344525

and decoding. By eliminating this step, we streamline the
message embedding process while maintaining the core
strengths of the GAN-based architecture. The motivation
behind this change is to reduce computational overhead
and complexity while still achieving effective message
recovery. We also investigate the role of the critic net-
work by introducing two versions of KerasSteganoGAN —
one with a critic network and one without — allowing us
to explore how the inclusion of the critic affects image
quality and steganographic performance.

Research Objectives And Tasks

The primary objective of this research is to develop
and evaluate Keras-SteganoGAN, a TensorFlow-based
reimplementation of the original SteganoGAN model,
designed to simplify the message embedding process
while maintaining high image quality and embedding
capacity. By removing the Reed-Solomon error correc-
tion mechanism, the study aims to reduce computational
complexity and training overhead without compromising
the accuracy of message extraction. This streamlined
architecture seeks to demonstrate that robust message
recovery and imperceptible image quality can still be
achieved through careful network design and optimiza-
tion within the GAN framework.

A secondary objective of this work is to analyze the
influence of the critic network on the overall perfor-
mance of the model. To this end, two distinct versions
of KerasSteganoGAN are implemented: one including a
critic component and another operating without it. The
comparative analysis between these variants focuses
on evaluating their impact on key performance metrics
such as payload capacity, decoding accuracy, Peak Sig-
nal-to-Noise Ratio (PSNR), and Structural Similarity Index
Measure (SSIM). This comparison allows for a deeper
understanding of how adversarial learning contributes
to the balance between embedding fidelity and visual
indistinguishability.

Finally, the research aims to empirically validate the
effectiveness of KerasSteganoGAN through extensive
experiments on benchmark image datasets. The study’s
tasks include designing and training the models, meas-
uring and comparing their quantitative and qualitative
performance, and analyzing trade-offs between compu-
tational efficiency and steganographic robustness. The
results are expected to provide insights into optimizing
GAN-based steganographic architectures for practical
use, setting the groundwork for further exploration of
adaptive and lightweight deep learning techniques in the
field of image steganography.

Research Materials And Methods

SteganoGAN is a groundbreaking that leverages
the power of GANs to tackle the challenges of image
steganography. Traditional approaches to image
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steganography often suffer from limited payload capac-
ity and the risk of introducing visible artifacts that can
be detected by automated steganalysis tools. By using a
GAN-based architecture, SteganoGAN overcomes these
limitations, significantly enhancing the embedding rate
while maintaining high image quality [4].

At its core, SteganoGAN is an end-to-end deep learn-
ing model that allows for the hiding of arbitrary binary
data inside images, written with Python library called
PyTorch. The model’s architecture consists of three
main components: an encoder, a decoder, and a critic
network.

The encoder is responsible for embedding the secret
message into the cover image, transforming it into a
steganographic image. The decoder, on the other hand,
works to recover the hidden message from the steg-
anographic image. The critic network plays the role of
a discriminator in the GAN framework, evaluating how
close the generated steganographic image is to the
original cover image [5]. This adversarial relationship
between the generator (encoder) and the critic enables
the model to produce steganographic images that are
nearly indistinguishable from the original ones, making
it difficult for steganalysis tools to detect the presence
of hidden data.

One of the key innovations in SteganoGAN is the
use of multiple loss functions to optimize the encoder,
decoder, and critic simultaneously. By balancing these
losses — specifically, the decoding accuracy, the percep-
tual similarity between the cover and steganographic
images, and the realism of the generated image — the
model is able to achieve a high payload capacity while
maintaining image fidelity.

The architecture of SteganoGAN is carefully designed
to balance embedding capacity and image quality.
It includes three key components: the encoder, the

Encoder

(32, W, H)
Image
(B, W, H)
Data (D, W, H)
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decoder, and the critic network, which together work
within an adversarial training framework and shown
on Figure 1. This allows SteganoGAN to hide arbitrary
binary data in images while maintaining their visual
integrity, like in [6].

Encoder Network

SteganoGAN incorporates three different encoder
architectures, each designed to explore different meth-
ods of embedding messages into images: the basic
encoder, the residual encoder, and the dense encoder.
Each of these architectures (Figure 2) handles the fea-
ture extraction and message embedding processes
differently, which impacts both the quality of the gen-
erated steganographic image and the model’s ability to
recover the hidden message.

Basic Encoder — the the simplest variant, designed
with a straightforward convolutional architecture. It
starts by processing the cover image through several
convolutional layers, which transform the image into a
feature map. The binary message is then concatenated
to these features and passed through additional convolu-
tional layers. The final output is a steganographic image
that contains the embedded message. This architecture
is relatively simple and fast to train, but its limitation is
that it may not efficiently capture intricate image details
or provide the best possible image quality when embed-
ding large amounts of data. The lack of skip connections
or advanced feature reuse mechanisms means that the
model might struggle with higher message depths or
complex images.

Residual Encoder — builds upon the basic encoder by
introducing residual connections, a technique originally
popularized by ResNet architectures [7]. In this design,
after the message is concatenated to the image features
and processed through the convolutional layers, the out-
put of the encoder is added to the original cover image.

(32, W, H)

Critic

Fig. 1. Original SteganoGAN model architecture
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Image
B, W, H

This means that the encoder is learning to produce a
residual image — an image that represents the differ-
ence between the cover image and the steganographic
image — rather than the steganographic image itself. The
advantage of using residual connections is that they help
prevent vanishing gradient problems during training
and enable the model to focus on the minimal changes
needed to embed the message. By only adjusting parts
of the image where necessary, the residual encoder
tends to produce higher-quality steganographic images,
especially when dealing with larger payloads. This archi-
tecture also typically converges faster than the basic

encoder.

Dense Encoder — the most advanced of the three
and is inspired by the DenseNet architecture [8]. In this
design, the output of each convolutional layer is densely
connected to the inputs of all subsequent layers. In
other words, the feature maps produced by each layer
are concatenated with the feature maps of all previous
layers, ensuring that the encoder reuses features across
the network. This results in feature reuse, meaning that
the model can more effectively capture complex image
details and use the most relevant information for embed-
ding the message. Dense connections mitigate the van-
ishing gradient problem more effectively than residual
connections and encourage the model to leverage both
low-level and high-level features simultaneously. This
makes the dense encoder particularly well-suited for sce-
narios where the payload is large or the image content is
complex. However, the trade-off is that this architecture
is more computationally expensive and requires more
memory than the basic or residual encoders.
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Fig. 2. Encoder different types (Basic, Residual and Dense)

Decoder Network

In SteganoGAN, two decoder architectures are
employed: the basic decoder and the dense decoder.
The decoder’s primary role is to extract the hidden
message from the steganographic image, and the effec-
tiveness of this process is crucial for ensuring accurate
message recovery. The architecture of the decoder can
significantly influence how well it performs under differ-
ent conditions, particularly when handling varying pay-
load sizes and complex image content.

Basic Decoder — follows a straightforward approach,
much like the basic encoder. It consists of several convo-

lutional layers that transform the steganographic image

ISSN 2786-9024

back into a feature representation. These features are
then processed to recover the original binary message.
Just like Basic Endoder, the design of the basic decoder
is simple, with no advanced connectivity mechanisms
between layers. While the basic decoder is efficient
and works well for smaller payloads, its simplicity can
become a limiting factor when dealing with larger mes-
sage depths or more complex steganographic images
[9-10]. It processes each layer sequentially, without tak-
ing advantage of previous layer outputs, which can lead
to less accurate message recovery in more challenging
scenarios. Should be mentioned that Basic Decoder only
uses with Basic or Residual Encoder.

Dense Decoder — builds upon the same principle
as the dense encoder, utilizing dense connections to
enhance feature extraction and reuse. In this archi-
tecture, each layer’s output is concatenated with the
outputs of all preceding layers. This ensures that every
convolutional layer has access to the full set of features
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extracted by earlier layers, allowing the decoder to
leverage both low-level and high-level information
simultaneously.

The dense decoder is particularly well-suited for
recovering messages from images where the message
depth is high or the cover image is complex. By main-
taining access to all previous feature maps, the dense
decoder can more effectively reconstruct the binary
message. This architecture excels in scenarios where
high accuracy is essential, as it mitigates the risk of losing
critical information during the decoding process.

Critic Network

The critic network is crucial to the adversarial train-
ing process. It distinguishes between real images (the
original cover images) and fake images (the stegano-
graphic images generated by the encoder). The critic's
feedback guides the encoder, pushing it to generate
steganographic images that look more realistic and are
harder to distinguish from the original cover images.
The critic uses the Wasserstein loss, which is designed
to improve the training stability of GANs and ensures
that the generated images closely resemble real cover
images [11-13].

Loss Functions

SteganoGAN employs three primary loss functions to
optimize the encoder, decoder, and critic simultaneously:

- Decoder loss — measures how well the decoder
D recovers the hidden message in steganographic mes-
sage £(X,M), where X is original image, and M is
original message. It uses binary cross-entropy loss to
compare the original message to the decoded message
D(S(X, M)) . The goal is to minimize the error between
the original and the recovered with decoder binary
messages.

L, = Ey_, CrossEntorpy (D (E(X,M)), M) @)

- Image similarity loss — this loss ensures that the
steganographic image remains visually similar to the
original cover image. The image similarity loss is calcu-
lated using the mean square error (MSE), which meas-
ures the difference between each pixel in the cover
image and the corresponding pixel in the steganographic
image. Minimizing this error helps preserve the appear-
ance of the cover image.

1
Y3 W x H

- Realness loss —returns critic C score of stegano-

graphic image.

L, =E X -&(X,M), (2)

L, =By, C(E(X,M)) (3)

The total loss is the sum of these three losses: the
decoder loss, the image similarity loss, and the realness
loss.

minimizel, + L, + L, 4)
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By minimizing this combined loss, SteganoGAN opti-
mizes the quality of the steganographic images while
ensuring reliable message recovery. SteganoGAN uses
this combined loss to train both encoder and decoder
model weights.

Critic loss — evaluates how realistic the stegano-
graphic images are compared to the original cover
images.

L, =Ey,C(X)-E,, C(E(X,M)) (5)

The critic loss is based on the Wasserstein distance,
which compares the distributions of the real images
(cover images) and the generated images (stegano-
graphic images). The encoder aims to generate images
that minimize the critic's ability to distinguish between
the real and fake images.

Keras Steganogan Architecture

KerasSteganoGAN is a TensorFlow-based reimple-
menta-tion of the original SteganoGAN architecture with
several notable modifications to simplify the message
encoding and decoding processes while maintaining the
overall structure and functionality of the original model.
Instead of modifying original PyTotch-based StegnoGAN,
KerasSteganoGAN was rewritten with more functional
and popular Python library called TensorFlow. First rea-
son to make TensorFlow-based SteganoGAN is possibil-
ity of using it only with definite version of PyTorch library
and Python. Another reason is possibility of using LiteRT
library of making lightweighted mobile versions of Al
models.

Key modification in KerasSteganoGAN is the removal
of the Reed-Solomon error correction method, which
was previously used in SteganoGAN to enhance message
recovery accuracy. In SteganoGAN, the binary message
was first encoded with Reed-Solomon, converted into
bits, and then placed into a tensor, separated by blocks
of zero bits. This process added computational complex-
ity while improving error tolerance during decoding.

In KerasSteganoGAN, we opted to remove the
Reed-Solomon encoding and decoding steps, simplifying
the model’s structure. By doing so, we rely solely on the
Al models (encoder and decoder) to manage the embed-
ding and extraction of messages. This change reduces
overhead and streamlines the overall pipeline without
significantly impacting performance. The hidden mes-
sage is now directly embedded into the cover image, and
its recovery is entirely dependent on the performance of
the neural network models.

Despite these modifications, the core components
of the architecture remain intact, including the encod-
er-decoder structure and the option to utilize differ-
ent types of encoders (basic, residual, and dense). The
removal of Reed-Solomon encoding enables the model
to focus purely on leveraging the strengths of the neural
network for accurate message recovery, which simplifies

Copyright © 2025, OTA.
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the training and deployment processes while maintain-
ing high payload capacity and image quality.

Another significant change that contains KerasSte-
ganoGAN is that we use Sigmoid activation function at
the last convolution layers of each encoder and decoder
models in order to return data in a range of [-1, 1]. In the
case of the encoder, returned data will be converted to
an image, or in the case of the decoder, it will be con-
verted to a tensor of binary data. In the original Stega-
noGAN model, both encoder and decoder models have
no activation functions at the last convolution layers
[14-15].

KerasSteganoGAN architecture allows generation of
steganographic images with the size of 128x128 pixels,
though SteganoGAN allows generation of stego-images
with original size of cover-images. The reason of this is
the difficulty of the implementation of such an architec-
ture as well as the complexity of training.

One of the key explorations in KerasSteganoGAN is
the introduction of two distinct model variants: with a
critic and without a critic. In the original SteganoGAN,
the critic network played an important role in the adver-
sarial training process by helping the model learn to gen-
erate steganographic images that are indistinguishable
from real images. The critic evaluates how realistic the
generated steganographic images are and provides feed-
back to improve the encoder's output.

In KerasSteganoGAN, we decided to investigate the
specific impact of the critic network on the quality of
the steganographic images and the accuracy of mes-
sage recovery. To do so, we created two versions of the
model:

Data (D, W, H)
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- One version includes the critic network, mimick-
ing the adversarial setup from SteganoGAN.

- The other version operates without a critic net-
work, meaning the encoder and decoder are trained
without the additional adversarial feedback.

The motivation for this comparison is to analyze
whether the critic network contributes significantly
to improving the visual quality of the images and the
reliability of message recovery or if a non-adversarial
approach can yield comparable results. Both variants
still use the same encoder-decoder structures, with the
option to choose between basic, residual, and dense
encoder types, but the inclusion or exclusion of the critic
alters the training dynamics. Figure 3 presents KerasSte-
ganoGAN architecture without critic with basic or dense
decoder types while encoder types could be the same
as at the original SteganoGAN: basic, residual or dense.

Training both model variants allows us to com-
pare the influence of adversarial feedback in the GAN
framework versus simpler encoder-decoder setups. This
exploration is aimed at understanding whether the crit-
ic’s complexity justifies its potential benefits, especially
in terms of computational cost and training time.

Training And Comparision

To thoroughly evaluate the performance of KerasSte-
ganoGAN models with and without the critic network,
we used a set of key metrics that assess both the quality
of the steganographic images and the effectiveness of
message recovery. These metrics — RS-BPP (Reed-Solo-
mon bits per pixel), PSNR (Peak Signal-to-Noise Ratio),
and SSIM (Structural Similarity Index Measure) — are
standard in the field of steganography, providing insights

Data
(D, W, H)

Fig. 3. Critic-less KerasSteganoGAN architecture with basic or dense decoder types
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into the image quality, message capacity, and accuracy
of the decoder. Detailed description of these metrics is
provided in [16].

To train our model Div2K [17] dataset was used with
batch size of 4. The train dataset consists of 700 pictures
of different sizes, while the validation dataset consists
of only 100 pictures. Due to the absence of GPU with
CUDA cores, our neural network training was done on
CPU Intel i9, and took 15 minutes to train the model on
5 epochs.

PSNR measures the difference in quality between
the steganographic image and the original cover image.
A higher PSNR value indicates that the two images are
more similar, with fewer distortions or artifacts in the ste-
ganographic image. In the context of KerasSteganoGAN,
we use PSNR to evaluate how well the model preserves
the visual quality of the cover image after embedding
the hidden message. The influence of the critic network
is particularly highlighted by this metric, as models with
a critic are expected to generate steganographic images
that closely resemble the cover images.

SSIM is another metric used to evaluate the quality
of the steganographic image, focusing on the perceptual
similarity between the cover and stego-images. It meas-
ures structural changes, taking into account luminance,
contrast, and texture. Like PSNR, higher SSIM values
indicate better preservation of the image structure. To
visualize the impact of the critic network on image qual-
ity, plots of SSIM for different encoder types and data
depths will demonstrate how the critic influences the
visual similarity between the stego and cover images.

The RS-BPP metric calculates the effective number of
bits per pixel that can be reliably hidden and recovered in
the image. This metric is derived from the decoder accu-
racy and the message depth. Although we removed the
Reed-Solomon encoding/decoding process in KerasSte-
ganoGAN, we still use the RS-BPP formula to estimate

PSNR Metric Logs
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the capacity of the model. It provides a clear measure of
how efficiently the model can embed and recover data,
particularly when comparing different encoder types
and their ability to handle various message depths.

These three metrics allow us to assess the perfor-
mance of KerasSteganoGAN from different perspectives:
PSNR and SSIM evaluate the visual fidelity of the images,
while RS-BPP measures the model’s capacity to embed
and recover data effectively. The upcoming sections will
illustrate these metrics through various plots, particu-
larly focusing on how the inclusion of the critic network
affects image quality and message recovery.

To comprehensively compare the performance of
KerasSteganoGAN models with and without a critic net-
work, we trained both variants using three encoder-de-
coder configurations:

- basic encoder — basic decoder;

- residual encoder — basic decoder;

- dense encoder — dense decoder.

For each of these encoder-decoder pairs, we exper-
imented with six different message depths (1 to 6 bits
per pixel), varying the amount of data embedded in each
image. Each configuration was trained for 5 epochs, as
this was sufficient to observe the general trends in the
models’ performance while keeping the training time
manageable. The impact of these choices on the per-
formance of the models is reflected in several metrics —
PSNR, SSIM, and RS-BPP — as shown in the figures that
follow.

In Figure 4, we present PSNR results for all three
encoder configurations (basic, residual, and dense)
across different message depths. Here, it becomes evi-
dent that models with a critic network generally achieve
higher PSNR values, particularly at higher data depths,
indicating better preservation of image quality. The
residual encoder, paired with a basic decoder, shows a
significant improvement in PSNR compared to the basic

16 1

14 1

10 4

——- Basic Logs

—=- Residual Logs

=== Dense Logs

— Critic Basic Logs
—— Critic Residual Logs
= Critic Dense Logs

T T T
0 1 2
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Fig. 4. Plot of SSIM metrics during 5 epochs of training KerasSteganoGAN with and without critic model
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encoder, especially when trained with a critic. The dense
encoder achieves the best overall results, with PSNR val-
ues staying high even with 6 bits per pixel of data, high-
lighting its superior ability to handle larger payloads.

Similarly, Figure 5 showcases the SSIM metric for
the same encoder-decoder configurations. The dense
encoder consistently achieves higher SSIM values, indi-
cating a better structural similarity between the stego
and cover images. Models with a critic tend to perform
better in terms of SSIM across all data depths, reinforc-
ing the idea that the critic helps the encoder preserve
image structure more effectively.

SSIM Metric Logs
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The RS-BPP metric (shown in Figure 6) provides
insight into the effective payload capacity of the
models.

Here, the dense encoder again outperforms the
basic and residual encoders, particularly at higher mes-
sage depths. As expected, models with a critic achieve
slightly higher RS-BPP values, reflecting their ability to
embed and recover data more accurately. However, the
improvement in RS-BPP is not as dramatic as the gains
seen in PSNR and SSIM, suggesting that the critic's pri-
mary benefit lies in improving image quality rather than
significantly boosting payload capacity.
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Fig. 5. Plot of PSNR metrics during 5 epochs of training KerasSteganoGAN with and without critic model

RS BPP Metric Logs for Different Message Depths
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Fig. 6. RS-BPP metric during training KerasSteganoGAN with different payloads for all types of Encoder model
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Research Experiments And Results

These results highlight the consistent pattern
observed across metrics — models with a critic tend to
produce higher quality images, as evidenced by their
superior PSNR and SSIM values, while dense encoder
architectures excel in both image quality and data
embedding efficiency.

To better understand the effectiveness of our trained
models, there is table 1, which contains Decoder accu-
racy, PSNR, SSIM, and RS-BPP metrics for each KerasSteg-
anoGAN model with different data depth, encoder archi-
tecture, and critic model presence. Figure 7 presents the
original image in the first row, the stego-image created by
the KerasSteganoGAN model with critic, dense encoder,
and data-depth 6 trained on 5 epochs on the second row,
and their difference in the gray-scale on the third row.

The decoder accuracy remains high across all models
and data depths, particularly for smaller message depths

https://doi.org/10.32782/2786-9024/v3i5(37).344525

(1 and 2 bits per pixel). Both models with and without a
critic achieve nearly perfect accuracy at lower message
depths, with a slight drop as the data depth increases.
At data depth 6, the model with a critic shows slightly
better accuracy for the dense encoder (77%) compared
to the non-critic model (78%), indicating the critic's pos-
itive impact in higher payload scenarios.

RS-BPP, which measures the effective payload,
shows a consistent trend: the dense encoder performs
best across all data depths. For instance, at data depth
6, the dense encoder achieves an RS-BPP of 3.34 (with
critic) and 3.42 (without critic), outperforming both the
basic and residual encoders. The basic encoder shows
relatively lower RS-BPP across all configurations, with
values ranging from 0.98 at depth 1 to 2.84 at depth 6
(with a critic). In general, models without a critic show
slightly higher RS-BPP values, but the difference is not
significant.

Table 1. Metrics For Different Model Architecture And Payload Depth

Critic D Decoder Accuracy RS-BPP PSNR SSIM
Basic |Residual| Dense Basic |Residual| Dense Basic |Residual| Dense Basic |Residua|| Dense
1 0.99 0.99 0.99 0.98 0.98 0.98 13.11  16.69 14.44 0.47 0.63 0.52
2 0.98 0.97 0.98 1.93 191 1.95 12.13 14.66  13.93 0.39 0.53 0.49
3 0.97 0.95 0.97 2.83 2.70 2.86 10.81 12.20 11.60 0.26 0.36 0.29
Yes 4 0.87 0.84 0.90 3.01 2.77 3.20 11.21 1311 11.55 0.29 0.42 0.28
5 0.78 0.77 0.82 2.87 2.71 3.24 1199 14.95 12.08 0.36 0.54 0.33
6 0.73 0.71 0.77 2.84 2.60 3.34 12.68 16.19 12.78 0.42 0.61 0.39
1 0.99 0.99 0.99 0.98 0.98 0.99 12.34 15.62 14.82 0.42 0.59 0.55
2 0.99 0.99 0.99 1.96 1.96 1.96 11.62 14.06 13.12 0.35 0.50 0.45
No 3 0.97 0.95 0.98 2.82 2.74 2.90 10.78  11.55 10.99 0.26 0.31 0.27
4 0.88 0.83 0.90 3.08 2.65 3.22 10.66  12.93 10.80 0.25 0.43 0.24
5 0.79 0.78 0.83 2.97 2.84 3.37 11.64 13.62 11.60 0.35 0.47 0.30
6 0.75 0.73 0.78 3.02 2.79 3.42 11.94  15.05 11.99 0.38 0.55 0.34

Fig. 7. Original resized, callback, their difference images on 5 epochs of the Dense model
with critic and data-depth equals 6
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In terms of PSNR, the dense encoder consistently
performs better across all message depths compared
to the basic and residual encoders. For example, at data
depth 6, the dense encoder achieves a PSNR of 12.78
(with critic) and 11.99 (without critic), outperforming
the other two encoders. The critic-enhanced models
tend to have better PSNR values at higher data depths.
At data depth 6, the basic encoder with a critic achieves
a PSNR of 12.68 compared to 11.94 without a critic. This
indicates that the critic helps preserve image quality as
more data is embedded into the image.

SSIM results follow a similar pattern to PSNR, with
the dense encoder showing the best performance across
all message depths. For example, at data depth 6, the
dense encoder achieves an SSIM of 0.39 (with critic) and
0.34 (without critic). The critic-enhanced models con-
sistently achieve higher SSIM values across all configura-
tions. At data depth 6, the residual encoder with a critic
scores 0.61, compared to 0.55 without a critic, reinforc-
ing the idea that the critic network helps maintain the
structural integrity of the image. The residual encoder
benefits the most from the critic in terms of SSIM. For
instance, at data depth 6, the residual encoder with a
critic scores 0.61, significantly higher than the 0.55
scored by the non-critic model.

Dense encoder consistently outperforms both
basic and residual encoders across all metrics, show-
ing its strength in handling larger payloads (higher data
depths). Models with a critic generally perform better
in terms of PSNR and SSIM, indicating that the critic
helps improve image quality and structural similarity,
especially at higher data depths. The non-critic models
show slightly higher RS-BPP values, but the difference is
not substantial, suggesting that while the critic improves
image quality, it does not greatly impact the payload
capacity.

Conclusion

In this paper, we presented KerasSteganoGAN, a
TensorFlow-based reimplementation and extension of
the original SteganoGAN model, with key modifications,
including the removal of the Reed-Solomon encoding/
decoding process and the introduction of two distinct
model variants: with and without a critic network. Our
goal was to assess the impact of these changes on the
model's ability to hide and recover messages while
maintaining the quality of the steganographic images.

Through a comprehensive evaluation using RS-BPP,
PSNR, and SSIM metrics across different encoder-de-
coder architectures and message depths (ranging from
1 to 6 bits per pixel), we observed several important
trends:

- Dense encoders, regardless of whether a critic
was used, consistently outperformed both basic and
residual encoders in terms of both image quality and
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data embedding efficiency. Dense connections allowed
for better feature reuse, resulting in higher RS-BPP,
PSNR, and SSIM values across all configurations.

- The critic network played a crucial role in improv-
ing image quality, particularly at higher message depths.
Models with a critic achieved higher PSNR and SSIM
values, indicating that the critic helped preserve both
the visual and structural integrity of the steganographic
images.

- While models without a critic achieved slightly
higher RS-BPP values, the improvement was marginal,
suggesting that the critic network primarily enhances
image quality rather than significantly increasing pay-
load capacity.

Overall, our results suggest that using a dense
encoder with a critic network yields the best trade-off
between payload capacity and image quality, making it
an ideal choice for high-capacity steganographic tasks.
However, given that all models were only trained for 5
epochs, our results also indicate that more extensive
training (at least 32 epochs, as used in the original Ste-
ganoGAN) would likely lead to further improvements
in performance, especially for more complex encoder
architectures like the dense encoder.

Future work will focus on exploring additional
encoder architectures and loss functions to further opti-
mize the performance and enhance its applicability in
real-world steganography scenarios. We plan to retrain
the model and perform a comparative analysis under
equivalent training conditions, such as training duration,
to ensure a fair evaluation of the model's improvements.
Additionally, we aim to generate images at their original
size to better reflect practical use cases and assess the
model’s performance with higher-resolution data.

Conflict of Interest

The authors declare that they have no conflict of
interest regarding this study, including financial, per-
sonal, authorship-related, or any other type of conflict
that could have influenced the research or its results
presented in this article.
Funding

This research was conducted without any financial
support.
Data Availability

This manuscript has no associated datasets.

MOKPALLIEHA CTETAHOIPA®IAl 30BPAXKEHDb
3A OMOMOroO0 KERAS-STEGANOGAN:
GAN HA OCHOBI TENSORFLOW

Omutpo Xoma, €sreH balwKkos
Cmezanocpagpis  300padxcens — ye  npoyec
60yoosyeanns  cexpemnoi  ingopmayii 6  yupposi
300padicents MaxKum YuHoM, wob cam gakm icHy8aHHs
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nosioomnenns  sanuwiascsa — nenomimuum.  Ocmanmi
docsieneHHs Y cghepi 2nubOKoeO HABYAHHA, 30KpeMd
6 eenepamugro-smazanvhux mepesxcax (GAN), cymmeso
NOKPAWULU K NPONYCKHY 30AMHICb CIe2ano2papiuHux
cucmem, max 1 AKicmb GIOMBOPEHHSA 300paAfCEHb.
Opueinanvha mooens SteganoGAN, peanizosana y Torch,
docsena HaucydacHiuux pesyromamis, 3adesneyyouu
npuxogysanns 00 4.4 0im Ha nikcenb npu BUCOKIl
cmitikocmi 0o memodie cmezoananizy. Ilpome eniug
Kpumuxa (critic network) Ha Axicmv cmeeanozpaii

ma cmabiibHicmb  HAGYAHHS  00CI  3ATUULAEMbCS
HeOOCmAamnbo 6UBYECHUM.
y yiu pobomi npeocmasieno Keras-

SteganoGAN — peanizayito ma posuiupenns Stegano GAN
Ha 6azi TensorFlow, npusnaueny 01 cuCmemMamuinozo
awanizy poai  Kpumuxa 6 npoyeci 3Ma2anbHO20
cmezanoepaghiunoeo nasuanua. byno pospobreno ma
NOPIGHAHO 08I 6epCii MoOOeNi — 3 KpUMuKom i 6e3 Hbo2o —
Ha OCHO8I Mpbox apximekmyp enkooepa: basic, residual
ma dense. Koocny konghicypayiio nasuaiu npomszom
n’amu enox i3 enubunor nogioomaenHs 6i0 1 0o 6
oim, wo 0ano 3mo2y 8cebiyHO 00CAIOUMU KOMNPOMICU
MIDIC  EMHICTINIO  NPUXOBAHUX OAHUX, CHOMBOPEHHIM
300paAdiCeHHs Mma MOYHICIIO 0eKOOYB8AHH.

Kinvkicna oyinka 6uxonysanacs 3a 00NOMO2OM0
CMAaHOapmHux Mempuk AKocmi 300pasiceHs
i cmezanoepagpiunoi echexmusnocmi, sxmouarouu PSNR,
SSIM, RS-BPP ma mounicme 0exodysanusi. Pezynomamu
NOKA3YI0Mb, WO HAABHICMb KPUMUKA NIOBUULYE BI3YATbHY
SAKICMb  ma  cxodcicms  300padicenb  3a HeBEIUKUX
HABAHMAICEHb, Npome 1020  GNIUE  3MEHULYEMbCS
31 30inblenHam enubunu nosioomnenus. Ompumani
pe3yibmamu  Haoarms HO8e PO3YMIHHS — 63A€EMOOIT
Midc  CKIaOHicmio  eHKoOepd, OUHAMIKOW —KPUMUKA
ma cmeeaHoepaQiuHo  eekmusnicmio, a MaKodiC
dopmyroms niorpynms 014 NOOAIbUI020 B00CKOHATEHHS
cucmem cmeeanoepadii na 6asi GAN.

Knrouosi cnosa: SteganoGAN, Keras, TensorFlow,
cmezanoepagis 306pascenb, GAN, enxooep, Kpumux,
nponyckna 30amuicme, residual, dense, Odexodep,
3MacanbHe  HAGUAHHSA,  NPUXOBAHE  NOBIOOMIEHHS,
MEMPUKU CXOHCOCMI.
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