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AHOTALIA

Lo pobomy npucesueno axmyanvbuii npooiemi KOMREHCAyii GUNAOKOBUX 3AMPUMOK Y MePelCesUx CUCmemax
ynpasninusa (Networked Control Systems), axi gunuxaromo uepes npobiemu U He2amueHi 0CoOIUBOCMI KAHANIB 36 'A3K).
LJi cmoxacmuuni 3ampumku, wo 0OYMO6IEHI yepeamu naKemie, Kowizisamu i MiHIUGUM HABAHMANCEHHIAM, NPU3B00IMb
00 decmabinizayii, nocipuieHHs: MOYHOCTI MA 3HUNCEHHS NPOOYKMUBHOCI pOOOMmML.

Tpaouyitini memoou xomnerncayii, axi nepeddoauaroms I1[/]-pecynamopu ma demepminosani nioxoou (Hanpuxiao,
anpokcumayisi Cmima), noKazylome HU3bKIi NOKA3HUKU eqheKmMUSHOCI 8 YMOBAX HASBHOCMI 8UNAOKOBUX 3AMPUMOK.
Ak piwenna yiei npobiemu NPONOHYEMbCA SUKOPUCMAHHA YAPABLiHHA 3 npocno3yeanHam (Model Predictive
Control — MPC), y saxomy 3a605Ku UKOPUCHAHHIO MOOEE 00 €EKMA € MONCIUBICMb Nepeddayumu NO8eOiHKy cucmemu
11 onmuMizy8amu Kepyouuti niue 0Jisk KOMNeHCcayii 04iKy8aHux CNOMBEOpeHb CUSHATLY.

Memoio pobomu € cmeopennsi memody Komnencayii Ha ocrogi adanmusnozo MPC. /s ybo2co npedcmaenena
MAMeMamuyHa Mooelb Mepexcesol cucmemu YNPAGIiHHA 3 YPAXYBAHHAM GUNAOKOBUX 3AMPUMOK V JIHIAX 36 A3KY
«CEHCOp — KOHMPOLEP» MA «KOHMPOLEp — AKNyamopy, 8KI0OYHO 3 hopManizayielo posumupenozo 6eKmopa cmamy
11 nobyooeoro cnocmepicaua. Ilpaxmuuna sHauumicme niomeepodxcyemvcs cmeopennam 6 MATLAB/Simulink
iMimayiunoi moleni 3 iOMEOPIOBAHUMU CMOXACMUYHUMY 3AMPUMKAMYU A NPOBeOeHUM KINbKICHUM AHANI30M
dezpadayii NOKA3HUKIE YNPAGTIHHSL.

Y pobomi 3anpononosaro i npoananizosarno 2ibpudHe piuients, uo KOMOIHY€E KACMOMHULL Al20pUMM nepeddayents
cmany, aoanmusnuil Oygep ynpaeninns it incmpymenmu MPC Toolbox. I[lopisnsiivhe MOOenio8anusi 0eMOHCMPYE
nepesazy 2ibpuonozo nioxody nao comosumu piwennamu MPC i xacmomnum nepedbauysauem 3a KiOUOBUMU
Mempuramu. inmezpanvna abconomua nomunka (IAE), uac nepexionozo npoyecy, enepeis ynpasuinua i cmitikicmo
00 6UNAOKOBUX 3amMpumok. Pesyromamu exasyiomv Ha cymmese ROKpawjeHHs CMilikocmi ma npoOyKmMueHOCMI
cucmemu, niomeepoHCyIouU nepcneKmMusHicme gukopucmanis aoanmuerno2o MPC 0na cmeopeHHs HaOTliHUX cucmem
VIPAGAIHHS HO8020 NOKONIHHS, KL (DYHKYIOHYIOMb 68 YMOBAX 3 HelOeaNbHUM KOMYHIKAYIUHUM Cepedosutye.

Knwouoei cnoea: sunaokosi sampumku, yYnpagninHs 3 NPOSHO3YBAHHAM, Mepexicesi cucmemu YNpAasiiHHs,
MOOeNo8aH s, KOHMpoep.

Bctyn

Mepesesi cuctemu ynpasniHHa (Networked Control
Systems) 3abe3neuvytoTb 0cOBAMBUIA Niaxia A0 opraHisa-
LT ynpaBAiHHA TEXHONOTYHMMM NPOLLeCaMM, KON CKNa-
[0Bi YaCTMHU cUCTEMMU (CEHCOPU, KOHTPOIEPU, BUKOHABUI
MexaHi3aMn) anAa KoMyHiKauii mix cobot BMKopUCTO-
BYlOTb MepeKy [2]. 3actocyBaHHA MOAIOHOI apxiTek-
TYPW CYTTEBO BiAPI3HAETLCA Bif 3BUYHUX | TPAAULINHMX
pileHb, AKi BUKOPUCTOBYIOTb NpAMe 3'€gHaHHA, i Ui Big-
MIHHOCTI HafaloTb | pAg BaroMux nepesar: 3MeHLUEeHHA

BAPTOCTi 1 NOJErweHHA NPOLECY MOHTAXKY, MOXIUBICTb
FHYYKOI KOH®Irypauii, LUMPOKi MOXKAMBOCTI ANA mMacliTa-
byBaHHSA, @ TAKOX MOM/IMBOCTI AN iHTErpyBaHHA PO3no-
AineHnx o6’ekTiB. Taki 0cob6aMBOCTI 1 NepeBarn mepe-
KEBUX CUCTEM YNPaBAiHHA 3p0buan ix AocnigKeHHA Ta
BMKOPWUCTAHHA 3aTpebyBaHUMM B Pi3HMX ranysax — Big,
NpPOMMUCNOBOI aBTOMaTK3aL,ii Ta eHeprocuctem 6e3ninoT-
HUX TPAHCNOPTHUX 3acobiB i TenemegnLUmMHM [2].

Cama cyTHicTb MepeKeBOT iHGPaCTPyKTypu Ma€ aedAki
0COBNUBOCTI, AKI CTAOTb HEFATUBHMMMW YMHHUKAMMU, LLO
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notpebytoTb pileHHs. Mig yac npouecy nepeaadi 4aHnX
no KaHanax 383Ky 060B’A3KOBO BUHWKAOTb BUMNAAKOBI
3aTPUMKM, CNpUYMHEHI mepexketo (random network-
induced delays), nosaBa AKMX 3ymoB/ieHa PAAOM NPUYMH
[2; 7]

1) u4epru nakeTiB y KOMyTaToOpax;

2) Konisii nig 4ac nepegavi B
cepenoBsuL;

3) HeneTepMiHOBaHa MapLIpyTU3aLlis;

4) peTpaHcAaAaLii 3a BTpaTW NaKeTi.;

5) 3MmiHHe HaBaHTaXeHHsA Ha KaHanu 3B'A3Ky.

Lli 3aTpMMKM MatoTb CTOXaCTUYHUIA XapaKTep i Bapito-
I0TbCA Bif, MiNiCEKYHA, A0 CEKyHA, TUM CaMUM CTBOpPIO-
04X BAXKAMBI Ta HETPUBIa/sbHI 3afadvi 40 ynpasaiHHA
Takumu cuctemamu [5; 13]. 3 nornaay ¢isvku npupoay
BMMAAKOBUX 3aTPMMOK MOXKHA MOACHUTU AaCUHXPOHHI-
CTIO MpOLEeCiB Nig 4ac reHepauii AaHUX CeHcopamu,
06pPO6KKN KOHTPOIEPOM | NOAANBLLOI AOCTABKM KOMaHA,
00 BMKOHaBYMX MPUCTPOIB TaKOK HeigeanbHO mepe-
*eto [2; 7].

KpUTWMYHICTb | NPMHUMMOBICTb Y NUTAHHI KOMMNeEHca-
LT 3aTPUMOK 3yMOB/IEHA iX HEraTMBHMM BNAMBOM Ha
cuctemy [5; 10; 14], a came:

- pecrtabinisaLieto —3aTpMMyBaHHA KEPYHOUUX CUT-
HaniB 3HMXKYE 3anac CTINKOCTI, WO NPOBOKYE KOMBAHHSA
Ta PO3XOAXEeHHA npoueciB (pyMHyBaHHA BAACTUBOCTI
CTiliKoCTi 3a JlIAnyHOBUM);

—  MOTipWeHHAM TOYHOCTI — HeYy3roAXKeHiCTb MiXK
NOTOYHMUM CTAaHOM Ta JaHWMM, WO 6yan OTPUMAHI
KOHTPONEPOM i3 3aTPMMKOLO, MPU3BOAUTb [0 3pOCTaHHA
CTaTUYHOI Ta AMHAMIYHOT NMOMMUAKM (36iNblUeHHA iHTe-
rpanbHUX KpUTepiis);

— 3HWXKEHHA NOKa3HMKIB NPOAYKTUBHOCTI — nepe-
peryntoBaHHs, 36iNblEHHA Yacy nepexigHUX npouecis
i BTpaTa WBWMAKOAIT CYyTTEBO 3MEHLIYIOTb MOMKJIMBOCTI
cMCTeMM pearyBaTtu Ha 36ypeHHs.

BaKNMBO 3a3HaYMTK, WO B HALKPUTUYHUX CUCTEMAX
i chepax 3acTocyBaHHA (HanpMKag, B XiMiYHUX peaKTo-
pax, nig, Yac xipypriyHnx pobiT Towo) 3aTPMMKa HaBiTb
y 200 MC fa€ BUCOKWUI WAHC Ha aBapito, TOMY MUTAHHSA
33aTPUMOK Yy CUCTEMAX YNPABNIHHA € AY)Ke BaXKAMBUM
[11].

po3ainbHoMy

Martepianu Ta meToamn AocniaXKeHb

Y uii poboTi 6yN0 BUKOPUCTAHO METOAM CTPYK-
TYPHOro M NOPIBHANbHOIO aHanisy. byno pocnigrkeHo
HAYKOBY Ta METOAWMYHY ANiTepaTypy 3 BMKOPUCTAHHAM
iHpopMaLiMHOro M aHaNITUYHOrO NiAXOAY, TAKOX BUKO-
PUCTaHO PAL, OHNANH-pecypciB ANA OTPUMAHHSA iHPOp-
MaUii 32 TEeMATMKOI JOCNIOXKEHHA.

Pe3ynbrat gocnipKeHb

AK BiAOMO, 3aTPMMKM, WO MNEPEBULLYIOTb MOKA3HMK
10-15 % Big nocTiiHOT Yacy o6’ekTa, 3 Manow edek-
TUBHICTIO  MiAA3IOTbCA  PEry/NOBAaHHIO  KNACUYHUMU

perynatopamn (Hanpuknag, M14) [3]. TpaauuiriHi ke
meToan KomneHcauii — 6ydepusauin, anpokcumadin
CMiTa — 4aCTO € HEKOPEKTHUMM [0 BUKOPWUCTAHHA ANA
BMMNAZKOBUX 3aTPUMOK, OCKiNbKM NepeabayatoTb geTep-
MiHOBaHICTb UM NOCTIlHICTb BEIMYMHM 3ani3HeHHs [3; 13].

Y Taki cuTyauii ynpaBaiHHA 3 MPOrHO3yBaHHAM
(Predictive Control) moske 3anponoHyBaT! NPUHLMUMNOBO
BiAMiIHHWI nigxig [4; 6; 9]. MoxHa BMAINUTU Baromy
nepesary — Le MOX/MBICTb BUKOPWUCTOBYBATU MoOAENb
06’eKTa ana nepeabaveHHs NoOBEAIHKN CUCTEMMU B Mali-
OYTHBLOMY MPOMIXKKY Yacy 3 ypaxyBaHHAM iHdopmauii
npo 3aTPUMKK. ANTOPUTM HE TiIbKM A€ 3MOry 3peary-
BaTW Ha NOTOYKY MOMMWJIKY, ane i ONTUMI3ye NOCNifoB-
HICTb Kepyrunx BNAMBIB, LLO AAE MOX/IUBICTb KOMMEH-
CYBaTW OYiKyBaHi CNOTBOPEHHA CUTHAIB.

PesynbtaT poboTM — Le po3pobKa Ta Bepudikauis
MeTOo4Yy KOMMeHcaL,ii BUNaAKOBUX 3aTPUMOK Y Meperke-
BUX CMCTEMaXx ynpasBAaiHHA Ha ocHoBi aganTnesHoro MPC.
MpaKTUyHe 3HaYeHHA NiATBEPAKYETLCA:

— CTBOPEHHAM CUMYAALINHOI Moaeni meperkesol
cucTemm ynpasniHHia 8 MATLAB/Simulink 3 sigTBOptoBa-
HUMM CTOXaCTUMHUMM 3aTPUMKaMU;

— KiNbKiCHMM aHanisom paerpagauii MOKasHWMKIB
yNpaBAiHHA B pa3i BapiaTUBHMX 3aTPUMOK;

- nigreeparkeHHAm edpektTuBHocTi MPC nopiBHAHO
3 TPAAULINHUMM MEeTOAAMM.

3anponoHoBaHWI Niaxig, BigKpPWBaAE NepcneKkTusu
ONA CTBOPEHHA CTIMKMX CUCTEM YNpaBAiHHA HOBOrO
NOKONIHHA, AKi 34aTHI GYHKLIOHYBaTK B YMOBax Heige-
aNIbHUX KOMYHiKaUiiHWUX cepefoBuLL,.

MamemamuyHa mooensb mepexcesor
ynpaeniHHA 3 8UNAOKOBUMU 3aMPUMKAMU

1. ba30Bi piBHAHHA 06’€KTa yNpaBAiHHA

PosrnaHemo niHiMHY cTauioHapHy cucTemy B Auc-
KPeTHOMY 4aci 3 nepiogom AUcKpeTmnsaLii Ts :

PiBHAHHA CTaHY:

x(k+1)=Ax(k)+Bu(k),(1).

PiBHAHHA BMXO4Y:

y (k) = Cx (k),(2),

cucmemu

ne:
- X(k) eR" - BekTop crany,

- u(k)eR" —BekTop ynpasniHHs,
- vy (k) eR? - Bektop BUMipIOBaHb,

- AeR™ BeR"™ C eR”™ -
cucTemm.

2. Mogenb meperKeBux 3aTPUMOK

Y meperKeBuxX CcMCTEeMAX YNpaBAiHHA BUHUKaOTb ABi
BMMaAKOBI 3aTPUMKM [2; 5]:
1. (k) - 3atpumka

MmaTpuLi

S‘ BMMIptOBaHHA  (sen-
sor-to-controller). Lle 3aTpumka nepepgaui y(k) Big,
CeHcopa A0 KOHTPoepa;

rm(k) — 3aTpumKa ynpasniHHA (control-
ler-to-actuator). Lle 3atpumka nepegadi u(k) sig
KOHTPO/Iepa A0 BUKOHYIOYOro NPUCTPOIO.

Copyright © 2025, OTA.
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MaTemaTuuHui o(nm)c:
.. (k

d (k)=-=
)=

0. (k)= 3)

Y™ ca

d (ke {0,1,....d2"}.d, (k)€ {0,1,....d1"} (4).
BnactnBocCTi 3aTPUMOK:
O6mexeticte: di™ =™ [/ T,d*™ =10 /T
CTOXaCTUYHICTb:
v, (k) ~ U(a,b),1, (k) ~ N (n,0) [5;10;14].
3. O6’egHaHa moaenb CUCTEMM i3 3aTPUMKAMMU
KntoyoBi cniBBigHOWEHHA
YnpasniHHA i3 3aTPMMKOLO, WO NOCTYNae Ha 06’eKT
B MOMEHT K :

u(k) = u, (k- d,, (k)).(5).
BMMiptoBaHHA i3 3aTPUMKOLO, LLLO AOCTYNHE KOHTPO-
nepy B MOMeHT K :

Ve (k) = y(k=d, (k)) = C, (k- d,. (k)).(6).

4. Po3wupeHa moaenb CTaHy
[OnAa BpaxyBaHHA iCcTOpii ynpaBaiHHA BBOAMMO pPO3-
WMPEHWit BEKTOP CTaHy:

x (k)
u(k-1)
u(k-2)
z(k) = : A" =dp e+ dne (7).

u(k-d"™)

PosmipHicTb: dim (Z) =n+m-d"™.

YnpasaiHHA po3LwmnpeHoi
z(k+1)=A,z(k)+B,v(k),(8),

ae v(k — HOBe YMpaB/iHHA, WO PO3PaXOBYETHCA
KoHTponepom, a matpuui A, i B, 3anexatb notournx
33aTPUMOK.

5. CtpykTypa matpuup ana GikcoBaHOi 3aTPUMKM

Y Bunaaky, konm Bigoma satpumka d = d,, (k):

cncremm:

(A 0 - B-0] 0,,

0 7, 0.0 I,

0 0 1,0 0,,
Matpuusa A, : A, = Pl LBy =l (9).

0 0 10 0

Takum unHom, 610k B posmiwero 8 nosuuii (a' + l)
BEKTOpa ynpasniHHA, a [, € oAMHWYHOK MaTpuueto
PO3MIpHOCTI M X m .

6. Cnocrtepiray cTaHy

[Nna OUiHKM NOTOYHOrO CTaHy 3a 3amipamu i3 3anis-
HeHHAM Maemo Take [1; 3; 12]: o (k)

X (k) = A%Ox (k—d, (k))+ Y. A" 'Bu(k - i),(10),

ne X (kl|k) — ouiHka cTaHy B MOMEHT k wHa ocHosi
sumipy y (k = d,, (k)).

7. MporHo3Ha mogenb (MPC)

MporHo3 cTaHy Ha N Kpokis Bnepes, [4; 6; 9]:

2(k+j+1k) = A, z(k+ jlk)+B,v (k + jlk),(11).
3 obmeskeHHamm: v, <V (k + jlk) <V, =0,1,..., N 1.

8. Kpwutepin ontumisavnii MPC
MiHimi3auia KBagpaTUYHOI GYHKLIT BApTOCTI:

N A N,-1
T=3y(k+jlk)-r(k+j),+ D Aavk+ k. (12)-
J=1 j=0

3 TaKMMM NapameTpamm:

- 0 >0,R >0 -sarosi matpuui,

- N —ropu3oHT nporHosy,

- N, —ropusoHT ynpasniHHs,

- F — UiNbOBUW CUTHAA.

Ls matemaTvyHa ¢opmanizauisa Aae 3mory aHani-
3yBaTW CTIMKICTb CUCTEMW Ta CMHTE3YBAaTWU KOMMEHCa-
TOp, Wo byae afanTUBHUIN A0 BUNALKOBUX MEPEKEBUX
3aTpumok [4; 5; 13].

ModenweaHHA adanmusHo2o MPC 0as KommeH-
cayii sunadKkosux 3aMpPUMOK Yy Mepexesux cucmemax
ynpaeniHHA

OCKinbKM iCHye p[eKinbKa wWAAxiB Ta nigxo-
AiB 00 MOLENntoBaHHA MeperKeBUX CUCTEM YMpas-
NiHHA 3 BUMMAAKOBMMW 3aTpMMKaMM, NPOMOHYETbLCA
pilleHHA, SsKe BUKOPUCTOBYE MOAY/Ib MPOrHO3YBaHHA,
WO Haja€e Baromy nepesary y BUMNALI MOBHOTO
KOHTPOJ/IIO Haf CTBOPEHWM aNropuTmom nepenba-
YEHHA | TAKOXX NOEAHYETLCA i3 CUIBHUMU CTOPOHAMM
iHCTpymMeHTiB, Wwo mictatbca B MPC ToolBox MATLAB/
Simulink [9].

Huxkye 6yae HaBeAeHO OMNUC CTBOPEHHS TaKoi
cuctemu B8 MATLAB/Simulink, aika fae 3mory BUKOHY-
BaTW MOAENIOBAHHA MepexXeBUX CUCTEM YyNnpaBAiHHA
3 BUNAAKOBMMM 3aTPUMKaMU i OTPUMATU Pe3ynbTaTH
CTOCOBHO e(deKTUBHOCTI pobOTM B yMOBaX HAABHOCTI
LMX 3aTPMMOK i3 BUKOPMUCTAHHAM KOMMEHCYBa/ib-
HOro npucTpoto Ha 6a3i ynpaBAiHHA 3 NPOrHO3yBaH-
HAM. [na 36inblieHHS MOKa3HMKIB edeKTUBHOCTI
poboTn Takoi cuctemun 6yn0 BMKOPUCTAHO FibpuaHe
pilleHHA, AKE MAE e/IeMEHTU KaCTOMHOrO anropuTmy
Ha ocHoBi LQR + nepeabayeHHa cTaHy, peanisauii
bydpepy nepepbaueHHa (MATLAB Function), a Takox
iHCTpymeHTU 3 MPC ToolBox. BaxknnBo BpaxoByBaTty,
WO TaKMW MOTYKHWI iHCTPpymeHT, Ak MATLAB/Sim-
ulink, y»ke mictutb y cobi rotosi iHCTpymeHTU AnA
ynpasfiHHA 3 NPOrHO3yBaHHAM, BUKOPUCTAHHA AKUX
€ AOCUTb NPOCTUM i 3pO3yMINNM i BOLHOYAC AEMOH-
CTPYE AOCUTb BUCOKI MOKa3HUKM epeKTUBHOCTI poboTH
TaKoi cucTemu:

Ane Takuit roToBMIA BapiaHT, 3BMYaliHO, HagaE nepe-
Bary, ajie € AOCUTb HETrHYYKUM i Ma€E pAg obmexkeHb,
TOMY NPONOHYETLCA TaKWUM ribpUAHUI BapiaHT.
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Tabn. 1. Pe3ynbtaT BUKOpUCTaHHA rotosoro MPC 3 Ha6opy MPC ToolBox MATLAB/Simulink

Cucrema MepeperyntoBaHHA Yac BcTaHOBNEHHA IAE

laeanbHa cuctema (63 3aTPUMOK) 5% 0,8¢c 0,12
Cuncrtema 3 BUNAagKOBUMM 3aTPUMKamM 35% 2,5¢ 0,45
KomneHcauia 3a gonomoroto rotosoro MPC 10 % 12c 0,18

MoACHEHHA enemeHTiB:
1. Cnocrtepiray cTaHis (State Observer).
- Peanisyetbca 3a gonomoroto KanmaHOBCbKOro
dinbtpa [1; 3; 12].
. — OcHoBHa dyHKLiA: BIAHOBNEHHA NOBHOTO CTaHy
x(k)-
- Peanizauia 8 MATLAB:
function x_hat = kalman_observer(y, u, A, B, C, Q, R)
persistent x_est P
if isempty(x_est)
X_est = zeros(size(A,1),1);
P = eye(size(A));
end

% Prediction
x_pred = A*x_est + B*u;
P_pred = A*P*A' + Q;

% Update

K =P_pred*C'/(C*P_pred*C' + R);
x_est = x_pred + K*(y — C*x_pred);
P = (eye(size(A)) — K¥*C)*P_pred;

2. KactomHuii nepenbavysad(State Predictor)
- BxigHi napametpu: N

- NOTOYHa OLiHKa CTaHy X (k);

- ictopis kepysarb U (k — 1) .u(k - N) ;

- NOTOYHa 3aTpMMKa T (k) .
3. MPC Controller
— OnTmMmiszauia: BUpilye 3agady MiHimizawii:

min2[§(k+i)—r(k+i)TQ[§(k+i)—r(k+i)}+

+ Au'RAu, (13)-
3 obMmexeHHAMM:

u <u(k+j)<u,,
Aug < u(k+j)<Aug, .
OKpemo cnifl, BUAIANTM KNtouoBi 0cOBAMBOCTI TaKoro
ribpngHoro pilleHHs:
1. ApgantusHuI bydep ynpasniHb
Peanizauia 8 MATLAB:

function u_buffer = update_buffer(u_new, u_old,

tau_max)
x_hat = x_est; u_buffer = [u_new; u_old(1:min(end, tau_max-1))];
end. end.
1 | Mokansumk vosTponep
! Eytep KepypaHs HacTcompuni
' nepeaBadynad
E DG exy ynpaRAHHA H
; .
i : i
i Cencop Jarpumna mepexd T(K) 1
Puc. 1. CTpyKTypHa cxema BuKopuctaHHa MPC y cuctemi 3 BUNagKoBUMM 3aTPUMKaMM
8
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2. IHTeneKkTtyanbHe nepeabadveHHs
Peanizauia 8 MATLAB:
function x_pred = hybrid_predictor(x, u_buf, tau, A,
B, C)
% lMepeBipKa Ha eKcTpanonauito
if tau > size(u_buf,1)
tau = size(u_buf,1);
warning('3aTpumMka nepesuiLmnaa posmip bydepa');
end

% PeKypcuBHe nepenbayeHHsn
x_pred = x;
fori=1:tau

x_pred = A*x_pred + B*¥u_buf(i);
end

% Kopekuia no HeniHivHii mogeni (onuioHanbHo)
if exist('nonlinear_correction', file')
x_pred = nonlinear_correction(x_pred);

end

end

3. TibpuaHe HanawTyBaHHA MPC

Peanizauia 8 MATLAB:

function mpcObj = configure_hybrid_mpc(A, B, C, D, Ts)
mpcObj = mpc(ss(A,B,C,D,Ts), Ts);
mpcObj.PredictionHorizon = 20;
mpcObj.ControlHorizon = 3;

% ABTOMaTU4YeCKaA NOACTPOIKa BECOB

if rank(ctrb(A,B)) == size(A,1)
[~,K] = dIgr(A,B,eye(size(A)),0.1*eye(size(B,2)));
mpcObj.Weights.Output = diag(K);

mpcObj.Weights.Output = [10, ones(1,size(C,1)-1)];
end
end
MepeBaramu Takoro KOMb6iHOBaHOrO Niaxoay €:
1. THyuKicTb nepenbaveHHA:
-  MOM/MBICTb A0AaBaHHA HENiHIMHUX Mmodenen;
- afanTaLifa 40 MepeXXeBMX YMOB, L0 3MiHIOTbCA;
KacToMHa 06pobKa ekcTpemasibHUX BUMAAKIB.
2. OnTuMmizauia ynpasBniHHA:
- ABTOMATWMYHE pileHHA 33434 3 0OMeKeHHAMM
- OnTMManbHWIM po3nogin pecypcis
- B6ynosaHi meTtoam ctabinizau;i
3. PobycTHicTb
Peanizauia B8 MATLAB:
% TecT Ha CTiiKiCTb Npu BapiaLifax 3aTPUMKHM
max_tau = 10;
for tau = 0:max_tau
A_cl = [A-B*K, B*K_pred; zeros(size(A)), A_pred];
if max(abs(eig(A_cl))) > 1
error("HecTinkicte npn 1=%d" tau);
end
end
MopiBHAHHA MoKanBocTen rotosoro MPC 3 igeanb-
HOl cucTemolo (6e3 BMNAgKOBMX 3aTPUMOK) i cucTe-
MO0, Aile HaABHi 3aTPUMKM, ane He BMKOPUCTOBYHOTHCA
KOMNeHCyBasibHi NpUCTpoi, bynun HaBeaeHi BuLLe. Huxkue
NPOMNOHYETLCA A0 Nepernaay NopiBHANbHA TabamLa Mix
umMm ke rotoBum MPC 3 iHcTpymeHTiB MPC ToolBox
MATLAB/Simulink 3 KomneHcyBaHHAM, WO 6a3yeTbeA
NIMIUe Ha BWMKOPMUCTaHHI KAacTOMHOro nepenbadvysaya,
a TaKOXK MOPIBHAHO 3 HaBEAEHUM FOPULHUM PilLEHHAM
KOMMEHCYBa/IbHOrO NPUCTPOIO.

else
Ta6n. 2. NopiBHANBHI NepeBaru ribpuAHOro pileHHA
AcneKr KacromHuit fotoBuit MPC Fi6puaHe pilieHHA
nepep6auysau
MNepenbaveHHs *** (NMOBHWUIN KOHTPO/b) * (OBbMexKeHHs roToBoro *¥** (ApanTusHe)
3aTPMMOK pileHHs)

OnTuMmizauia ynpasniHHa | * (PyyHe HanalTyBaHHS)

*** (ABTOMaTUYHA) *** (3 obMeKeHHAMM, AK i B

rotosoro MPC)

BpaxyBaHHA HeNiHiMHOCTI ** (Moxknueuit)

*** (BbygoBaHuit) *** (Yepes MPC)

ObuncntoBanbHe
HaBaHTaXeHHA

** (CepenHe)

* (Bucoke) ** (OnTumisoBaHe)

AHanis cTinKocTi

* (PyyHuin)

** (ABTOMATUMYHMN) *** (KombiHOBaHMIA)

Ta6n. 3. NepeBara y noKasHUKaXx ri6puagHoro pilieHHA

MokasHuK KacTtomHuit nepeabavysau lotoBuit MPC Fi6puaHe piweHHA
IAE 0,25 0,18 0,12
Yac Bigryky 1,8c¢c 1,5c 1,2c¢
EHepria KepyBaHHA 8,5 6,2 5,8
Critikictb 3a T+ 50% Hi Tax Tax
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BucHOBKMU

Pe3ynbTaTv LbOro AOCANIAKEHHA AAl0Tb 3MOTy 3po-
3yMiTU 1 YNEBHUTUCb Y KPUTUYHOCTI BMAMBY BMMAZKO-
BUX 3aTPMMOK Ha AMHAMIYHi XapaKTEepPUCTUKM CUCTEM
ynpasniHHA [2; 5; 7], a Takox B edeKTUBHOCTI 3acTocy-
BaHHA ynpaBiHHA 3 nporHo3yBaHHAM Model Predictive
Control (MPC) ana KomneHcaujii LMX 3aTPUMOK.

MiacymoK MOXKHa NPeACcTaBUTU TAKUM YAHOM:

1. CriiKicTb Ta NPOAYKTUBHICTb.

MopgentosaHHAa 8 MATLAB/Simulink nokasano, wpo
BMKOPUCTAHHA HaBiTb 6a30BOro pilleHHA 3 FOTOBMM
MPC 3abe3neyye:

— 3HWXeHHA nepeperyntoBaHHA Ha 75—-90 % nopis-
HAHO 3 TpaauuinHumu MIA-perynatopamu [3];

- 3MeHWeHHA 4acy nepexigHoro
B 2—3 pasu;

- MOKPALLEHHA iHTerpanbHux Kputepiis (IAE, ITSE)
Ha 80-95 %;

- 3b6epexKeHHs CTillKoCTi B pa3i 3aTpumoK go 40 %
BiA, NocTinHoi Yacy 06’eKTa.

A 3 ornAgy Ha MOKa3HWKM, OTPMMAHI Mig Yac BUKO-
pUCTaHHA ribpuAHOro pileHHs 3i cnocTepirayem CTaHiB
i KacTomHMM nepenbauvyBayem, ePpeKkTUBHICTb poboTH
MeperXKeBOi CUCTEMW yNpaBAiHHA 3pocTae we binble,
LLLO BUAHO 3 AaHUX, HaBeAeHUX y Taba. 3.

2. lMepesaru nigxoay
3 MPOrHO3yBaHHAM.

AHanis matemaTU4HOi Mozeni 3 PO3WMPEHUM BEK-
TOPOM CTaHy MOKa3as, Wwo MPC nepeBaae TpaauuinHi
MEeTOAM 3aBAAKM:

- ABHOMY BpaxyBaHHIO CTOXAaCTUYHOTO
OXKEHHA 3aTPUMOK Y 3a4a4i oNTMMI3aLLil;

— CNPOMOMHOCTI aKTUBHO KOMMEHCYBATU OYiKy-
BaHi CNOTBOPEHHA CUTHANIB;

- CTilAKOCTi A0 Bapialiit 3aTPUMOK Yy AianasoHi Big,
0,1 po 0,5 cekyHaM.

3. TeopeTW4Hi Ta NPAKTUYHI pe3ynbTaTu.

3a pesynbraTamu poboTn 6yN0 AOCATHYTO TaKe:

- ¢dopmanizauia mepexeBoi cUCTEMU yrNpPaBAiHHA
AAK CUCTEMM 3i 3MIHHOIO CTPYKTYPOIO MaTpuLLb A, , Bd;

- OTPMMaHO anropUTM OLIHKM CTaHy X (k|k);

- oTpumaHo Simulink-mogzeni 3 BigTBOPHOBAaHUMM
CLeHapiaMun 3aTPMMOK.

4. 3BMYyaliHO, NOTPIGHO 3a3HAUYMTM TaKOXK i Npo
AeAKi 0bMeKeHHSA, AKI XapaKTepu3yrTbCA TaKUM:

—  BMCOKi pO3paxyHKOBi BUMOTM 3@ FOPU3OHTY Npo-
rHo3y N > 20N > 20;

- YyTAMBICTb A0 TOYHOCTI Mogeni 06’ekTa;

- notpeba B aganTauji 3a BHECEHHS 3MiH [0 TOMo-
Norii mepexi.

Came TOMy, BPaxOBYlOUYM HAABHICTb TakMx obme-
KeHb, i MOXHa rOBOPUTU MPO AO0AATKOBY AOLIMBHICTD
BMKOPUCTaHHA NPeACTaBNEHOro ribpuaHOro pilleHHs.

TobTo MeperkeBi cUCTEMM YNPaB/iHHA 3 BUKOPUC-
TaHHAM MPC nokasanu cebe AK sAKiCHe pilleHHA anas

npouecy

ynpaBAiHHA

noxo-

nobyaoBM CUCTEM YNPaBAiHHA B YMOBAaxX HeifeanbHUX
KOMYHiKaLiin [2; 4; 6]. 3a noganbworo po3BUTKY anro-
PUTMIB MALIMHHOIO HaBYaHHA, MiHiaTiOpM3aLii po3spa-
XYHKOBUX MNatdopm BiOKPUETbCA LWAAX A0 MacoBOroO
33CTOCYBAaHHA METOZAiB YNPaBAiHHA 3 NPOrHO3yBAHHAM
Y HaZKPUTUYHUX MEPEXKEBUX CUCTEMAX, Y AKMX HaZil-
HiCTb i CTIMKiCTb 0 BiAMOB € HaliBaXK/INBILLOK YMOBOIO.
Pe3ynbTaT poboTU CTBOPIOIOTL METOAO/OTYHY OCHOBY
ONA MPOEKTYBAHHA HOBOTO NOKOJIIHHA aAanTUBHUX MPO-
MWCNI0BUX CUCTEM YNPaBAiHHA.

KoHdniKT iHTepecis

ABTOp AEeKnapye, WO He Mae KOHQAIKTy iHTepeciB
CTOCOBHO LbOrO AOCAIAMKEHHSA, Y TOMY Yuchi $iHaHCO-
BOro, 0COBUCTICHOrO XapaKTepy, aBTOPCTBa UM iHLIOrO
XapakTepy, WO Mir 61 BNAMHYTM Ha AOCANIAXKEHHA Ta
oro pesynbratu, NpeacTaBeHi B Uil cTaTTi.
®iHaHCcyBaHHA

LocnigeHHA
NiATPUMKMN.
JAocCTynHicTb gaHux

PyKonuc He ma€ NoB’A3aHNX AaHUX.

nposogunoca 6e3  diHaHcoBOI
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COMPENSATION OF RANDOM DELAYS IN NETWORKED
CONTROL SYSTEMS USING ADAPTIVE MPC

Ivan Chystyk

The article addresses the pressing issue of
compensating for random network-induced delays in
Networked Control Systems (NCS), which arise from
imperfect communication channels. These stochastic
delays, caused by packet queues, collisions, and variable
network load, lead to system destabilization, degraded
accuracy, and reduced performance. This is especially
critical in high-stakes applications such as industrial
automation and telemedicine.

Traditional compensation methods, including PID
control and deterministic approaches (e.g., the Smith
predictor), prove ineffective against the random nature
of these delays. The proposed solution employs Model
Predictive Control (MPC), which leverages a system
model to predict future behavior and optimize control
actions to compensate for anticipated signal distortions.

The work aims to develop and verify a compensation
methodbased on adaptive MPC. Itpresents amathematical
model of an NCS that accounts for random delays in
the sensor-controller and controller-actuator channels,
formalizing an extended state vector and constructing an
observer. Practical significance is confirmed through a
MATLAB/Simulink simulation model with reproducible
stochastic delays and a quantitative analysis of control
performance degradation.

The study proposes and analyzes a hybrid solution
combining a custom state prediction algorithm, an

adaptive control buffer, and tools from the MPC Toolbox.
Comparative simulations demonstrate the superiority
of the hybrid approach over both standard MPC tools
and custom predictors in key metrics: Integral Absolute
Error (IAE), settling time, control energy, and robustness
to increased delays. The results show a significant
improvement in system stability and performance,
confirming the promise of adaptive MPC for building
reliable next-generation control systems capable of
operating in non-ideal communication environments.

Keywords: random delays, networked control systems
(NCS), modeling, controller, MPC (Model Predictive
Control).
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AHOTALIA

Baosicnusum  Kpunmozpa@iuHum MexamizMoM, SKUll 2apanmye KOHQIOeHYIUHICMb (81ACMUGIiCmb  HYIb08020
PO320NI0WEHHS) MaA 3a0e3NeUye HeMONCIUBICIb 00B8ECMU NEPEGIPAIOUOMY XUOHE MBEPONCEHHS, € OOKA3U 3 HYIbOBUM
po3zeonowennam. Ilonynapuoro peanizayiero 00Ka3ie i3 HYIbOBUM PO320JIOULEHHAM € KOPOMKI, HeiHmepaKmueHi
00KA3U, KL MOJNCHA WBUOKO nepesipumu i Ki He nompedyromos 63aeMOoO0il Midc CMOPOHAMU NICAS NOYAMKOBO20
Hanawmysants. OCHOBHUM HANPAMOM Y PO3POOYI CYYACHUX cucmem O008e0eHHs € [HMepaKmuseHe 008e0eHHs, SKe
b6yoyembcsi 3a 06a kpoku. Tlepuiuii — HAOCUNAHHS NIOMBEPONCEHHS NOTIHOMY [HMEPAKMUBHO20 OPAKYIbHO20 00KA3Y
ma opyeuil — CMeoperH s NPABUIbHUX OPAKYIi6 cXxeMu NONIHOMIAIbHUX 30008 '513aHb 3d O0NOMO20I0 YIMKO GU3HAYEHUX
KpunmozpaghiuHux memoois oyinku noninomia. Ilepesipxka UKopucmants 0OHAKOBUX KOeDiYicHMI Y KOXHCHIl JiHIlIHIL
KombOiHayii nompebye nepesipku 5K NONIHOMIANbHOL Y32000CEHOCMI, MAK I y32002CeHOCmi 3MIHHUX. [ nobyodosu
3A2aNbHUX CXeM CIUCT020 HEIHMEPAKMUBHO20 AP2YMEHMY 3HAHHS 3 HYIbOBUM PO320IOUWEHHAM 0)10 3aNponoHO8AHO
NONHOM THMEPAKMUBHO20 OPAKYIbHO20 O0KA3Y, WO MOOENIOE NOGIOOMILEHHS SIK NONIHOMIAIbHI opaKkynu. Yci mecmu
008005MbCAL 30 ONOMO0K CXeM NONIHOMIANbHUX 30008 's3aHb, A NOMIM 13 HYTbOBUM 3HAHHAM OYIHIOIOMbCS 8 MOYY,
3a0anii 0coboio, wo nepesipse ingopmayiro. Haoitinicms i kongioenyiiinicmes ycix mecmis 6a3yemvcs HA MPbOX
OCHOBHUX KAMe20pisX NONHOMI8 IHMePaAKMUH020 OPAKYIbHO20 00KA3Y, A came cxemMu NOATHOMIAbHUX 30008 A3aHb 31
CNONYYEHHAM, 3 ApeYMEeHMoM 8HYMPIiuHb020 000YMKY ma 3 meopieto Kooy. IIpomoxonu cmucaux HeiHmepaKmueHuxX
apeyMeHmi6 3HAHHS 3 HYIbOBUM PO32ONOULEHHAM Peani3yiomvCsi yepe3 npocpami BUCOKO20 DIGHS (KOMRIIAMOopu),
SKI NepemeoprombCsi Ha NPOMIdCHe NPeOCmAgieH s, mModmo cxemy, Wo BUSHAYAEMbCA CUCMEMOI ODMEdiCeHb.
Buxopucmosysani komninsimopu nooiisiomvcs Ha OOMEHHO-OPIEHMOBAHI MO8U, 86Y006AHI OOMEHHO-OPIEHMOBAHI
MOBU Ma GIpMYANbHI MAWUNHU 3 HYIbOBUM PO3Kpummsam 3uans. Cneyianizo8ani 00OMeHHO-0PIEHMOBAH] MOBU ONUCY
anapamuozo 3abe3neyerHs abo MO8U NPoSPAMy8AHHA NPONOHYIOMb A0ANMOBAHUU CUHMAKCUC OJiA eQeKmuHo2o
BUPAdICEHHST 0OMedICeHb 6 apumemuynux cxemax. BOyoosarni 0omenHo-0pieHmoBani Mosu peanizyromocs K QYHKYIl
8 MOBAX NPOZPAMYBAHHA 3A2ANIbHO20 NPUSHAYEHHS 1l OPIEHMOBAHI HA NPOBIOHI CXeMu, YCNAOKO8AHI 8i0 60Y008aHOI
Mosu. Bipmyanvni mawunu 3 Hy1b08UM POSKPUMMAM 3HAHL 00POOISIIOMb ONEPAYitiHULL KOO YUKy «8UDIpKa —
0eK0O0YBAHMS — BUKOHAMHAY, PENNIKYIOUU MPACYBAHHS 0OUUCTeHb O 3A2ANbHUX NPOSPAM I 2eHepyIouU 8i0N0GiOHI
NniOMBepONCeH s 3 HYIbOBUM PO32ONOWEHHAM. Bonu cymicui 3 icnytouumu mMoeamu npoepamy8anHs 6UCOKO20 Di6Hs
ma MOXNCymov uUKOpucmogysamu QyHKyii icnyiouux komninamopis. Komninamopu oyiniolomscst 3a nepexpector abo
CUHMAKCU4Ho0 cymicuicmio. 3azanom HaUuOINBWIOW NepewKko0ol y SUKOPUCIAHHT OibniomeK HeiHmepaKmueHUxX
0dokaszie € bpak 0okymenmayii. Cmanoapmu3zayis Modce OONOMO2MuU pO3POOHUKAM NOPIGHSIMU 8ANCIUGE PYHKYIT PIZHUX
bibniomex, a maxodc ecmanogumu OinbuL y32000ceHy 0a308y AiHiI0 npodykmugHocmi. JJokymenmayia 6ioniomexu
U000 YUX OCHOBHUX (DYHKYILL € HEeSIBHOIO0, T PO3POOHUKAM NOMPIOHO PO3YMIMU OCHOBHI KDUNMO2papiuni memoou, ujoo
subpamu 8ionogiony cxemy. Baoicnusor € cmandapmuszayis napamempie KoOMRiIAmMopie, wo YCKIAAOHIOE NOGMOPHE
BUKOPUCMAHHS ICHYIOYUX ITHCMPYMEHMIE.

Knrouosi cnosa: 0okazu 3 HYIb0BUM PO320J0UIEHHAM, [HMEPaKmueHe 008e0eHHs, NONIHOM IHMePaKmMU8HO20
OPAKYIbHO20 O0KA3Y, CXeMU NOJIHOMIANbHUX 30006 S13aHb, KOMNLISAMOPU, OOMEHHO-OPIEHMOBAHT MOBU, GiPMYANbHI
MAWUHU, CIAHOAPMU3AYis.
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Bctyn

Baxnmsum kpuntorpadiyHMm MexaHi3MOM, AKMUI
[a€ 3MOry OfHi 0cobi AoBecTU iHWIA CTOPOHI iCTUH-
HiCTb NEeBHOro TBEPAMKEHHA, HE PO3KPUBAKYM npwu
LbOMY }OAHOI [O0AATKOBOI iHPpOpMaLii Npo cam AoKas
abo ceKpeTu, Ha AKKUX BiH Ba3yeTbCA, € AOKA3N 3 HY/bO-
BUM po3rosiowleHHAM. Lla KpunTtorpadiyHa KOHCTPYK-
Lia NOEAHYE rapaHTito KOHoigeHUiMHOCTI (BnacTuBicTb
HY/IbOBOrO PO3roJ/IoWeHHs), TobTo ocoba, AKa nepe-
Bipsie iHpopmaLto, He OTPUMYE Hi4oro, WO morio 6
PO3KPUTU CEKPeTM 0cobMu, Lo A0BOAUTL iHbOpMaLito.
Lpyroto KPUTUYHOIO XapPaKTEPUCTUKOIO € Ob6rpyHTOBa-
HiCTb, fIKa 3abe3neuye, WO XKOAEH Waxpai He 3moKe
[0BecTM nepesipAoyomy xmbHoro TeepaxeHHA. Cepen,
0co611MBO NONYNAPHUX peani3alili A0KasiB i3 HY/IbOBUM
PO3roNOLWEHHAM BUAINAOTLCA KOPOTKi, HEIHTEPAKTUBHI
[OOKa3K, AKi MOXHa WBMAKO NepeBipuUTH i AKi He noTpe-
6yloTb B3aemogii MiK CTOpOHamM NiciA MOYaTKOBOro
HafNawTyBaHHA. TakMi niaxia [ae 3mory epeKkTUBHO
BMKOPUCTOBYBATU Lii aAropuTmMu B 6araTbox NPaKTUYHMX
3aCTOCYBaHHAX — BiA, KOHOIAEHUiNHUX obuncneHb Ao
macwTtaboBaHMx 6n0K4YenH-cuctem. Kntoyosoto Bnac-
TUBICTIO 6e3neKn HeiHTePaKTUBHUX [AOKasiB € 06rpyH-
TOBAHICTb 3HaHb, AKa 03HaYaE, Wo Oyab-XTO, XTO 3A4aTeH
3reHepyBaTM NpPaBW/IbHUIA [0Ka3, Hacnpasgi BONOAIE
NeBHMM «CBigKOM», TOBTO CeKpeTHow iHpopmauieto,
WO NigTBEPAXKYE ICTUHHICTb TBepaXeHHsA. CBigok — ue
He NPOCTO AO0BiNbHUI Habip AaHWUX, a TaKa iHpopmauin,
AKa fae 3mory edeKTUBHO (HanpuKnad, NnoniHOMiaNbHO)
nepesipuTH, WO AeAKe TBEPOKEHHA HANeXUTb A0 nes-
HOI MOBW KJlacy HefeTepMiHOBAHOIO NMOAIHOMIaNbHOrO
Yyacy. BogHouac uAa mogenb TpaguLUiMHO pPO3rNAfae
ivwie OOMHUWYHI Aii AOKasyBaya, WO 3a/ULIAE MPOCTip
ONA PO3LWMPEHHSA B Hanpsami 6araTocTopoHHix abo napa-
NenbHUX cueHapiis.

JliHiHI cMcTemmn MMOBIpPHICHO nepesipeHoro pose-
[AEHHA 1 iHTepaKTMBHe (OpaKyNbHe) LOBeAEHHA € AAPOM
CTUCNIUX HEIHTEePAKTUBHUX apryMeHTIB 3HAHHA 3 HYNbO-
BMM PO3ro/IoWEHHAM Ha OCHoBI iHQopMmaLiliHo-Teope-
TUYHOro goseneHHA. OCHOBHI BNaCTUBOCTI LMX aprymeH-
TiB — NPO30piCTb, MOCTKBAHTOBA 6e3MekKa, yHiBepcaibHe
HanalwTyBaHHA N eeKTUBHICTb.

AHanis niTepaTypHUX AaHUX | NOCTAHOBKA
npobnemu
Mepwnit  ePeKTUBHUN CTUCAUM  HEIHTepPaKTUB-

HUIA apryMeHT 3HAHHA 3 HYNbOBUM PO3rONOLUIEHHAM
(zk-SNARK, Zero-Knowledge Succinct Non-Interactive
Argument of Knowledge) ans 3aranbHux cxem 3anpo-
noHyesanun [ KeHHapo Ta iH. [13] y 2013 poui. BoHu
BUMKOPUCTANM TEXHIKY KBaApaTU4YHOI nporpamu npo-
MixKKiB (QSP, quadratic span program), sika € npocTi-
woto GopmMo  KBagpaTUYHOI apudmeTUYHOI npo-
rpamun QAP (Quadratic Arithmetic Program). OcHoBHa
ines umx anroputmie nonarae B nobygosi Habopy

NONIHOMIANbHUX PiIBHAHb | BWMKOPWUCTAHHI nap AgnAa
nepeBipKM LUX PiBHAHb.

Y 2016 pouj B ogHe piBHAHHA Byn0 iHTerpoBaHo nepe-
BipKY BanigHOCTI, NONIHOMIaNbHY Ta 3MiHHY NepeBipKn
Y3roAKEHOCTi 3 BUKOPUCTAHHAM ANA LbOro SnLLe TPbOX
nap. [7] Po3mip goKasy 6yno A04aTKOBO 3MEHLIEHO A0
ONTUMI30BaHNX TPbOX enemeHnTiB. llicna uporo Teope-
TUYHI LOCATHEHHA Ta NPaKTUYHa PoboTa 30cepesKyBa-
iMca Ha po3pobui komninatopa ansa QAP [5]. MoganbLui
pob0oTM A0AaTKOBO aHani3yoTb BNACTMBOCTI 6e3neku [6]
Ta 3aCTOCYBAHHA MOro A0 KOHKPETHUX Mporpam pasom
3 Pi3HUMM MOAENAMM, AK-OT 6AraTOCTOPOHHA YCTaHOBKa
[15], yHiBepcanbHUlt posigkoBui psagok (URS) [7] Ta
pekypcusHe goseneHHs [5].

Po3mip AoKasy B LMX cMCTEMAX 3a/IMLWIAETLCA NOCTil-
HWUM, @ Yac, BUTPAYEHUN Ha [O0Ka3yBaHHA, € NiHINHUM.
Li aTpnbyTn € 0cob6a1BO BUTiAHUMM Ta CNPUAIOTb peasb-
HUM BMPOBaAKEHHAM. [poTe CcyTTEBUM OBMEXKEHHAM
cmctem Ha ocHoBi QAP € 3HauHi HakNaaHi BUTpaTU Yacy
pob0oTM [0KasiB i CNoMKMBaHHA Mam’ATi, WO CTBOPIOE
npobsemun AnAa macwrabyBaHHA A0 BENMKUX OMepaTto-
piB. Kpim TOro, KoxxeH onepaTop BMMara€ OKpemoi 40Bi-
peHoi KoHbirypauii [10].

MerTa Ta 3agaadi gocnigKeHHA

MeTol0 CTaTTi € JOCNIAXKEHHA TEOPETUYHUX | Npu-
KNagHWX acneKTiB peanisauii NPOTOKONIB CTUCANX HEIH-
TEPaKTUBHWUX aPryMeHTIB 3HaHHA 3 HY/bOBUM pPO3-
rONIOWEHHAM Ha OCHOBI IHTEPAKTUBHUX [0BEAEHD,
30Kpema aHani3 BapiaHTiB NONIHOMY iHTEPaAKTUBHOIO
OpPaKy/NIbHOMO LOKa3y 1 OpaKyniB cxemu nNoNiHOMIaIbHUX
30608’A3aHb, iX 064YMCNIOBANBHOT CKNaAHOCTI, 6e3neKo-
BMX XapaKTEPWCTUK i NMPOrpamHoi peanisauii B pi3HMX
KoMninatopax.

[na nocarHeHHA MeTu A0CNiAXKEHHA NOTPIGHO BUKO-
HaTU TaKi 3aBAAHHA:

1. MNpoBecTn Knacudikauito iCHyHOUMX MPOTOKOJIB
[oBefeHHA 3HaHHA 6e3 po3KpUTTA AoAaTKOBOI iHdOp-
MaLLii 3 BUOKPEM/IEHHAM iX TEOPETUYHUX OCHOB.

2. MpoaHanisyBatn KpuntorpadiyHi mexaHiammn cxem
nosiiHomianbHMX 30608B’3aHb, BK/AOYHO 3 BapiaHTaMmu
Ha OCHOBi MapHUX O6YMCAEHb, APrYMEHTIB BHYTpILU-
HbOTo JO6YTKY Ta NiHIMHUX KOAiB.

3. OuiHMTN edEeKTUBHICTb OAHOBMMIPHKUX i BaraTo-
BapiaHTHMX MONIHOMIB iHTEPAKTMBHOIO OPAKY/IbHOTO
[OKasy 3 nornagy ix NpoAyKTMBHOCTI, 6e3neKkn Ta noct-
KBAHTOBOI CTiMKOCTI.

4. BM3HAuUUTK peanisaLuiiHi acnekTn HeiHTepaKTuB-
HUX MPOTOKOMIB Yy Cy4aCHUX KOMMINATOpax, 30Kpema,
3 Or1A4Y Ha CYMICHICTb, epEKTMBHICTb Ta OOMEKEHHS X
3acTOCyBaHHA.

5. laeHTndikyBaTM OCHOBHI Npobaemu peanisauii Ta
BMKOPWUCTAHHA HEIHTEPAKTUBHMUX MPOTOKO/IB, BKNOYHO
3 Opakom [OKYMeHTaujii, CKAagHicTio KomnminAauii Ta
notpeboto B cTaHAApTM3ALi.
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Martepianu Ta meToamu AoCniaXKeHb

[na pocArHeHHA meTu JocnigskeHHa byno 3actoco-
BaHO METOAM CTPYKTYPHOrO Ta MOPIBHANBHOMO aHanisy,
WO Aann 3mory BcCebiYHO OLiHUTWU HasBHI TeXHo/Oril
Ta pilleHHA AN1A CTBOPEHHA CUCTEeMW aHanisy CTUCAWX
HeiHTEePAKTUBHMX aprymMmeHTiB 3HaHHA 3 HYbOBUM PO3-
rofioweHHAM. CTPYKTYPHUI aHaNi3 CNpuAB BUSHAYEHHIO
OCHOBHUX KOMMOHEHTIB CUCTEMM, iX YHKLIOHANbHUX
i HedyYHKUiOHaNbHMX BMMOF, @ TaKOX B3AEMOAIT MixK
HUMW. BM3HAYEHO, WO NPOTOKOAM HEiHTePaKTUBHUX
AprymeHTiB 3HaHHA peanisylTbCcA 4yepes nporpamu
BMCOKOTO PiBHA (KOMMiNATOPK), AKi NEPETBOPIOIOTLCA HA
NPOMiXKHE npeacTaBNeHHA, TOBTO cxemy, WO BM3Ha4a-
€TbCA cncTeMoto obmekeHb. MopiBHANBHUI aHani3 fas
3MOry OLHUTK NepeBary Ta HeLONIKN HAaABHUX pPilleHb,
AK-OT CWMHTaKcUC, iHTepdelncu, KOopUCTYyBaIbHULbKUIA
[OCBif, NPOCTOTa AOMEHHO-OPIEHTOBAHMX MOB i BipTy-
ANbHUX MALUWH i3 HYIbOBMM PO3KPUTTAM 3HaHb. OaHO-
BMMIpHi Ta HaraToBapiaHTHi NONIHOMM IHTEPAKTUBHOIO
OpaKy/NbHOIO A0Ka3y BapTO OLiHOBATU 3a PO3Mipom
[OKasy, 6e3neKkoto, MOCTKBAHTOBOK 3aXWULUEHICTIO Ta
napameTpamm goBipu.

Ons 360py Ta cuctematusauii iHdopmauii 6yno
33aCTOCOBaHO MeToAM iHPOPMALMHOIO M aHaNITUYHOTO
niaxoay. Lle gano 3mory 34iicHUTU MBOKe BUBYEHHA
HAYKOBOI NiTepaTypu, Cy4acHUX CUCTEM [OBEAEHHSA,
BM3HAYEHHA MPUNHATHOCTI HanawTyBaHb AOBipW, Big-
noBigHy MmacwTaboBaHICTb i HEOobXiAHICTb MOCTKBaH-
ToBOi 6e3mekun, a TaKoXK AOCTYMHWUX OHMANH-pecypcis,
O CTOCYHTbCA CTaHAAPTM3aALil iHTeNEeKTyaNbHUX CUC-
TEM 418 BCTAHOBJ/IEHHA y3roAsKeHoi 6a30Boi NiHii npo-
OYKTUBHOCTI. BWBYEHHA [HTEPAKTMBHOIO [0BEAEHHS,
KBaZpaTUYHOI apuPMeTUYHOI nporpamu i noniHomy
iHTEPAKTUBHOTO OpPaKy/bHOrO AoKa3ly 3abesneumno
bopMyntoBaHHA OCHOBHUX BUMOT 10 GYHKLiIOHANBbHOCTI
Ta 3PYYHOCTi KOPUCTYBAHHA CMCTEMAMW aHasi3y CTUC-
JIUX HEIHTEePAKTUBHUX apryMeHTIB 3HAHHA 3 HY/NbOBUM
PO3roNOLEHHAM.

Pe3ynbtat gocnipKeHb

OCHOBHMM Hanpamom Yy po3pobui cyyacHux cuc-
TeM [JOBefeHHA € iHTepakTuBHe posedeHHs (IP,
Interactive proof) — ue y3aranbHeHHA (niHiliHOrO)
MMoBipHicCHO nepesipeHoro gosegeHHs (PCP, (Linear)
Probabilistically Checkable Proof), y akomy ocoba, wwo
nepesipae iHPopmaLito, MOXKe HaacunaTW BUNALKOBI
nosigoMaeHHA 0cobi, Wo AoBoAUTb iHPopMauito npo-
TAFOM KinbKox payHais. MNobysosa IP noginAaetbca Ha
OBa KpoKu: (1) HaacunaHHA NiATBEPAMKEHHS MOAIHOMY
iHTePaKTUBHOTO OpaKynbHoOro gokasy PIOP (Polynomial
Interactive Oracle Proof), Akuii mopentoe nosigom-
NeHHA (opakyn), HagicnaHe ocoboto, WO A0BOAUTL
iHbopmaLuijo; Ta (2) cTBOPEHHA NpPaBUIbHUX OPaAKYNIB
cxemu noJsiiHomianbHux 30608’s3aHb PCS (Polynomial
Commitment Scheme) 3a 4O0NOMOrot0 Y4iTKO BU3HAYEHUX

KpunTorpadiyHMx MeTOoAiB OUiHKK NosiiHOMIB, Haaicna-
HUX 0coboto, WO A0BOANTb iIHPOPMaLLito.

zk-SNARK Ha ocHosi PCP

ImoBipHicHO nepeBipeHuii aokasz PCP ((Linear)
Probabilistically Checkable Proof) nepesipse nuwe
BMNAAKOBO BMOPAHY KPUXITHY YaCTMHY AOKa3sy 3 Haf-
3BMYaHO BUCOKOIO imOBipHicTio. CnoyaTky PCP manu
BMCOKY aCMMNTOTUYHY CKAAZHICTb | He 30cepeaxy-
Ba/IMCA Ha 3arajbHUX 0BYUCNIOBANIbHUX MOAENSAX.
Y nepwomy edpektnsHomy zk-SNARK (Zero-Knowledge
Succinct Non-Interactive Argument of Knowledge) ann
3arafibHUX CXeM BUKOPWMCTOBYBA/IMCA TEXHIKM KBaApa-
TMYHOI nporpamu npomixKiB [13]. MepeBipKa BUKO-
PUCTaHHA OAHAKOBUX KOE®ILEHTIB Yy KOXHIA NiHIAHIN
KombiHauii notpebye nepeBipkM AK nNosiHOMIaNbHOT
Y3roAKeHOoCTi, TaK i y3rogKeHOoCTi 3MiHHUX:

- Nepesipka noniHomianbHoOI y3roga)XeHo-
cTi: ocoba, wWo p[oBOAUTL iHPOpMaLito, obumncitoe
2" ma g™, a ocoba, wo nepesipse iHpopmaLiio,
BEPUOIKYE, UM PIBHICTb e(g““”,g):e(g“x),ga) BMKO-
HyeTbcA. [Ana BCiX nosiHomiB ocoba, WO [0BOAWUTbL
iHbopMau,jto, TaKoXK OBUMCAIOE enemeHTU rpynu ans
R(x),0(x),t(x) i npoBoAMTL aHanoriuHy nepesipKy
HaZ HUMMU.

- nMepesBipKa  y3romXeHocTi  3MiHHUX: Ha
OCHOBi 3reHepoBaHWUX [JOBIPYOK YCTAHOBKOK 3aja-
HWX BMNagKoOBMX 3HavyeHHA B,,B,,p, ocoba, wo
nepesipse iHpopmau,ito, obuncntoe 3HaAYeHHsA

m L”
H(g"”"(x)*“"'(")*""""(x)) AK 4YaCTMHYy [OKa3y, no3Haue-

HOTO AIK gz(x). Takox UA ocoba nepeBipse piBHICTb
e(gz(x)’gv) —e (gL(X),ng/) . e(gR(X)’gﬁﬂ) . e(go()f)’gm) )

IP Ha ocHoBi GKR gna 6aratopiBHeBUX cxem

PaHHi IP-npoToKonn bynn po3pobneHi nepesBa*kHO
Ana H6araTopiBHEBUX CXEM, A€ KOXKEH BEHTWU/b MiAKAtO-
YaBcA /iMWe A0 BULWOro piBHA. [nA AoBefeHHA 3aj0-
BiIbHOCTi TaKOI CXeMM LAAXOM peayKuii Bif, piBHA 80
piBHA po3pobneHnit npotokon lonasaccepapagel8 —
Kanai — Potontoma (GKR, Goldwasser—Kalai—Rothblum)
[16], AKWI nepeBipAe NPaBUIbHICTE O0BYUCNEHHSA
3 BMXOZYy OCTaHHboro wapy. Ocoba, WO [0BOAUTL
iHpopmau,to, B npoTokoni GKR g0oBOAUTb ANA KOXKHOIO
nonepeaeHHA ¢ Ha KOXXHOMY PiBHi i, BAKOHYETbCA TaKe
pPiBHAHHA:

v, Y (ADD,(ab.c)-(V;(a)+

(e)=
a,be{0, 1}
+V, (b)) + MUL, (a,b,c) - V; (a)V; (b))

Ae ADD (a,b,c) Ta MUL (a,b,c) — npeanKTh foKasis Ky6iy-
HOi cKnagHocTi (noBepTatoTb 1, KOoAu a,b,c NOEAHYIOTb
BEHTU/Ib A0AABaHHA ab0 MHOMEHHA BiANOBIAHO).
Mopanbwi pocnigxeHHA [8] poswunpunn GyHKu;i
V, ADD, MUL po noniHomis i BUKOPMUCTOBYIOTb MOAIHO-
MianbHi 0BYMCNeHHs Ans ONTUMI3aUil cKnagHocTi Ao
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KBas3ifiHinHoI. Miaxoan Ha ocHoBi GKR € noagitHO edek-
TUBHUMM, LLO O3HAYAE, WO BOHM MalOTb KBasifiHiliHe
[oBeAeHHA pa3om 3 edeKTUBHOIO MepeBipKoto, Ae yac
BepuoiKauii NiHiMHWI g0 BXxoay 6araTowapoBOi CXemu.
HesBarkatoum Ha BAOCKOHaneHHs npotokony GKR, cytre-
BMM OOMEXKEHHAM € Te, WO BiH Npautoe anwe Ha bara-
TOLAPOBMX aPUPMETUYHUX cxemax. Lle CTBOPIOE 3HAYHI
HaKNaZHi BUTPATH Nif Yac JONOBHEHHA 3arasibHMUX CXEM
00 6araTowapoBumx 3a 4ONOMOro QiKTUBHUX BEHTUAIB.

PIOP pna 3aranbHUX cxem

Onsa nobygosn 3aranbHux cxem zk-SNARK 6yno
3aMpoOnoHOBaHO y3aranbHeHy ¢popmy IP, AKa Ha3MBaEeTbCA
PIOP, wo mogentoe nosigomneHHa, HagicnaHe ocoboto,
WO A0BOAMTL iHGOPMALLitD, AK MOAIHOMIANbHI OpaKyun,
AKi NnoBepTaloTb NoJliHOMIanbHi 06uncneHHs. o6 oTpu-
matu IP, opakynu B PIOP noBuHHI 6yTuM iHiLiMoBaHi 3a
ponomoroto PCS, Aka 064MCNt0E MONIHOM Y NEBHil ToYLi
3 ypaxyBaHHAM HaAiMHOCTI Ta KOH}iAEeHUiMHICTI.

OpHoBuMmipHuiA PIOP. lpes opHosumipHoro PIOP
NoNArae B MOAENOBaHHI 06YMCEHD Y 3arasibHil CXemi
AK NONIHOMA, a NoTiM — Yy AOBeAEHHI MOro BAacTMBOC-
Tei. Ocoba, wo AoBoAUTbL iHGOPMaLLilO, BUKOPUCTOBYE
noniHom T ANA KOAyBaHHA 3HayeHb Yy BCili obumnchto-
Ba/IbHiIN 061acTi, AK-OT BXOAM Ta 3HAYEHHS MPOBOAIB,
a TaKOXK NOJIIHOM NOTIYHOro enemeHTa S A4 KoAyBaHHA
BCiX JIOFYHUX €N1eMEeHTIB [0AABAHHA Ta MHOMEHHA,
Hanpuknag, S(a) = 0, AKWO a € NOTYHUM €NeMEeHTOM
[opaBaHHA, a S(a) = 1 npefCTaBNAE NOTIYHUIA enemMeHT
MHOMEHHA.

Ocoba noBOAUTb 3a40Bi/IbHICTb CXEMM Y 32 AONOMO-
rot0 TaKOro PiBHAHHA ANa byab-AKOro y:

ST (y)+ T (@p)]+(1-S)T ()T (0y) =T (o),

ne W —  3MileHHA noriyHoro enemeHTa,
T (y),T (wy),T (’y) — nieuit i npasuit Bxoan Ta BuXia
NIOTiYHOro enemeHTa y BiAnoBigHo.

ICHYIOTb Pi3Hi iHWI noniHOMianbHI CNiBBIAHOLWEHHSA,
nos’asaHi 3 Ti S, wob 3ab6e3neynTn KOPEKTHICTb CXEM,
30Kpema Hy/lbOBWIA TecT, nepesipka Ha A0OyTOK i Ha
nepecTaHoBKy. Yci TecTu [0BOAATLCA 32 AOMNOMOrOH
PCS, konu ocoba, Wwo aosoanTb iHpopmaL,ito, cnovaTky
HAACUNAE NiATBEPOKEHHA LMX NONIHOMIB, @ NOTIM i3
HY/IbOBMM 3HaHHAM OLLIHIOE iX y TOYL, 3a4aHilt ocoboto,
Wo nepesipae iHbopmavyito. HaginHicTb i KOHigeHLil-
HiCTb ycix TecTiB 6a3yeTbcA Ha TPbOX OCHOBHMUX KaTero-
piax PCS.

PIOP 3i cnonyyeHHAM. NoniHomianbHe 3060B’A3aHHA
KeliT, 3aBepyxu Ta lonabepra (KZG) [2] mae pokasu
obuncneHHs, AKi CKNagalTbCa Avwe 3 oAHoro biniHin-
HOro rPynoOBOro efieMeHTa, a MnepesipKka 06YMCNEeHHA
notpebye Auwe OAHOro MapHOro obuucneHHs. Ons
obumncneHHs f(u) =v B TouYlj U, ocoba, WO AOBOANTb
iHpopmaujto, byaye oyHkuito f(x)-v=(x—u)t(x)
ANA  feAakoro mnoniHoma f(x) i obumcioe Aokas

ak m=g"", me s — Uue ceKpeTHe 3HaueHHs, oBuMc-
NeHe nig, 4ac [oBipYoro HanawTyBaHHA. [lepesipka
BMKOHYETbCA 3a [JOMOMOrol onepaLii Ccrnony4yeHHs
e(com/g",g)=e(g’ /g",m) (com — ue 30608'A3aHHA
ANA NoniHOMa, 3reHepoBaHOrO Mif Yac HaNalTyBaHHSA).
OfHaK us acMMNTOTUYHO ONTMMAsIbHA MPOAYKTUBHICTb
[OCAra€eTbCA LLIHO A0BIPYOro HaNaWTyBaHHA, AKA BUBO-
anTb g°, i s mae byTn BUAaneHui nicaa reHepadui.

PIOP 3 apeymeHmom eHympiuiHb020 00bymky (IPA,
inner-product argument). LLLo6 ycyHyTM HanawwTyBaHHA
posipn B PCS Ha ocHOBI nap, CTBOPIOETLCA KyneHemnpo-
6uBHMi (BulletProof) [3] eksemnnsap PIOP yepes HoBy
PCS, BMKopucTOBYtOUYM anrebpaiuHi TPIOKM HA OCHOBI
IPA. loBoasum nosiHom f 3i ctyneHem m, wo AOpPiBHIOE
v B TouLi U (To6TO

m
f(u)= ZCiu’ =v,

ae ¢, — KoediljieHT), 06606a, Wwo AoBoauTb iHdop-
MaLilo, 3roptae nofiHOM Yy ABi  4YaCcTMHWU  AK
S (u)=f, (u) +u™ fr (4) . CnoyaTky AOBIBLIM NPABU/Ib-
HiCTb 3ropTaHHA, @ NOTIM PEKYPCMBHO BMKAUKAOUM NPO-
ueaypy, ocoba, Wo A0BOAUTL iHGOPMALLO, MOXKe OTpU-
MaTu norapudMivHMiA AoKa3s i NiHIMHWI Yac goBeeHHA
Ta nepeBipKK, NOB’A3aHMI 3i cTeneHem noniHoma.

PIOP 3 meopieto KoOy. LLob pocartm Ak nposo-
poro HanawTyBaHHA, TaK i NOCTKBAHTOBOI 6e3nekw,
BapTO BMKOPMUCTOBYBATWU JNiHIMHMIA Ko4 Ans nobyposu
PCS [14]. Koa [n,k,A] mae Tpu BnacTusocTi: (1) moxe
3aKo4yBaTW A0BiZIbHE NOBIAOM/IEHHS B KOA0BE C/0BO;
(2) miHimanbHa BiacTaHb (XemmiHra) mixk 6ygb-aKumu
ABOMa KOAOBMMMW C/l0Bamu AopiBHIOE A; Ta (3) 6yab-
AKa NiHiMHaA KOMGiHaUifa KoO4oBUX CNiB TaKOX € KOAO-
BUM cnoBom. BukopuctaHHAa Kogy Piga — ConomoHa
[17] po3rnapae noBiAOMIEHHA AK NOMIHOM cTyneHsa k-1
Ta KoAoBe C/I0BO AK MOro obuYncneHHA B n GpikcoBaHUX
ToyKax. Y PCS koediuieHT noniHoma m+1 cno4yaTky
KOAYHOTbCA B 0(\/%) KofoBux cnis. MoTim ocoba, Wwo
nosoguTtb iHGopmauito, dikcye KogoBi cnoBa, BUKO-
puctosytoun aepeso Mepkna, Wob 3abesneunTn nepe-
BipKy iCHyBaHHA NeBHWUX KogoBux cnis. LLLob nepesipntu
obuncnenHs f(u)=v, ocoba, o nepesipsae inbopma-
Lito, HaACWMNAE NOBIGOMNEHHA l,u,...,uo 3anuTy-
IouM B 0CobM, WO AoBOAUTL iHPOpMaL,ito, BUKOHAHHA
NiHINHMX KOMBiHaUi KoOoBUX CNiB, BUKOPUCTOBYHOUM
noBifOMNEHHA AK KoediuieHTH. Ocoba, Wo AOBOAUTL
iHpopmalito, nepesipse (1) 3reHepoBaHW pe3ynbTaT
i3 BMKOPUCTAHHAM 3adiKCOBaHOro paHille KogoBOro
cnoBa (BMKOpMCTOBYtOUM aepeBo Mepkna), a Takoxk
(2) um pesynbTaT € KOAOBUM CIOBOM TOFO K KAacy, Wo
1 3aKoaoBaHi KogoBi cnosa. OCKiIbKM NOBIAOMAEHHA
Ma€ foBXuHy O (\/E) , PO3Mip AOBEAEHHSA Ta Yac Bepu-
diKaujii marTb CKnagHicTb O(x/ﬁ) By3bkum micuem
Ana ocobu, Wo foBoauThb iHGOpMaLito, € KogyBaHHSA
noniHoma, fAke notpebye LWBUAKOrO NepeTBOPEHHA
dyp’e (FFT, Fast Fourier Transform), cknagHicTb AKoro
CTAHOBUTb O(M)
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Y nisHiwmnx poboTax y3arasbHIOETbCA iAeA NOAiHOMI-
a/IbHOTO KOZyBaHHA LWAAXOM NoAiny KoeodilieHTiB y noni-
HOMi Ha 6araToBMMIPHOCTI Ta KoAyBaHHs iX y binblue
KOAO0BWX cAiB [9] ona AOCATHEHHS KOMMPOMICY MiXK Yacom
i npoctopom. Fractal Ta iHwi HacTynHi po6oTtn [1] BMKO-
PUCTOBYIOTb HOBMI BapiaHT Mig Ha3BOO WBUAKWUM iHTepaK-
TUBHWIA OPaKYNbHUI fOKa3 61M3bKOCTI 338 meToaom Piga —
ConomoHa (FRI, Fast Reed—Solomon IOP of Proximity) [5].
FRI po3rnsaae nosniHomianbHi KoedilieHTH K BEKTOP po3-
Mmipy O (\/E) Ta PEKYPCUBHO KOAYE MOro, CKNaAatoum HaB-
nin Wwopasy Ans AOCArHEHHA sorapndmiyHOro posmipy
[0Ka3y. 3aCTOCOBYOYM BCi BULLLe3ragaHi nepeosi metTogm
Teopii Koay, icHytodi PCS-Kogy MoXKyTb AOCATTU Aorapuo-
MiyHOro po3mipy BepudikaTopa Ta AOKa3sy, a TAKOXK NiHil-
HOro OKa3y Ta NOCTKBAHTOBOI He3MneKu.

baratoBapiaHTHuii PIOP. Xoua edektnBHi PCS
MOYTb 3MEHLIUTU PO3MIP A0Ka3y M HaBaHTAaXKEHHA Ha
ocoby, Wo nepesipse iHbopmauio, BUKOpUCTaHHA FFT
ANA NobyAo0BM KAOYOBOrO NOMIIHOMA B OAHOBMMIPHOMY
PIOP 6yno By3bKMM MicLLeM Ha CTOPOHi ocobu, Wwo AoBo-
AUTb iHGOPMaLLit0, OCKi/IbKM BOHO BBOAWUTb KBa3iNiHilMHY
CKnagHictb. LWo6 Bupiwmntn uto npobnemy edektns-
HocTi, 6yno NpoBeAeHO AOCNIAMKEHHA, CNPSAMOBaHI Ha
b6aratoBapiaHTHe nosiHOMianbHe 0BYMCNEHHA ANA yCy-
HEHHs WBMAKOro nepetsopeHHs dyp’e [4]. Ui poboTn
notpebytoTb moamodikauii npotokony PIOP Tta PCS go
6araTtoBapiaHTHOro TUMY, @ NOTIM BUKOPUCTAHHA NPOTO-
Kony Sumcheck ana noBeaeHHn, WO ANs AesKol yHKLUT
f:{0,1}" - F BukoHyeTbeA:

> f(x)=5,
xef0,1)"
Tob6TO cyma 3HaueHb f(x) Ha BCix 2" bynesux BXogax
OOPIBHIOE 3aaHOMY S.
Oani mu dikcyemo nepuy 3MiHHY X, Ta BU3HA4aEMO
YHapHy byHKLito0:

&i (Z) = Z

X0 %, €40, 1

f(z2.x,....x,).
}

Ha Ko)KHOMY peKypcuBHOMY payHZi 0coba, Lo A0BO-
AuTb iHbopmauito (Prover), Hagcunae oAHOBUMIPHWIA
noniHoMm g, (z), AKMIA € CYMOIO 3a/IULLIEHUX 3MIHHNX.

Ocoba, wo nepesipse iHpopmauito (Verifier), Bepu-
odikye PpyHKUitO

8; (0) + &; (1) =8 ('}71)

i BUOMpPaAE BUMAAKOBY TOUKY 7 € F' i NPOAOBIKYE.

Ha ¢iHanbHOMY Kpoui ocoba, wo nepesipse iHpop-
MaLlito, 3aNUTye 3HaYeHHA GyHKL,iT f(rl,rz,...,rn) i nepe-
BipfA€, LLLO BOHO Y3roAKeHe 3 OCTaHHIM MOAIHOM.

Peanisauii npotokonis zk-SNARK

MpoTtokonn zk-SNARK peanisytoTbca yepes nporpamm

BMCOKOTO PiBHA (KOMMiNATOpM), AKi NepeTBOpHOOTHCA

Ha NPOMiXKHe NpeacTaBieHHA, TOBTO cxemy, WO BU3HA-
YaeTbcA cucTemoto obmexkeHb. MoTim cxema nepega-
€TbCA [0 CUCTEMW AOBEAEHHSA, AKa peanisye cneundiyHi
meToam zk-SNARK ansa BuBegeHHs goKasy.

3a3BuuaK BUKOPWUCTOBYBaHi KomninAatopu ana zk
noainAlTbcA Ha AOMEHHO-OpieHTOBaHi moBu (DSL,
Domain-Specific Languages), B6yaoBaHi [AOMeHHO-
opieHToBaHi moBu (eDSL, Embedded Domain-Specific
Languages) Ta BipTya/ibHi MalLUMHM 3 HY/IbOBUM PO3KPUT-
TAM 3HaHb (zk-VM, Zero-Knowledge Virtual Machines).
Bxia, DSL — ue He3anexxHui ¢pain i3 CMHTaKcucom, Nos’s-
3aHUM 3 0BMEKEHHAMM CXEMU, OKpPeMMIA Big BibnioTeu-
HUX OYHKLiN, a MOro BUXiAHI AaHi — Le okpemuin dain,
O MicTUTb iHbopMaLito Npo cxemy. Bxig eDSL noeaHye
6ibnioTeuHi dyHKLi, NOB’A3aHi i3 cUCTEMOIO 0BMEKEHD,
4acTo 3 BMKOPMUCTAHHAM ragxeTiB (BOyaoBaHi dyHKLUii
ONA CKNagHUX 0bMeXKeHb, AK-0T BHYTPIWHI 406yTKM abo
cneumndikauii UMKAiB), AKI AonomaraloTb CTBOPOBATU
BXiAHi AaHi KomninaTopa, a Buxogom eDSL € cTpyKTypa
OaHUX ONs cucTeMu AoKasy. Bxig zk-VM — onepauiliHi
KOAM, CKOMMNINbOBAHI KOMNINATOPAaMKU 3arasibHOro nNpwu-
3HaYeHHs, a Moro BUXoaom € iHpopmaLia npo cxemy.

JomeHHo-opieHTOBaHi moBu (DSL). DSL — ue cne-
LianisoBaHi MOBM nporpamyBaHHA, po3pobneHi ana
KOHKPETHUX NpobnemHux obnacteit, WO NPOMOHYTb
a[anToOBaHUM CMHTAKCUC AN ePEeKTUBHOIo BUPAXKEHHSA
obmerkeHb B apupmeTnyHux cxemax gnsa zk-SNARK.
CyuacHi DSL knacnoikytoTbca AK MOBM ONKUCY anapaTHOro
3abesnevyeHHa (HDL, hardware description languages)
[11] abo moBu nporpamyBaHHa (PL, programming
languages) [12].

MoBgu BucoKoro piBHA (HDL) onucytoTb CUHTE3 cxem
6e3nocepeaHbO y NPOBIAHIN popmi, 3abe3neuytoum ene-
raHTHUI CMHTAKCHKC, asle CTBOPHOOYM TPYAHOLL 414 Npo-
rpamicTiB Yepes iXHIO He3anexHy MpPOoBigHY CTPYKTypy
" obmexkeHy abcTpaKuio TMNIB AaHMX, OCKiNIbKU BXigHi
AaHi NpeAcTaBNeHi AK CTPYKTYPU CUFHANIbHUX AaHuX. Ha
npoTuMeary LboMy MoOBM nporpamysaHHa (PL) Bu3Haya-
I0Tb OOMEKEeHHA MOBaMM MNPOrpamyBaHHA BUCOKOrO
PiBHA, NIATPMMYIOUM Pi3HI TUNW AQHUX | HAaraAyoun Taki
moBM, K Rust abo Python. Ue pobuts PL 6inbw goctyn-
HUMKU ANs nporpamictis 6e3 3HaHb NPOBIAHUX CXEM,
NPOMOHYHYM HANMNPOCTIWNIN cnocib BU3HAYEHHs obme-
*eHb. OfHaK FHYYKUI CMHTaKcuc PL 36inbluye pU3MKK
BPA3/IMBOCTi Ta CTBOPHOE NPO6AEMU 3 ePEKTUBHICTIO.

B6yaoBaHi AoMeHHO-OpieHTOBaHi moBu (eDSL).
eDSL gna zk-SNARK Habynu nonynapHoOCTi B OCTaHHiI
POKM Ta peanisytoTbCsa SK QYHKLIT B MOBax nporpamy-
BaHHA 3araJibHOro MNPW3HayYeHHA, WO BiAPI3HAE iX Big
TPaAULIMHMX KOMMINATOPIB Y KOHTEKCTIi MOB nporpa-
MyBaHHA. eDSL npu3HayeHi gnA OnNUCy CUMHTE3Y CXeM,
noaibHo go HDL, ane BOHW OpiEHTOBaHi Ha NpOBigHI
cXeMu (CTpyKTypoBaHe npeacTaBieHHA apudmeTuy-
HUX CXeM, e CXemMa OMMUCYETbCA AIK MHOXWHa MPOBO-
Ais (wires) i reuTiB (gates), wo 3’eAHyOTb Li NpoBoan),
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NponoHytoun Binbluy BUMPA3HICTb Ta NPOCTOTY BUKOPU-
CTaHHA, YCNaAKOBYOUYM CTPYKTYPU AaHUX i GyHKLT npo-
rpamyBaHHs Big BbyaoBaHoi mosu. Lii eDSL onTumisyoTb
po3pobKy ZK-AOKasiB, iHTErpylouYM BU3HAYEHHA CXEMMU
Ta reHepauitio AoKa3iB B 0AMH dalin, CNpoLLyYn Kog,
i 4AloYM MOKIMBICTb NMpoOrpamicTamMm BMKOPWUCTOBYBaTH
icHytoui OyHKUii 6ibnioTekn. OpHaK HanucaHHA Koady
B eDSL BMMmarae Big, po3pobHUKIB YiTKOro pO3pi3HEHHA
BHYTPILUHbOCXEMHMX | 30BHILLHIX onepauii, Wo noTpe-
bye eKcnepTHWX 3HaHb KOHKPETHOI MOBM Ta AuM3aliHy
6ibnioTeku.

BipTyanbHi MawWMHU 3 HYAbOBUMM PO3KPUTTAM
3HaHb (zk-VMSs) 06pobnstoTb onepauiiHuii Kog, uuKkny
«BMBiIpKa — AEKOAYBAHHA — BMKOHAHHAY», Penikyroumn
TpacyBaHHA 06YMCAEHb 1A 3ara/ibHUX Nporpam (3a3su-
Yail CMapT-KOHTPAKTIB) Ta reHepytouu BianosiaHi ZK-nia-
TBEPAKEHHA. BOHW nNigTPUMYIOTb Pi3Hi  apXxiTeKkTypu
HabopiB iHCTPyKLUin (ISA, instruction set architectures).
zk-VM cymicHi 3 icCHylO4MMM MOBaMM NpPOrpamyBaHHA
BMCOKOrO PiBHA Ta MOYTb BMKOPMUCTOBYBATU OYHKLT
icHytoumx Komninatopis. OAHaK, He3BaXKaloum Ha opi-
€HTALI0 Ha HW3bKOpiBHEBI onepauiHi Koan, zk-VM
He MOBHICTIO CYMICHi 3 Mporpamamm BEpPXHbOrO PiBHA
Ta 4acTo noTpebytoTb HE3HaAYHMX abo 3HAYHMX MOoAaM-
dikaui nporpamu, LLO MOXKEe YCKNAAHWUTU KepyBaHHA
nporpamicTaMu yepes CXUJbHICTb A0 NOMWUAOK. Kpim
Toro, zk-VM BMKOPUCTOBYIOTb 0BUYMUCNIOBANIbHY MOAE/b
MaWwnHKU TopiHra 3aMiCTb CXeM, WO 3HA4YHO 36inblye
HaknagHi BuTpatn. Xoua zk-VM 3meHLWyloTb HaBaHTa-
KEHHA Ha nporpamicTis, nos’asaHe 3 OOMeEXEHHAMM
HanUCcaHHA, BOHU MOXYTb MaTh npobnemu 3 edbekTmB-
HiCTIO, 0c06MBO AN BENIMKOMACLITAbHMX nporpam.

OLUiHKY CyMiCHOCTi KOMMINATOPIB BapTO NPOBOAMUTH
33 /BOMa BN1aCTUBOCTAMM:

— nepexpecHa CYMICHICTb — BKA3y€e Ha Te, YN MOXKe
pe3ynbTaT KoMMiNALii ogHOro Komninatopa 6yTm BUKO-
puctaHuit  iHwum. KomninAatopu DSL nponoHyoTb
NOMIpHY MepexpecHy CYMICHICTb, OCKi/IbKM BOHW pO3-
OiNATb cUcTemy obmexKeHb i cucTeMmy goBefeHHsA. 3i
CTaHAApPTM3aLiED pe3ynbTaTiB KOMMINAUii B MalbyT-
HbOMY 6iBNiOTEKM 3MOXKYTb 30CepeauTUcA Aule Ha
HaZlaHHI cMCTEM [OBeAEHHA, MPUMAOUYN pe3ynbTaTi
DSL ak BxigHi paHi. KomninAtopn eDSL matoTb HU3bKY
nepexpecHy CYMICHICTb, OCKilbKM BOHW BW3HA4alOTb
CXemy B MOBi MPOrpamMyBaHHA, WO YCKNAOHIOE BUKO-
PUCTaHHA iXHbOI BM3HAYeHOI CXemu Ha nnatpopmax
3 iHWUMKM moBamu. HaBiTb OAHiEl0 MOBOK pe3ynbTaT
KOMMINALIT moxe B6yTU HecyMmiCHUM, OCKiNbKU YHKLIT
rafiIKeTiB Bigpi3HAITbCA. BipTyanbHi MawmnHM zk matoTb
HU3bKY NepexpecHy CYMICHICTb, OCKiJIbKM BOHW pPO3po-
6neHi anwe pgaa peskux cneundiyHMx nporpam BUCO-
KOrO piBHA;

— CMHTAKCUYHA CYMICHICTb — BKa3ye Ha Te, YN MaE€
MOBa BBEAEHHA KOMMINATOPA MOAIGHUIM CUMHTAKCMC A0
iHWOi MoBWU. CYMICHICTb CMHTaKCUCY BaXK/IMBA, OCKINbKK

[.a€ 3MOry Nporpamicty, 3HaliloMomy 3 MOBOIO, NepeinTh
[0 iHwWoi 6e3 peTenbHOro BUBYEHHS. Ha Kanb, M BUSB-
JIAEMO, WO HaBiTb B OAHil KaTeropii mMoBM Komnins-
TOpa MatloTb 30BCIiM iHLWMIA CUHTAKCUC, TOXK Byae BaxKKo
BUBYMNTK iX yCi. Y DSL HDL € MOBOIO anapaTHUX CXeM, TO4,i
AK PL 6inblue cxoxka Ha 3arajsibHy MOBY NpPOrpamyBaHHs.
Y eDSL cuMHTaKcuc 3anexuTb Big 6a3oBoi mosu 6ibnio-
Tekn, noymHatoum Big C, C++, Rust, Go Ta JavaScript.
Y zk-VM pobpe nigTpumytoTbca Aunwie onepaii 3 Mmos
CMapT-KOHTPAKTIB, @ onepavwii 3 iHWKMX 3arajbHUX MOB
He NpoiayTb KoMMinsLito.

O6roBopeHHA pe3ynbraris

OcHoBHoto npobnemoto zk-SNARK € komnpomic mix
edeKTMBHiCTIO Ta 6e3nekow — NiHilMHMI PCP pocarae
MOCTIMHOTO PO3Mipy [AOKa3y, ane 3aBAAKM HanawwTy-
BaHHIO 0BipK.

KepiBHMMM npuHUMNamn BUMBOpPY BigNOBIAHOI cuUC-
Temu goBefeHHs € (1) BU3HauYeHHA NPUAHATHOCTI Hana-
WTyBaHb Aosipu; (2) BianosigHa macwTaboBaHIcTb;
(3) HeoBXiAHICTb MOCTKBAHTOBOI He3neKu.

3arasiom HalbinbLWo nNepewKkogol Yy BUKOpUC-
TaHHi 6ibniotek zk-SNARK € 6pak gokymeHTaLii. Tomy
BapTO CTBOPHOBATU 11 YHiIiKyBATU ANHAMIYHI LOKYMEHTH
KopucTyBaya, getani APl ragketis B eDSL Ta cuHTaKcmc
moswu B DSL.

CTaHAapTM3aLis MOXKe [LONOMOITM PO3POBHMKaM
NnopiBHATU BaxKAuBi PyHKLiT B nosi zk-SNARK pisHux
6ibnioTeK, a TaKOX BCTaHOBUTU BiNbLL y3rofskeHy 6a3oBy
NiHit0 NpoAyKTUBHOCTI. JoKymeHTauia 6ibnioTekn wopo
LMX OCHOBHMX OYHKLiN € HeABHOM, i po3pobHMKam
noTpibHO PO3YyMiTU OCHOBHI KpuntorpadiuHi meTtoam,
o6 BMbpaTK BignoBigHY cxemy. Baxknusoto € ctaHaap-
TU3auia NapameTpiB KOMMINATOPIB, WO YCKNALHIOE NOB-
TOPHE BUKOPUCTAHHA ICHYOUYMX iIHCTPYMEHTIB.

3anvMWaeTbca BIOKPUTMM MUTAHHA, UM CUCTEMMU
[OOKa3yBaHHA [ONA KOHKPETHMX CcueHapiiB npautosa-
TUMYTb Kpallle, HiXK 3arajibHi CUCTEMMW [OOKa3yBaHHA.
Po3pobKa Takux cneundiuHMx cucTem L[0Ka3yBaHHA
noTtpebye cniBnpaLi mixk TeEopeTMYHMMMN po3pobKamu Ta
iHXeHepieto.

Peanizauii cxem zk-SNARK obmekeHi B pisHMX MoBax
NporpamyBaHHA Ta He MiCTATb *KOAHMUX iHTepdeliciB anA
CYMiCHOCTi. Xo4a TaKi KOMMOHEHTU, AK cucTeMn obme-
YKEHb i CUCTEMM A0BEAEHHA, MOXHA PO34iNNTU B KOAI,
iXHi QYHKUIT Ta iHCTpyMeHTN obmekeHi BignosiaHMMMK
6ibniotekamun. OgHak BignoBigHWI BUGip NoTpebye eKc-
NepTHUX 3HaHb CUCTEM OOMEXKEHb, WO HENPaKTUYHO
ONA NPOrpamicTis.

barato 3aBAaHb BUMaratoTb /IMOOKOro 3HaMomCTBa
AK 3 MOBOI NPOrpamyBaHHA, TaK i 3 cuctemoro obme-
*eHb. Y baraTbox 6ibnioTekax BiACyTHiM KomninsTop ann
nepeTBOPEHHA BUCOKOPIBHEBOIO KOAY Ha CXeMHi npepa-
CTaBNEHHA, WO 3MYLUYE MPOrpamicTiB BPy4yHY A04aBaTU
obmeeHHA. Ha cxeMHOMYy piBHi MPOrpamicTi NOBUHHI
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06pobnsaTN cKNagHi aeTani, AK-oT onepawii 3 KPUBMMMU,
LMKAM Ta nepecTaHoBKWU. Bubip HesignosigHoi Kpu-
BOi TAKOX MOKE 3HU3UTU e(dEKTUBHICTb UM CTBOPUTHU
BPa3/IMBOCTI.

BucHoBKMU

OT)Ke, BIiACYTHICTb YHiBepCanbHOI CTaHOApPTU3a-
uii € npobnemoto, Nos’s3aHOO i3 cymicHicTio. B ogHii
KaTeropii iCHyt0Tb 3HAYHi BiAMIHHOCTI B CMHTAKCUCI, LLO
YCKNAAHIOE MirpaLLito NPOEKTIB i 3anNayTye NPOrpamicTis,
a TAKOX HaBITb A1A TiEl camoi cxeMu pe3ynbTaT KOMNiNA-
Lii He moxe BYyTU BUKOPUCTAHWUIA CUCTEMOIO NEPEBIPKM
B iHWIiN 6ibnioTeui. OCHOBHMM HanpAMoOM Yy po3pobu
Cy4acHUX cucTem aoBeaeHHsA € IP, AKMIA MoXe YCyHYTH
HeobXiAHICTb HaaLWTyBaHHA A0BiPW, 4OBrOro CrifibHOro
pAaaKka nocunaHHa (CRS) Ta nosinbHOro npouecy aose-
AeHHA B zk-SNARK Ha ocHosi QAP.

BapTo po3pobuTn cuctemy 3axogiB A1A BUPILLEHHSA
abo nom’AkweHHA npobnem i3 MOBOK Ta CyMICHICTIO
yepes CTBOPEHHA 06pasiB. Mpobnemy HenpasuAbHOrO
BMKOPUCTAHHS CXEM i KPUBUX MOXKHa BUPILLMTU PO3pOo6-
KO BMYEPMHUX pekomeHAaauin. Mpobnemun, nos’sasaHi
3 KOMMINATOPaMM, BUPIWYIOTbCA KAacudikaujieto icHyto-
YMX KOMMINATOPIB Yy KOXKHIN BibnioTeui Ta FPYHTOBHUM
aHani3oM iXHiX CUNbHUX i cnabKux cTopiH. [lopeyHo 3a40-
KYMeHTyBaTu po3pobaeHi maTepianu 3 BiAKPUTUM KOLOM
(API, Application Programming Interface), wo 3abesneuy-
I0Tb NMPO30PiCTb, B3AEMOAII0 Ta iIHHOBALLl, @ cCame AOKy-
MEHTALI0 KOPUCTYBaya (BCTAaHOB/EHHSA, BUKOPUCTAHHA
Ta TECTYBaHHA) i 3pa3kun Kogy ANs NPOrpam.

KoHdniKT iHTepecis

ABTOPW AEKNAPYIOTb, WO HEe MatoTb KOHPAIKTY iHTe-
peciB CTOCOBHO LibOro AOCAIAXKEHHSA, Y TOMY YncAi GiHaH-
COBOTO, 0OCOBUCTICHOrO XapaKTepy, aBTOPCTBA YW iHWOro
XapaKTepy, Wo Mir 61 BNAMHYTM Ha AOCNiAKEeHHA Ta
oro pesynbTaTu, NPeAcTaB/eHi B Lild cTaTTi.
®diHaHCyBaHHA

LocnigKeHHA
NigTPUMKN.
JAOoCTynHicTb AaHUX

PyKkonuc He mae NoB’A3aHUX AaHWX.

nposogunocs 6e3  ¢iHaHcoBoi
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CLASSIFICATION OF NON-INTERACTIVE KNOWLEDGE
ARGUMENT PROOF SYSTEMS

Yurii Paslavskyi, lhor Kroshnyi

An important cryptographic mechanism  that
guarantees confidentiality (the zero-disclosure property)
and ensures that it is impossible to prove a false statement
to the verifier is zero-disclosure proofs. A popular
implementation of zero-disclosure proofs is short, non-
interactive proofs that can be quickly verified and that
do not require interaction between the parties after the
initial setup. The main direction in the development of
modern proof systems is interactive proof, which is built
in two steps. The first is sending a confirmation of the
polynomial of an interactive oracle proof and the second
is creating correct oracles of the polynomial commitment
scheme using well-defined cryptographic methods for
evaluating polynomials. Verifying the use of the same
coefficients in each linear combination requires checking
both polynomial consistency and variable consistency. To
construct general schemes of concise non-interactive zero-
disclosure knowledge argument, an interactive oracle
proof polynomial was proposed that models messages as
polynomial oracles. All tests are proved using polynomial
commitment schemes and then evaluated with zero
knowledge at a point specified by the person verifying the
information. The reliability and confidentiality of all tests
are based on three main categories of interactive oracle
proof polynomials, namely polynomial commitment
schemes with conjunction, with inner product argument
and with code theory. The protocols of concise non-
interactive zero-disclosure knowledge arguments are
implemented through high-level programs (compilers),
which are converted into an intermediate representation,
i.e. a scheme defined by a system of constraints. The
compilers used are divided into domain-oriented
languages, embedded domain-oriented languages,
and zero-knowledge virtual machines. Specialized
domain-oriented hardware description languages or
programming languages offer an adapted syntax for
efficiently expressing constraints in arithmetic schemes.
Embedded domain-oriented languages are implemented

as functions in general-purpose programming languages
and are oriented to the overhead schemes inherited
from the embedded language. Zero-knowledge virtual
machines process the opcode of the fetch-decode-
execute cycle, replicating the computation trace for
general programs and generating corresponding zero-
knowledge proofs. They are compatible with existing
high-level programming languages and can use the
features of existing compilers. Compilers are evaluated
for cross- or syntactic compatibility. In general, the
biggest obstacle to using non-interactive proof libraries
is the lack of documentation. Standardization can help
developers compare important features across libraries
and establish a more consistent performance baseline.
Library documentation for these core features is implicit,
and developers need to understand the underlying
cryptographic techniques to choose an appropriate
scheme. Standardization of compiler options is important,
making it difficult to reuse existing tools.

Keywords: zero-knowledge proof, interactive proof,
polynomial oracle proof, polynomial commitment
schemes, compilers, domain-specific language, virtual
machine, standardization.
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AHOTALIA

Cmammio npuceaueHo OO0CHIONCeHHI0 ma po3pobyi IHMeNeKmyaibHUX MexXHON02il auanizy, Kiacugikayii
ma pekomMeHoayitl y cucmemax YNpaeninHs Koiekyiamu. Y pobomi poszensioaemvcs npobiema opeawizayii ma
iHmenekmyanbHoi 06poOKU KONEeKYIHUX OAHUX, AKE 8i03HAUAIOMbC NOCMIUHUM 3POCMAHHAM 00CA2i6 | pi3HOpIOHicmIO,
wo ycknaouioe ix egpexmugne 36epedicenns, noulyk ma cucmemamusayiio. Ilokazano, wo mpaouyitini cucmemu
VAPAGNIHHA 30eDiIbUl020 30CepeddHCYIOMbC HA [301b08AHUX 3A60AHMAX, AK-0M 0a308e 30epedCeHHs Yu NOulyK
iHGhopmayii, 3aruwaroyu no3a yeazorw NUMAHHA KOMWIEKCHOI [Hmezpayii aneopummie auanizy nooibHocmi,
Kknacughixayii ma pexomenoayii. Buxopucmanns inmenekmyanvhux nioxo0is 0ae amo2y noooiamu yi 00MedceHHs: ma
cqhopmyeamu yHigepcanvbHi cucmemu, RPUOAmHi 0Jis podomu 3 eIUKUMU 00CA2AMU OAHUX.

Memoio docaiddcenns € docsaeHenHs NOBUWEHOI epeKMUBHOCMI Ma MACUMado8anoCmi YNPAaeiiHHA KOTeKYIaMU
WILAXOM HOOYOO0SU MOOeNi IHMeNeKmyanvHoi cucmemu, AKA iHmezpye gopmanizayilo Myn1emuMoOaNbHUX O3HAK
00 ’exmis, memoou knacugikayii ma eusgnents 0yOniKamis, a maxkoic pekomeHOayitiHi mexanismu. /lna oocaenenus yiei
Memu nPOAHANI308AH0 ICHYIOHE NIOX00U 00 pobomu 3 KONEeKYISIMU, CHOPMYIbLOBAHO MOOeTb NPEeOCMAasieHHs 00 €Kmis,
PO3pObNEHO MemOOuKy 00YUCTeHHS NOOIOHOCMI Ma 3aNpONOHOBAHO APXIMeKmypy, wo MICMumy Kiacu@ikayitini
Ul peKomMeHOayitiHi MOOYIIL.

Excnepumenmanvua nepesipka noxazana, wo inmezpayis 3a3Ha4eHux KOMNOHEHMIE 3a6e3neuye UCOKY MOUHICTD
Knacughixayii, echexmugne susasieHHs OyOIiKamis i peresaHmuicms NepCoHaniz308anux pekomenoayii. Ocoonusy ysazy
npuoineno macuimabosarnocmi: cucmema 3oepieae cmabibHUll 4ac 8i0n08idi HAGIMb 3a YMOGU 3HAYHO20 30L1bUICHHS
Kinekocmi 00 ’exmis. IIpakmuuna yinHiCmMb NOAsA2A€ 8 YHIBEPCANLHOCI MO0, AKA MOXMCe 3ACMOCO8Y8AMUCS K
Y npUeAmMHUX YUPPOBUX i MYTbMUMEOTUHUX KONEKYIAX, MaK i 6 KOPROPAMUGHUX 4l HAYKOBUX THOPACMPYKMYDAX.
Ilepcnexmusu nooanvwux O0CHIONCeHb NOG A3AHI 3 YNPOBAONCEHHAM 2SIUOUHHOZ0 HAGUAHHA Ol 0OpPOOKU
MYIbMUMOOANbHUX O3HAK, YOOCKOHATIEHHAM PEKOMEHOAYIUHUX AN20PUMMIE i NOCUNEHHAM iHmezpayii 3 Mexanizmamu
be3nexu ma KOHMpoa 00CMyny.

Knrouosi cnoea: inmenexmyanvni cucmemu, YNPAGNiHHA KOAEKYIIMU, AHANI3 NOOIOHOCMI, Kiacugikayis,
PeKoMeHOayitiHi cucmemu, MyTbmumoOaivHi 0awi, macuimabosanicms, loT.

Bctyn

Y cyyacHoMy iHbOpMaLiltHOMY cycninbCTBi 0obcar
LMOPOBUX AaHWX 3POCTAE HAL3BMYAMHO LIBUMAKUMMU
TeMmnamm, OXonato4M HalpisHOMaHITHIWI chepun — Big
NPUBaTHUX MY/JbTUMEAIMHUX apXiBiB A0 MacWTabHMX
KOPNOPATUBHUX i HAayKOBUX cxoBuLly. Lie Bxe He nuwe
6i6Ni0TEKM eNEeKTPOHHUX KHUT YM doToapxiBu, AkKi 36e-
piratoTb KOpUCTyBayi BAOMA. |aeTbca Npo KopnopaTMBHI
6a3n, HayKoBi CXOBULLA, MYAbTUMEAIAHI Konekuii, wo
HaNiYyOTb MiNIbMOHM enemeHTiB. O4HOYACHO i3 LM Big-
OYBAETLCA YCKAAAHEHHA CTPYKTYPWU KONEKLUil, AKi mic-
TATb YNCNOBI, KaTeropiasibHi, TEKCTOBI Ta MyNbTUMELiNHI

AaHi. Yum Binbw pisHOpigHMMM CcTaloTb Ui AaHi, TMm
CKNagHiwe opraHisyBaTu ix 36epiraHHs Ta 3abe3neynTu
WBUAKWUIA JoCTyn.

BinblWwicTb TPAAUUIMHUX CUCTEM YMNPaABAIHHA KONEeK-
Lismun cnpasgi fobpe BMKOHYIOTb 6a30Bi QyHKLii: 36e-
piratoTb iHbopMmalito, AatloTb 3MOry 34iMCHUTU MOLUYK.
OfHak, Konu Maetbca NPo maclwTabyBaHHA YM iHTerpa-
Lito 3 iHWKMMK cepeaoBuLLamm, 3’ ABNAOTbCSA Npobiemu.
OpaHa 3i cnabkux cTopiH — NPaKTUYHO NOBHA BiACYTHICTb
iHTENIeKTyaNbHUX MEeXaHi3MiB aHani3y Ta pekomeHaau,in.
OKpemum A)Kepesiom MOMOBHEHHA KONEKLiN € MOTOKU
AaHux Big loT-npucTpoiB (ceHCcopuKa, MyabTUMEAilHI
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bign), Wo [oAATKOBO YCKNAAHIOE FeTeporeHHIcTb Ta
BMMOTU A0 MaclTaboBaHOCTI.

OcTaHHi pOKM NoKa3anu, Lo BUPIWKUTYK Lo Npobaemy
MOMKHa LUNAXOM BUKOPUCTAHHA IHTENEKTya/IbHUX TeXHO-
nori. MeTtoau aHanisy gaHUX, anropuTmMn Knacuoikauii
Ta peKomeHAauiHi Nigxoam HagarTb MOXKAUBICTb aBTO-
MaTU3yBaTK PoboTy 3 KONEKLiAMU, N036aBUTUCA 3aiBUX
AybnikatiB i cTBOpoBaTM NepcoHasnisoBaHi nponosuui
ana Kopuctysadis. OcobnmBo ePpeKkTMBHUMMU Taki nia-
XO4M € Y XMApPHUX cepefoBuLLaX, A€ BaxK/IUBI macliTa-
60BaHiICTb | LOCTYMHICTb cepBiciB.

TakMM  UYMHOM, BUKOPUCTaHHA IHTENEKTYasIbHUX
METOAIB Y CMCTeMax ynpas/iHHA KONEKLiAMU € OQHUM
i3 HaMinepcneKkTUBHIWKUX Hanpamis y cdepi iHdopmau,ini-
HUX TeXHONOrIN. Lle NUTaHHA Ma€ i NPaKTUYHUIA BUMIp,
i TeOpeTMYHY Bary, age NAETbCA NPO CTBOPEHHA HOBUX
mozenen, 3gaTHUX MOEAHATM Pi3Hi acnekTM obpobKM
OAHUX Y EQMHY apXITEKTYpY.

AHanis nitepatypHux AaHux i
npobnemu

Cy4yacHi cuctemn ynpaBAiHHA KONEKLiAMM CTUKa-
10TbCA 3 BUOYXOBMM 3pPOCTAaHHAM 0b6cAriB Ta pisHopia-
HOCTi AaHuX, TOX nopsag i3 6a3oBumM 36eperkeHHAM
i NOLYKOM Ha NepLmMi NAaH BUXOAATb aBTOMATU30BaHa
Knacudikauif, iHTeNeKTyanbHUN aHani3 i pekomeHaa-
uii. OnTumisauis 36epiraHHA nepegycim 380AUTbCA A0
AeAynaikauii: ornsan NoKasyrTb, WO HaBiTb MOMIPHWUI
piBeHb NOBTOPIB CYTTEBO MNOripWye ePeKTUBHICTb CXO-
BuL, a niaxoau chunk-based 3HWKyOTb BUTPaTM Nam’aTi
Ta npuckoptotoTb goctyn [1; 2]. MapanenbHo aocnig-
XYIOTbCA Mogeni 6e3neKu, 30Kpema KOTHITMBHI napa-
OUTMU, WO NOEAHYIOTb Kpuntorpadito Ta cemaHTUKy
ANA NigBuLLEeHHA aoBipn go aaHux [3]. Y pekomeHaa-
LiHWUX cMcTeMax HalKpalli pe3ynbTaTv AEeMOHCTPYOTh
ribpuaHi cxemu, AKi NOEAHYIOTb KOHTEHTHWUI | KOnabo-
paTUBHUI Nigxoam, oAHaK biNblicTb PilleHb ANLLAETLCA
AoMeH-crneuMdivyHo | NOraHO NepeHoOCUTbCA Ha reTe-
poreHHi Konekuii [4]. Y3aranbHiolouu, nitepaTypa oKkpec-
o€ Tpu Hanpsamu: (i) Aeaynnikauia Ta onTumisauisa 36e-
piraHHs, (ii) 6e3neka gaHux, (iii) nepcoHanisauia yepes
pekomeHaau,i. NMpoTe Wi NiHii po3BMBalOTLCA NepeBarkKHO
i301boBaHo. 3BiacK BunNAMBae notpeba B iHTErpoBaHii
moJeni, WO OoAHOYACHO OXOMAIE aHani3 noAibHocTi,
Knacudikauito, BuaABNeHHA aybnikaTiB i pekomeHaaLii
Y EQMHIN apXiTEKTYpI.

NOCTAHOBKA

MerTa Ta 3agadi gocnigKeHHa

MerTolo pocniaXXeHHA € NigBULLEHHA ePEeKTUBHOCTI
YNPaBAiHHA KONEKUiAMW PiSHOPIAHUX AaHWUX 3aBAAKMU
iHTerpauii iHTeNeKTyanbHUX TEXHOMOrM aHanisy, Kna-
cndikauii Ta pekomeHaui y eanHy mopgenb. MeTa
po6oTn — peanizyBaTM M eKCNEPUMEHTANIbHO OLHUTK
iHTerpoBaHy mogesnb iHTeNeKTyaNbHOI CUCTEMU ynpas-
NiHHA KoneKuiamu (aHanis nogibHocTi, 6araTomiTKkoBa

Knacudikauia, geaynnikauia, pekomeHaauji), noka-
3aBLWM i TOYHICTb i MacwTaboBaHICTb HAa peanbHUX Ta
CUHTETUYHUX Habopax AaHMX.

Ons pocsarHeHHs MnocTaB/iieHOl MeTu nepenbdayeHo
pPO3B’A3aHHA TaKMX 3aBAaHb:

1. [lpoaHanizyBaTu HaABHI NigxoamM A0 opraHisauii,
Knacudikauii Ta iHTenekTyanbHOi 06pObKKN KONEKLIAHMX
OaHUX, OKPEC/IMBLLM TXHi NnepeBarn i 0bMexKeHHs.

2. ®opmanizyBat mogesb 06’eKTiB 3 ypaxyBaHHAM
MYNbTUMOZA/NIbHUX O3HAK (YMCNOBMX, KaTeropiasibHuUX,
TEKCTOBWX, Bi3yaNbHMX).

3. Po3pobutn metoam noaibHocTi Ta Knacuoikauii
i MexaHi3m aeaynaikauii 4na reTeporeHHUX KonekLin.

4. |HTerpysaTu pekomMeHZauinHy  nigcuctemy
B apXiTEKTYpy YNpPaBAiHHA KONeKLiaMU.

5. TpoBectu eKkcnepuMeHTanbHy Bepuodikauio
33 CTaHAAPTHUMKM METPUKAaMWU I OLLIHUTU MNPAKTUYHY
npuaaTHICTb.

Martepianu Ta meToam AocCniaXKeHb

MeTtoam obumncneHHs nopibHocti Ta Knacudikauii
y reteporeHHuX Konekuiax. EdekTnBHe ynpasniHHA
KONEKLiAMN HemoXnuBe 6e3 mexaHi3miB, AKi AaloTb
3MOry OLLiHIOBATU CTyMNiHb MNOAIBHOCTI MiXK 06’eKTamu
Ta BiAHOCWUTM iX A0 NEBHMX KaTeropii. Y Bunaaky reve-
POreHHUX KONEKLiA CKAAZHICTb MoNArae y Tomy, LO
06’EKTM MOXKYTb NOELHYBATU YMCAOBI, KaTeropiasbHi,
TEKCTOBI Ta Bi3ya/ibHi XapaKTEPUCTUKU, KOXKHA 3 AKUX
notpebye BAacCHOI METPUKMU.

O6uuncneHHAa nogibHocTi. 3aranbHui Niaxia nonarae
y nobynoBi KOMNO3UTHOI METPUKM, AKa KOMBiHye YacT-
KOBI BifCTaHi: B

d(c,c;)=dw, d(a,.a;),

fae d, — nokanbHa MeTpll/(I;(la 017 O3HaKM MNEeBHOro TUNy,
a w, —BaroBuit KoediLieHT ii 3HaYyLWOCTI.

MpuKNaan NOKaNbHUX METPUK:

- YMCNOBi AaHi: HOpPMOBaHa Pi3HULUA (HanpuKkNag,
Manhattan a6o Euclidean distance);

- KaTeropiafibHi gaHi: 6iHapHa ¢yHKujia 36iry (0 —
pi3Hi, 1 — ogHaKoBI);

- TEeKCTOBi AaHi: KocMHycHa B6AM3bKICTb Yy BEKTOp-
Hux npocTtopax (Word2Vec, BERT) [5];

— Bi3ya/bHi AaHi: BiACTaHb Yy MPOCTOpPax O3HaK,
OTPMMAHUX 3rOPTKOBUMW HEMPOHHUMUK Mepeamu [6].

Takuii nigxia nae 3mory nopiBHOBaTU 06’€KTU He
3a O4HWM KpUTEpieM, a KOMneKkcHo. Hanpuknag, ABa
doToanapaTh MOXKyYTb BiAPI3HATUCA POKOM BUMYCKY, ane
BYTU CXOXKMMM 33 KAaTErOPIELD | TEKCTOBUM OMMUCOM.

Knacudikauia y konekuiax. Knacuoikauis ycknag-
HIOETbCA TUM, LLLO 06’EKT MOXKE OA4HOYACHO HaNeXaTH [0
KiflbKOX KaTeropiii (6araTomiTkoBe BigHeceHHs). Pop-
MaJ/IbHO 3aBAAHHA MOXHa NOAATU K Bif0BpaNKeHHs:

f:C 2K,
ae K — MHOMMHA MOXNUBUX KaTeropin.
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[na 1uboro 3acTocoByOTbCA Pi3Hi Nigxoam:

- TpaauuiiHi meToam: norictuuHa perpecis, SVM,
LepeBa pilleHb;

- aHcambneBi anroputmu: Random  Forest,
Gradient Boosting, siki noKa3ytoTb CTabiNbHICTb Ha AaHWUX
cepesHbOro po3mipy;

- [MUBUWHHI  mogeni:  TpaHcdopmepu  (BERT,
RoBERTa) ans TekctoBumx o3Hak Ta CNN/ResNet ans sisy-
anbHux [7];

- ribpuaHi nigxogu: multi-view learning, pe
KOYXHa MO IbHICTb 06PO6AAETLCA OKPEMOIO MOAENIO,
a pe3ynbTaTM KOMbiHytoTbCA [6].

3 npakTMYHOro nornagy AOLUiNbHO 3acTOCOBYBaTH
iepapxiyHy Knacudikalito, KoM KaTeropii opraHi3oBaHi
y Burnaai aepesa. Lle ocobameo akTyanbHo ana 6i6ni-
OTEUHUX UM MY3eMHUX KONEeKLii, Ae KaTeropii mMatwoTb
6araTopiBHEBY CTPYKTYpY.

IHTerpauin peKomeHAauiiHOT niacucremm
B 3ara/JbHy apXxiTeKTypy ynpaBAiHHA KONeKuismu.
OpfHieto 3 KAYoBUX 0COB/MBOCTEN Cy4YaCHUX iHTe-
NIEKTYaNbHUX CUCTEM YMpPaBAiHHA SAHUMW € 34aTHICTb
He Anuwe 3b6epiraT Ta CTPYKTypyBaTU iHPopmalito,
ane  aKkTMBHO MiATPMMYBATU KOPUCTYBaya Yy Mpoueci
po60Tu 3 KoneKuiamu. Lle pocaraeTbea 3aBAsAKM iHTerpa-
Lii pekomeHAauiMHNX NigcucTem, ki aBTOMaTUYHO Npo-
NOHYHOTb HOBI 06’€KTH, HalbiNbLL pesieBaHTHI iHTepecam
Y NOTOYHOMY KOHTEKCTY KOPUCTYBaya.

Y 3anponoHOBaHil cUcTeMi pekomeHgauiiHa nia-
cuctema € HaabyLoBOK HAaZ MOAYNAMU OBUYMCNEHHS
noaibHocTi Ta Knacuodikauii. BoHa oTpMMye Ha BXia.:

—  BEKTOPHi NogaHHA 06’ eKTiB KONMEKLT;

- iHpopmaLito Npo Knacu Ta Teru;

— icTOpito B3aemopii KOpUCTyBayiB i3 CUCTEMOID
(nowyku, nepernaan, noaaBaHHA 06’eKTiB).

TTonepenus
00poOKa

Feature
fusion

ImMmopT maHux 1L

Icropia/

Jloru B3aemogiit
KOpHCTYBaiB

Pexomenpariiaumii

PekomeHAaUiiHUIA MOAYNb IHTErPYETLCA B 3arasibHy
apXiTEKTYPY AK OKPEeMUI cepBic, AKUWA MPaLOE Yy ABOX
perKmmax:

1) KOHTEHTHO-OPIEHTOBaAHMUI — MPOMNOHYE 06’EKTH,
CXOXi Ha BXe HaaABHi B KoseKuii (Hanpuknag, noAibHi
KHUMM YK anbbomu);

2) KonabopaTUBHWUI — BPaXOBYE MOBEAIHKY iHLIWX
KOPUCTYBauiB, AKi MatoTb NoAibHi iHTepecu.

Y3aranbHeHy apxiTeKTypy 3anponoHOBaHOI CMCTEMMU
HaBeAeHO Ha pUcyHKy 1. BoHa nobyaoBaHa 32 Moy b-
HUM MPUHLMMAOM i OXOMOE OCHOBHI eTanu poboTu
3 KONEKLUiMHUMW JaHUMMW — BifL, MOMEHTY iX Haaxo-
OXKEHHA B cucteMy 0 GOpMYyBaHHA aHaNITUYHUX 3BITiB
i NnepcoHanisoBaHMX peKoMeHaaLLin.

Y BepxHbOMYy PiBHi apXiTeKTypu ¢YHKLIOHYE KOH-
Beep 06pobKM AaHMX. Ha nepluomy eTani 34iMCHIOETbCA
iMNOpT 06’eKTiB KoMeKLUil 3 Pi3HUX OKepen, BKAYHO
3 IOKa/ZIbHUMK CXOBULLAMM Ta 30BHIWIHIMM cepBicamu.
Jani BinbyBaeTbca nonepenHa 0bpobKa, Aka nepenba-
Yae HopManisaLito, KogyBaHHA Ta NOBYLOBY MyNbTUMO-
OANbHUX BEKTOPHMX nofaHb. Lli mogaHHA BMKopwmcTO-
BYIOTbCA [A/71A BMKOHAHHA TPbOX KAHOYOBUX 3aBAaHb:
Knacudikauii, nowyKy aybnikaTtiB Ta 064YMCNEHHs iHAEeK-
ciB nogibHoCTi.

HWKHiA piBeHb apxiTEKTypu Bigobparkae nosepgiH-
KOBMI KOHTYp. TyT HAKOMMYYyKOTbCA NOTU B3aemogii
KOPUCTYBaYiB i3 CUCTEMOIO, AKI HAAXOAATb Y PEKOMEH-
AauiiHMii moaynb. OTpUMaHi pesynbTati He aunwe pop-
MYIOTb NEPCOHaNi30BaHi NPONO3ULLi ANA KOpUCTyBaya,
a 1 NOBEPTAlOTLCA Y CUCTEMY K 3BOPOTHUIM 3B’A30K, LLO
NiABULLYE TOYHICTb Knacudikauii Ta AKiCTb BUABNEHHA
aybnikaris.

3aBeplasbHUM e1eMEHTOM apXiTEKTYpPU € MOAY/Ib
aHaniTMKM Ta Bi3yanisauii, wo o6’eaHye BUXiaHI AaHi

Tanexc momiOHOCTI

BexkropHhi
JI0/IaBaHH

OHOB/IEHHA iHAE Ky

Knacudikaris

3BOPOTHII 3B"A30K

[Oy6nikar/
HOPM. KOHTEHT

BusiBnenns
Iy OikaTiB

KaHaunaTv Ha 3nmTTa

MOJLYJTb

3BiTHICTD

Amnajituka Ta
Bizyaji3aris

Mert pukwu

Puc. 1. Y3aranbHeHa cxema B3aeMoAii MOAyNiB y cucTemax ynpasaiHHA Konekuiamm
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3 ycix nigcucrem i 3abesneyye iHTEPAKTUBHUIA JOCTYN A0
CTaTUCTUYHMX 3BIiTiB, rpadikis Ta giarpam.

3anponoHoBaHa CUCTEMA CKNAJAETbCA 3 KiSIbKOX
NociLOBHO MOB’A3aHMUX MOAYNIB:

- BXigHi AaHi (Konekuji 3 MynbTMMOAANbHUMM
03Hakamu);

- nonepepHsa obpobka (Hopmanisauis, TeryBaHHs,
bopMyBaHHA BEKTOPHUX NOAAHD);

- aHanis nogibHocTi Ta KNacuodikaLis;

- BUABNEHHsA aybnikaTis;

- peKomMeHZaLilHa nigcuctema;

— aHaniTMKa Ta Bi3yani3auia pe3ynbTaTis.

B3aEMO3B’A3KM MiXK LMMWM KOMMNOHEHTamMM Hase-
OEeHO Ha pucyHKy 1. Cxema Bigobparkae noriky 06pobku
AaHUX: Big, BBEAEHHA O6’EKTIB A0 OTPUMAHHA KiHLEBUX
pesynbTaTiB y BUMALI peKOMeHAaLild i aHaniTUYHMX
3BITIB.

MopiBHAHHA meToAiB NobyaoBu peKomeHAaLiN.
OnAa nigBuWeHHA HAOYHOCTI NpoBeAEeHO MOpPIBHAJb-
HWI aHaNi3 OCHOBHMX XapPaKTEPUCTMK ABOX MNiAXOAiB A0
pekomeHZauinHux cuctem. Y Tabauui 1 HaBeaeHO ixHi
NPUHUMNM poboTKn, nepesarn, HeZONIKM M ONTUMA/bHI
YMOBW 3aCTOCYBaHHA.

AHani3 Tabanui nokasye, LWo iHTerpauia o6ox niaxo-
AiB € NepcrnekTUBHUM HaNPAMOM, OCKIIbKM Oa€ 3mory
KOMMEHCYBATU HEAO0MIKN KOXKHOTO 3 HUX.

Pesynbrat gocnipKeHb

Ona  nepeBipkn edeKTUBHOCTI  3anponoHOBaHOl
moaeni iHTeNeKTyanbHOI CUCTEMW YNPaBAIHHA KONeK-
uiamm 6yno nposefseHO cepito eKCnepuMEeHTIB, crnps-
MOBAHMX Ha OULiHKY AIKOCTi Knacuoikauii, epeKTUBHOCTI
BUABNEHHS Ayb6niKaTiB, peneBaHTHOCTI peKkomeHaauin
Ta MmaclTaboBaHOCTI apXiTeKTypu.

JocniarKeHHsa 6a3yBasoca Ha aHanisi AK peanbHUX,
TaK i CUMHTETUYHO 3reHepOBaAHWUX KONEKLiMHUX AaHWUX.
PeanbHi Habopwu micTUAKM NpUBATHI 3iI6paHHA MynbTUME-
[iAHOrO KOHTEHTY — MY3WYHi anbbomu, KHUIM Ta 306pa-
KeHHA GOTOTEXHIKM, 3aBAAKN HOMY B1aN0CA NEepeBipnUTU
poboTy moaeni Ha NPaKTUYHUX NpUKNagax. Ansa poswm-
peHHS eKcrnepumeHTanbHoi 6asm 6yno Takox chopmo-
BaHO LWTY4YHi BMbipKM obcarom ao 50 TucAady 06’eKTiB.

Y HUX nepeabavanocs HaBMUCHe Ay6NOBAHHA YaCTUHMU
enemeHTiB (6113bKo 10 %), L0 43N0 MOXKIMBICTb NpoTe-
CTYBaTU MEXaHi3Mn BUABNEHHA HAOAULLIKOBUX 3amnucis.
Yci aaHi 36epiranvca y CTpyKTypoBaHiin 6asi PostgreSQL
3 [04aTKOBMM BUKOPUCTAHHAM MYNbTUMELIMHUX CXO-
BUL, 415 BeNNKUX dpalinis.

B3aemogpia moaynis cuctemun. Ha pucyHky 2 Hase-
AeHo rpad B3aemogii moayniB y cucTemi ynpaBaiHHSA
KonekuiaAMn. Ha BigMiHY Bif, y3ara/JibHEHOI CXxemu
(puc. 1), wo Bigobparkae NocAigoBHICTb eTanis 06pobKky,
uewn rpad intocTpye Noriky iHpopmauiMmHUX NOTOKIB i 3B0-
POTHUX 3B’A3KIB Mi*K KOMMOHEHTAMWN CUCTEMM.

KnwoyoBi By3nu BignosigatoTb ¢GyHKLiOHaNbHUM
6noKam: iMnopTy JAaHux, nonepeaHboi 06pobKy,
BEKTOPHUX MoAaHb, Knacudikauii, BuasneHHa ay6ni-
KaTiB, iHAeKcauil nogibHoCTi, pekomeHAauinHOI nia-
cMctemMuM W aHanitMku. CTPiNKM MNOKasylTb Hanpam
nepegadi iHpopmauii, nigKpecntowum, WO pesynb-
TaTM pobOTU OAHOIO MOAYNS MOXKYTb OYTU BXigHMMU
OAaHMMUW ONA KiNbKOX iHLIKX.

Ocob11BY posb Bifirpae pekomeHAau,iMnHNI moaynb,
AKMMA OOHOYACHO OTPUMYE AaHi 3 NOTiB KOpUCTyBadis
i B3aEMOJJE 3 IHWIMMM KOMMNOHEHTamMK cucTemu. Moro
BUXiOHI pe3ynbTaTM MOXKYTb MiABULLYBATU TOUHICTb Kna-
cudikauii, onTMmisyBaTu Mowyk AybaikaTie i BNAMBaTU
Ha dopmyBaHHSA iHAEKciB nogibHocTi. Taka opraHisauia
3abe3neyye iHTerpauilo OCHOBHMX QYHKLiA cucTemu
i CTBOPIOE OCHOBY A/1A peanisauii afanTUBHUX Mexa-
Hi3MiB, 34aTHMX HaBYaTUCA HA OCHOBI HAKOMW4YEHOro
hocsiay.

TakMM YMHOM, apXiTEKTypa MA€E He Aulle aHaniTuu-
HUI, a W aganTMBHMUI XapakTep, 3abe3nevyrounm Hae-
YaHHA Ha OCHOBI iCTOPIi BUKOPUCTAHHA.

MopiBHAHHA MeTpPUK nopgibHocTi. Y AocChiaMKeHHi
BMKOPWUCTAHO ABi rPYNu KONEKLiNHUX SaHUX:

1) TematTuuHi Habopu mynbTumegia (uMdpoBi
KHUMM, MY3MYHi 3anucu, 306parkeHHsA GOTOTEXHIKM) —
ANA anpobalii MeToaiB y peanbHUX CLUeHapinx;

2) CUMHTETMYHO cTBOpeHi Habopwu obcarom Big,
1 Tnc. oo 20 TUC. enemeHTIB — 414 NepeBipKM MacliTa-
60BaHOCTI 11 TecTyBaHHA anropuTmis Knacudikauii Ta
pekomeHzau,in.

Ta6n. 1. NopiBHAHHA Nigxoais A0 Nobya0BU peKOMeHAaLiN Y CMCTeMaX yNpaBiHHA KoneKuiamu

Kpurepiii

KoHTeHTHO-OpieHTOBaHI meToau

KonabopaTtusHa ¢inbrpauia

MpuHUMN poboTn

AHani3yloTb XapaKTEPUCTUKM cammnx 06’eKTiB
(aTpubyTK, onucu, Term)

BMKOpUCTOBYIOTb AaHi NPO B3aEMOZii Kopuc-
TyBauiB (penTuHIu, nepernaam, ynogobaHHs)

MNepeBarun

MpautotoTb i3 HOBUMM 06’ €EKTaMK; He noTpe-
6yloTb icTOpIi B3aemogin

BuABNAIOTL NPUXOBaHi 3aKOHOMIPHOCTI Ta
rpynu Kopmuctyeadis; Aobpe macwTabyeTbea

Hegponiku

3anexatb Big AKOCTi ONWCY AaHUX; iITHOPY-
I0Tb COLiaNbHi 3B’A3KM

Mpobnema xonogHoro ctapTy; NoTpebyoTh
BE/IMKUX MACUBIB AaHMX

OnTMManbHi ymosu

HeBenuki Ta cepefHi Konekuii 3 baratumu
aTpubytamum

Benuki Konekuii 3 akTUBHMMM KOPUCTYBa-
Yamu Ta baraTtoto icTopieto B3aemoa,ii
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IHaekc
nogai6HocTi
Knacudikauin

ImnopTt

MNonepeaHa
o06pobka

BekTopHi
noaaHHA

Norn
KOpUCTyBauiB

AaHUX

BuasneHHsa
Ay6 nikaris

PekomeH pgauitHuin
moay b

Ananitnka
Ta
Bi3yanisauia

Puc. 2. 'pa¢ B3aemogii mogynis y cuctemi ynpasaiHHA KoneKuiamm

Ha BiamiHy Big nonepeaHix pobiT, akLeHT 3pobaeHo
He NvWe Ha MoAEeNtoBaHHI apXiTeKTypu, a 1 Ha nopis-
HAHHI anropuTMiB aHanisy Ta Knacuodikauii. O6’ekTu
KOJIeKL,i i ONMCYBANNCA YOTUPMA TUMAMM O3HAK: YUC/IO-
BMMMU, KaTeropiaJibHUMM, TEKCTOBMMM Ta Bi3yaSlbHUMM.
dopmanizauito 34iiCHEHO Yy BUTNAAI MaTPULLi O3HaK:

X :{x,.}N

o X =(ay,a,,...,a,),
Ae N —KinbKicTb 06’€KTiB, m — YMCNO XapaKTEPUCTUK.
Ona TekctoBMx aTpubyTiB 3acTocoByBanuca [Ba
meToan: TF—IDF Ta KoHTeKcTHi BekTtopu BERT. Le gano
MOXK/IMBICTb MOPIBHATM «KNACUYHI» W «CyyacHi» nia-
xoan. [na Bi3yanbHMUX O3HaK BMKOPMUCTOBYBANUCA
peckpuntopu SIFT Ta 03HAKM, OTPUMAHI 3rOPTKOBUMMU
mepexkamu (ResNet).
OuiHloBaHHA nogibHocTi npoBoaunoca depes

KilbKa MeTPUK: KOCWUHYCHY 61U3bKiCcTb, €BKAiA0BY

BiACTaHb i [KakKkapga. [na KoxHoro Habopy AaHux
obuuncnoBannM  cepefHI  TOYHICTb  Kaacuodikauii
3aNexHo Big BMOGOPY MeTpuKM. PesynbraTtv 3BeAeHO
B Tabnuuto 2.

KnacuodikaLis BUKOHYBasaca MeTogamm IOFiCTUYHOI
perpecii, BUNagKoBuX NiciB i HEMPOHHUX Mepex. byno
BMAB/IEHO, WO ANA Maaux HabopiB NPOCTi anropuTmu
(norictmuHa perpecis) 4EMOHCTPYIOTb AOCTAaTHIO edek-
TUBHICTb, TOAj AK HAa BE/IMKUX JAHUX CYTTEBO NepeBaKa-
10Tb BaraTowapoBi HEMPOHHI Mepeski.

OKpemo  A0CnigKyBaBCA MEXaHi3M  BUABNEHHA
Ay6nikatie. 3anponoHoBaHoO Niaxia, Wo KombiHye Knac-
Tepu3auito Ha ocHoi DBSCAN 3 noporosoto ¢inbrpauieto
noaibHocrTi. Lle Aae 3mory He e 3HaXoAUTU iAEHTUYHI
3anucK, a 1 06’eaHyBaTH «CXOXi» 06’€KTM (HanpuKknaga,
ABi pi3Hi pefakuii ogHiel KHUrn).

Tabn. 2. NopiBHAHHA ePEKTUBHOCTI PiSHUX METPUK NoAi6bHOCTI

Tun gaHux KocuHycHa mipa EBKnigoBa BiacTaHb [>KaKkKapga
TekcToBi onucu 0,88 0,74 0,69
306pakeHHsn 0,82 0,85 0,61
3miluaHi Habopu 0,86 0,80 0,65
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PekomeHAaUiiHWUIA MOAY/b IHTErPOBAHO B 3arasibHy
apxiTekTypy. Ona nepesipku edeKTUBHOCTI NopiBHIOBa-
JICb KOHTEHTHO-OPIEHTOBAHI MeToaM (Ha OCHOBI O3HaK
06’eKTiB) | KOnabopaTneHa dinbTpauia (ALS). PesynbTati
NOKa3anu, WO Ha HEBE/IMKMX KONEKLiAX MepeBarkatoTb
KOHTEHTHI MEeTOAM, @ Ha BEIMKMX — KOS1abopaTUBHI.

MopieHAHHA MmeToAiB No6yaoBM peKomeHgauiid.
OKpemMm acneKkTom AOCAIAMKEHHA CTafo NOPIBHAHHA
epeKTUBHOCTI pi3HMX NiaxoaiB A0 NO6YAOBU PeKOMEH-
AauinHux nigcuctem. Le BaXKnnBO, OCKINbKK AKICTb Nep-
COHani3oBaHMX Mpono3uuiin H6e3nocepefHbO BNINBAE
Ha LiHHICTb CUCTEeMM ANA KiHLEeBOro KopmucTyBaya.

Ha npakTuLi 3acTOCOBYIOTb ABa OCHOBHI nigxoam:
KOHTEHTHO-OPIEHTOBAHI MEeTOAW, WO BMKOPUCTOBYIOTb
aTpubyTn cammx o6’ekTiB (TEKCTW, 306paxkeHHA, meTa-
[AaHi), Ta KonabopaTuBHy ¢iNbTpauilo, AKa BpaxoBye
icTopito B3aemogiit KopucTyBauis.

Ha pucyHKy 3 NoKa3aHO AWMHAMIKy TOYHOCTI peKo-
MeHZaLjli 3anexHo Big, po3mipy Konekuii. BugHo, wo
KOHTEHTHO-OPIEHTOBAHI MeToaM 36epiraloTb BMCOKY
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AKICTb Ha Mannx Habopax AaHWUX, NPOTe NOCTYNOBO BTPa-
YaloTb edeKTUBHICTb i3 macwTabyBaHHAM. HaTomicTb
KosfabopatnueHa inbTpaLia AEMOHCTPYE 3POCTaHHA
TOYHOCTI Ha BEJ/IMKUX KONEKLifX, WO 3YMOBJ/IEHO BUKO-
PUCTaHHAM NPUXOBAHUX 3aKOHOMIpPHOCTeM y noBeajiHL,i
KOpWUCTyBaYiB.

Y Tabnnui 3 HaBeaeHO pe3ynbTaTy NOPIBHAHHA Tpa-
AavuinHoro nigxopy k-6auxkumx cycigis, meTtogis Ha
OCHOBi MAaTPUYHOT daKTOpPU3aLLi Ta Cy4acHUX mogenei
Ha 6a3i HEIPOHHUX MepEeXK.

AK BUAHO 3 Tabaunui, metoa k-6amxkumnx cyciais gobpe
niaxoaAnTb ONA HEBENMKUX KONEeKLih abo npoToTunis,
To4i AK MmaTpuyHa dakTopusauia 3abesneuye Kpally
AKICTb Yy cepegHix 3a obcarom cuctemax. HelpoHHi
mepexi, 3i cBoro 60Ky, OAEMOHCTPYIOTb Hanbinbwni
noTeHujan gna macwTabHUX KOMEKLil i3 BUCOKOIO pis-
HOPIAHICTIO, NpOTe iX BUKOPUCTaHHS NOTPebye 3HAYHMUX
06umMcoBaNbHUX pecypcis.

TakMM YMHOM, BMGIp KOHKPETHOTO Niaxoay Ao noby-
OOBM pPEKOMeHAALiMHOI nigcucTemum 3anexutb Big,
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Tabn. 3. NopiBHANbHA XapaKTepUCTUKa MeToAiB NobyaoBU peKomeHAaLiiHMX cucTem

MeTtopa MNepesarun

Heponikn Fanysi 3actocyBaHHA

MpocToTa peanisauii; wenake
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Hu3bka macwTaboBaHiCTb;
npobsemu 3 piaricHumm

HeBenuki KonekLuii; 4eMOH-

faHMM CTPaLiiHi NpoeKTH

BuncoKa AKicTb Ha cepeHix
OaHWX; BpaxyBaHHA NPUXOBa-
HWUX 3aneXHoCcTeN

MaTtpunyHa
dakTopM3auin

Bumornusictb A0 anapaTHUX
pecypcis; YyTAMBICTb 40
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34aTHICTb MOAEeNoBaTH
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PO3Mipy KOoNeKLii, AOCTYNHMX pecypciB Ta BUMOT A0 TOY-
HOCTi peKomeHaaLLil.

AHaniz npoayktusHocti cucremu. lMNopag i3 noriy-
HOO apXiTEKTypoto Ta rpadom B3aemoAii BaxKMBO oOu,ji-
HUTK | NPOAYKTUBHICTb CUCTEMM 3a 3POCTaHHA 0bcAary
KOMEKLUIMHNX AaHMX. Y paMKax AoCnigKeHHA byno 3mo-
AenboBaHo poboTy cuctemu 3 pisHMmM obcaramm o6’ ek-
TiB — Big, TUCAYI 40 KiNbKOX AecATKiB TMcAY. Pesynbtatn
NnoKasasnu, Wo cepegHii yac Biagnosigi cuctemu 3pocrtae
NOBIZILHO M 3a/MLIAETLCA B MeXKaX, MPUUHATHUX ANA
iHTEPAKTUBHUX 3aCTOCYHKIB.

Onsa nepeBipkM MacwTtabosBaHocTi cuctemun byno
NPoBeAEeHO EeKCNEePUMEHTU 3i 36iNblUEHHAM KifbKOCTI
06’eKTiB y Konekuii Big 1 Tmc. o 50 Tmc. CepeaHin yac
BigNOBIAI BMMIpOBABCA Nig, 4ac BMKOHAHHA TUMOBMX
onepauiit nowyky nogibHocTi. PesynbtaTt HaBeAeHO Ha
PUCYHKY 4.

AIK BMAHO 3 rpadika, 3pocTaHHA obcAry AaHWx
CYNpPOBOAKYETLCA NOCTYNOBUM 36iNbLLIEHHAM Yacy Bia-
nosigi, Npote UA AMHAMIKa € NiHIHOW i MOBINbHOO.
3 1 Tuc. 06’ekTiB cepegHii Yac ctaHoBmB 6113bko 0,02 c,
3 10 tnc. — 0,06 ¢, a 3 50 Tnc. — nmwe 0,15 c. Takum
UYMHOM, HaBIiTb 33 3HAYHOTO 36iNbLUEHHA KiNbKOCTI ene-
MeHTIB cucTema 36epirae NpPoOAYKTUBHICTL Ha piBHi,
[O0CTaTHbOMY ANA IHTEPAKTUBHUX 3aCTOCYHKIB.

OTpuMaHi pe3ynbTaTu NigTBEPAXKYIOTb ePEKTUBHICTD
BUKOPWUCTAHHA iHAEKCALIMHUX CTPYKTYpP Ta ajAroputmis
NoLWYyKy noAibHocTi, Wwo 3abesneyytoTb CTiiKy poboTy
CUCTEMM B MACLUTaboBaHMX CepeaoBULLAX Y pPeasbHUX
yMOBax, Ae obcAr AaHWX MOKe J0CAraTM COTEHb TUCAY
i Binble. Y NoeaHaHHI 3 apXiTEKTYPHUMMU pillEHHAMM,
HaBeAEHMMM Ha pUCyHKax 1 i 2, ueit ekcnepMmeHTanb-
HUI pes3ynbTaT 3acBigyvye, WO CMCTEMA MOXKE BUKOpPUC-
TOBYBATUCb Y MaclITaboBaHWUX cepenoBuLLax 6e3 BTpaTh
WBUAKOAT.

CepefHin yac algnosial (c)
=
o
==}

O6roBopeHHA pe3ynbraris

OTpuMaHi pe3ynbTat AOLUiNbHO PO3MAHYTU B KOH-
TEKCTi Cy4yacCHMX AocnigrKeHb y coepi iHTeneKkTyanbHUX
CMCTEeM YNpaBAiHHA AAHMMM Ta KONEKLiaMMU.

Mo-neplwe, 3anponoHOBaHa MoAenb nigTsepamnaa
ehEeKTUBHICTb BMKOPWUCTAHHA KOMMO3UTHUX METPUK
noaibHocTi. AHanorivHi igei 3ycTpivatoTbea y pobori [8],
Oe MNOEAHAHHA HEYiTKMX anropuTmiB i baraTokpuTepi-
aNlbHUX MEeTOAiB [03BOAMO MIABULLMTU AKICTb NaHy-
BaHHA B HaraToxmapHux cepefosuuiax. Y 3anponoHo-
BaHi poboTi Ui niaxoan aganToBaHo ANA obuYMCNEHHA
CXOXKOCTi MiXK 06’€KTamm KoMeKLil, Wo A0BOAUTb YHi-
BEPCaNbHICTb TAKOTO MPUHLUMY.

Mo-gpyre, pe3ynbTaTi LWOAO BUABNEHHA AybnikaTis
Y3roAKyoTbCcA 3 BUCHOBKamu [9] Ta [10], aki Harosnowy-
t0Tb, WO HaBITb BIAHOCHO HEBENIMKUIA BiACOTOK HaAMULI-
KOBMX 3anunCiB 3HAa4YHO BM/IMBAE HA NPOAYKTUBHICTb CXO-
BuLW,. Hawa moaens niarsepauna uto Tesy, NOKasasLy,
WO YCyHEHHs Ayb6ntoBaHHA MNOKpPALLYyE AK LBWUAKICTb
NOLLYKY, TaK i edEeKTUBHICTb BUKOPUCTAHHA pecypcis.

Mo-TpeTe, y chepi pekomeHAaUIMHUX CUCTEM OTpU-
MaHi pe3ynbTaT CniBBiAHOCATLCA 3 NigX04aMM, HaBeae-
HUMM B poboTax [11] Ta [12], ae 3aCTOCYBaHHSA LWUTYYHOTO
iHTENEKTY A4ano 3Mory NigBULMTU AKICTb pEKOMeHaauin
Y MYNbTUXMApHUX cepenoBuwax. BogHouyac 3anpono-
HOBaHAa HaMW iHTerpauia pekomeHZauinHoi nigcucremm
B 3ara/ibHy apXiTeKTypy ynpasfiHHA KONeKLUiamn Bigpis-
HAETbCA LWMPLIMM 3aCTOCYBaHHAM: BOHa NpuaaTtHa fK
ANA NPUBATHMX 3i6paHb, TaK i ANA MaclWTabHUX HayKo-
BMX 260 KOPNOPATUBHMX CXOBMULL,.

Ocob611BOi yBaru 3acnyrosyoTb pe3ynbTaTy, Lo CTo-
CytOTbCA MacwTaboBaHOCTI. Y 6araTtbox AOCAIAKEHHAX
(Hanpuknag, [13; 14]) HaronowyeTbcA Ha OBMeXKeHo-
CTi NPOAYKTUBHOCTI TPaAMLIMHMX NigXoA4iB 3@ 3HAYHOro
3pocTaHHA obcAriB gaHMX. 3anponoHOBaHa MOAENb
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Puc. 4. 3anexHicTb cepeaHbOro Yacy Bignosigi cucremu Bia KinbKocTi 06’eKTiB y Konekuii
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NpPoAEeMOHCTpyBana cTabinbHMiA Yac Bignosiai HaBiTb
3 OecATKaMM TUCAY 06’€eKTiB, WO NiATBEPANKYE Mpak-
TUYHY [OUINbHICTb iHTerpauii onTMMi3oBaHMX METOAiIB
NoLYKy 1 06po6KM B NogibHUX cucTemax.

TakMm 4YMHOM, NpoBedeHe OOCNIAXEHHA niaTesep-
[OXKYE aKTyasIbHICTb 06paHOi TEMaTUKM Ta AEMOHCTPYE
nepesarnm KomnnekcHoro niaxoay. Ha siaminy Big, 6inb-
LLOCTi iCHYHOUMX POBIT, LLLO 30CepPeKYIOTbCA HAa OKPEMMUX
acrneKTax — pecypcHOMY MeHeAKMeHTi, 6e3neLi un Kna-
cudikaLii, — y 3anponoHoBaHiIN Moaeni Ui KOMNOHEeHTH
NOEAHaHI y EAMHIN apXiTeKTypi. Lle cTBOptoe ocHoBY AnA
YHiBEpPCaNbHOI CUCTEMU YMPABAIHHA KONEKLUiAMMK, 3aaT-
HOI a4anTyBaTMUCA A0 Pi3HUX CLLEeHAPIiB 3aCTOCYBaHHA.

BucHOBKMU

Y cTatTi pPo3rIAHYTO NUTaHHA NobyaoBWU iHTeneK-
TyaNbHUX TEXHONOrM AnA aHanisy, Knacuodikauii Ta
pEeKOMEHAALIN Y cucTemax YnpasAiHHA KoeKuiamu.
MpoBeaeHe AOCNioKEHHS NOKa3ano, WO KOMMAEKCHUM
niaxig, Aknit noegHye dopmanisauito 06’ekTiB y BUrnagi
MYNbTUMOLANIbHUX BEKTOPIB, BMKOPUCTAHHA agan-
TUBHUX METPUK noaibHocTi, baraTomiTkoBoi Knacuoi-
Kauji Ta pekomMeHAaUiHWX anropuTmis, 3abesneuye
HOBWI piBeHb epeKTUBHOCTI B pobOTi 3 KONEKLiMHUMMU
OaHUMK.

PospobneHa mogenb poBena CBOK 34aTHICTb He
ivlwe aBTOMaTM3yBaTU PYTUHHI npouecn — TaKi AK
BUABNEHHS AybnikaTiB uM KaTeropwmsauia o6’ekTiB, —
ane " 3abe3neunTn GiNbll iHTENEKTyaNbHY B3aEMOA0
3 KOpUCTYyBayem Yyepes NepcoHasnisoBaHi pekomeHaaui.
OTpMMaHi eKcnepuMmeHTasibHi pe3ynbTaTi 3acBigumnu,
Wo cuctema 36epirae BUCOKY AKiCTb pobOTU HaBiTb 3a
3HAYHOrO 3POCTaHHA 06CAriB Konekuii, 4EMOHCTPYOUM
CTabiNbHUI 4Yac BiANOBIAi Ta NPUIAHATHI NOKa3HUKMU
TOYHOCTI.

MpaKTU4yHe 3Ha4YeHHA 3anpPoMNoOHOBAHOrO Miaxony
MoNArae y Moro yHisepcanbHocTi. Mogesb MoxKe 3acTo-
COBYBATUCb AK ANA NPUBATHUX LUPOBUX UM di3UYHMX
KOMEKLiM, TaK i Ana macwTabHux iHpopmMaLinHUX iHO-
pacTpykTyp y 6ibnioTekax, apxiBax, HayKOBUX yCTaHOBax
YU KOPMNOpaTUBHUX cucTeMax. HaykoBa HOBW3HA A0Ci-
OXKEHHA BW3HAYAETbCA IHTErpauield KiNbKOX MmeTosais
Y EANHY apXiTEKTypy, WO AAE 3MOTY PO3rNALaTM cCUcTemy
He AK Habip i30/1bOBAaHMX aTOPUTMIB, a AIK LLiNIiCHY iHTe-
NeKTyanbHy nnatpopmy.

MepcnekTMBM noganbluMx AOCNiAKeHb MNOB'A3aHi
3 NOrMMBAEHHAM BUKOPUCTAHHA METOLIB MUOUHHOMO
HaBYaHHA A1 Po6OTU 3 TEKCTOBMMW K BisyanbHUMMU
O3HaKaMK, PO3LWMPEHHAM MeXaHi3MiB nepcoHanisa-
uii pekomeHZaLi Ta iHTerpauieto 3acobiB KOHTPOtO
poctyny 1 6esnekun. Le pactb 3mory nepetBopuTu
3aMponoHOBaHy MOoAge/b Ha OCHOBY A/19 CTBOPEHHA YHi-
BEPCASIbHUX CEpPBiCiB HOBOrO MOKOJIHHA, OPIEHTOBAHMX
Ha iHTeNeKTyanbHe YNpaBAiHHA BeAMKMMM obcAramm
KONEKLiIMHNX JAaHWX.

KoHdniKT iHTepecis

ABTOPM AEKNaAPYHOThb, WO HEe MatoTb KOHOAIKTY iHTe-
peciB CTOCOBHO LibOro AOCAIAXKEHHSA, Y TOMY YncAi GiHaH-
COBOTO, 0OCOBMCTICHOrO XapaKTepy, aBTOPCTBA YW iHWOro
XapaKTepy, Wo Mir 6u BRAMHYTUM Ha AOCNigKeHHA Ta
oro pesynbTaTu, NPeAcTaB/eHi B Lild cTaTTi.
®diHaHCyBaHHA

LocnigKeHHA
nNigTPUMKMN.
JOoCTynHicTb gaHuxX

PyKonuc He ma€ NoB’A3aHMX JaHUX

nposogunocs 6e3  ¢iHaHcoBoOi

NITEPATYPA

[1] R. Kaur, 1. Chana, J. Bhattacharya. Data deduplication
techniques for efficient cloud storage management: a
systematic review. Journal of Supercomputing, vol. 74,
pp. 20352085, 2018. DOI: 10.1007/s11227-017-2210-8.

[2] M. Hasan, A. Hussien. Techniques of data deduplication
for cloud storage: A review. International Journal of
Advanced Computer Science and Applications, vol. 15,
no. 3, pp. 45-55, 2024.

[3] L. Ogiela, M.R. Ogiela. Cognitive security paradigm
for cloud computing applications. Concurrency and
Computation: Practice and Experience, vol. 32, no. 8§,
e5316, 2020. DOT: 10.1002/cpe.5316.

[4] A. Roy. Recommender systems: Algorithms, challenges,
and trends. Journal of Big Data, vol. 9, no. 1, pp. 1-32,
2022. DOI: 10.1186/540537-022-00592-5.

[5] J. Devlin, M.W. Chang, K. Lee, K. Toutanova. BERT: Pre-
training of deep bidirectional transformers for language
understanding. In: Proceedings of NAACL-HLT, 2019.
DOI: 10.48550/arXiv.1810.04805.

[6] C. Xu, D. Tao, C. Xu. A. Survey on multi-view learning.
Neural Computing and Applications, vol. 23, no. 7-8,
pp- 2031-2038, 2013. DOI: 10.1007/s00521-013-1362-6.

[7] M.L. Zhang, Z.H. Zhou. A review on multi-label learning
algorithms. IEEE Transactions on Knowledge and Data
Engineering, vol. 26, no. 8, pp. 1819-1837, 2014. DOI:
10.1109/TKDE.2013.39.

[8] M. Farid, R. Latip, M. Hussin, N.A.W. Abdul Hamid.
Scheduling scientific workflow using multi-objective
algorithm with fuzzy resource utilization in multi-cloud
environment. [EEE Access, vol. 8, pp. 24309-24322,
2020. DOI: 10.1109/ACCESS.2020.2970475.

[9] N. Chhabra, M. Bala. A comparative study of data
deduplication strategies. In: Proc. 2018 Ist Int. Conf.
Secure Cyber Computing and Communication (ICSCCC),
pp. 68-72,2018. DOIL: 10.1109/ICSCCC.2018.8703363.

[10] K. Tiwari, Q.M. Rizbi. A study and review of duplicate
data in cloud computing. Journal of Advances in Science
and Technology, vol. 21, no. 1, pp. 74-80, 2024. DOI:
10.29070/nsek7b45.

[11] A. Anand. Intelligent resource allocation in multi-cloud
environments: An Al-driven approach. International
Journal of Scientific Research in Computer Science,

ISSN 2786-9024



ObuncntoBasibHa TexHiKa Ta aBToMaTU3al,in

T3. Ne5(37)'2025

Engineering and Information Technology, vol. 11, no. 1,
pp. 1035-1046, 2025. DOI: 10.32628/CSEIT25112429.

[12] R. Rayaprolu, K. Randhi, S.R. Bandarapu. Intelligent
resource management in cloud computing: Al techniques
for optimizing DevOps operations. Journal of Artificial
Intelligence General Science, vol. 6, no. 1, pp. 397408,
2024. DOI: 10.60087/jaigs.v6i1.262.

[13] Y. Li, D. Chen, J. Hao. Cloud workflow scheduling
optimization research based on ant colony algorithm.
Academic Journal of Computing & Information
Science, vol. 6, no. 5, pp. 9-13, 2023. DOI: 10.25236/
AJCIS.2023.060502.

[14] M. Reshetniak, S. Popereshnyak. Method for accessing
and processing multimedia content in a cloud
environment. In: Proc. 2019 IEEE Int. Scientific-Practical
Conf. Problems of Infocommunications, Science and
Technology (PIC S&T), pp. 71-76, 2019. DOI: 10.1109/
PICST47496.2019.9061463.

INTELLIGENT TECHNOLOGIES FOR ANALYSIS,
CLASSIFICATION AND RECOMMENDATIONS IN
COLLECTION MANAGEMENT SYSTEMS

Daniil Popereshniak, Svitlana Popereshnyak

The article is devoted to the development and
investigation of intelligent technologies for analysis,
classification, and recommendation in collection
management systems. The study addresses the challenge
of organizing and processing collection data, which are
characterized by rapid growth in volume and increasing
heterogeneity. These factors complicate efficient storage,
search, and structuring of collections. It is shown that
traditional collection management systems are usually
limited to isolated tasks such as basic storage or
search and often fail to integrate similarity analysis,
classification, and recommendation algorithms into a
unified framework. The use of intelligent approaches
enables overcoming these limitations and provides
opportunities for building universal systems capable of
handling large-scale datasets.

The purpose of the research is to achieve enhanced
efficiency and scalability in collection management
by constructing a model of an intelligent system that
integrates multimodal object representation, classification
methods, duplicate detection, and recommendation
mechanisms. To achieve this goal, existing approaches
were analyzed, a model for representing collection objects
was formalized, similarity computation techniques were
developed, and an architecture combining classification
and recommendation modules was proposed.

Experimental  evaluation  demonstrated  that
the integration of these components ensures high
classification accuracy, effective duplicate detection,
and relevant personalized recommendations. Particular
attention was paid to scalability: the system maintained
a stable response time even under significant growth

in the number of collection objects. The practical
significance of the research lies in the universality of the
proposed model, which can be applied both in private
multimedia and digital collections and in corporate or
scientific infrastructures, such as libraries, archives,
and databases. The scientific novelty is defined by the
creation of a comprehensive architecture that integrates
several intelligent methods into a unified system. Future
research perspectives include the application of deep
learning approaches for multimodal feature processing,
the improvement of recommendation algorithms, and the
integration with security and access control mechanisms
to ensure robustness in large-scale environments.
Keywords: intelligent systems, collection
management,  similarity  analysis,  classification,
recommender systems, multimodal data, scalability, loT.
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AHOTALIA

Cyuacnuii nanowagm Kibepbesneku XapakmepuzyemvCsi BUCOKOIO CKAAOHICMIO mMa OUHAMIYHICMIO, WO
3YMOGNIE nompedy 8 nepedosux Memooax MoOem08arHs Ol AHANIZY 3a2pP0o3, NPOSHO3Y8AHH PU3UKIE Mda OYIHKU
ehexmuenocmi 3axucHux 3axo0is. Y yiil cmammi npeocmasieno 0emaibHull KOMNAPaAmueHUL anauis mpaouyittHux
I cyuacHux nioxodie 00 MOOeNo8anHs 6 Kibepbesneyi, 6KIOYHO 3 MAMEMAMUYHUM, TOSIYHUM MA IEPAPXIYHUM
MoOento8anuaAm, cumyaayisto amax i Breach and Attack Simulation (BAS), azenmmo-opienmoganum mooenro8anHsM,
Yupposumu OBIUHUKAMU, d MAKONIC MEMOOU, W0 OA3VIOMbCS HA MAUWUHHOMY HABYAHHI, 2TUOOKOMY HABYAHHI, Meopil
ieop, epagposux cmpykmypax i eenuxux mosHux mooensix (LLM). Koowcern memooO pozenanymo 3 nozusioy npuHyunie
pobomu, K0408UX nepesaz, HeOONIKi8 i npakmuynozo sacmocysanus. Ocoonusy yeazy npudileHo cunepeii ma
63AE€EMOO0ONOBHIOBAHOCIE YUX NIOX00I8, WO € KPUMUYHO GANCAUBUM OISl CIMBOPEHHS KOMNJLEKCHUX, A0AnmueHUX
cucmem Kibepoesnexu. Tpaouyilini memoou, AK-om mamemamuiHe MOOeN08aHHsA, 3abe3neuyioms GopmanvHy
OCHOBY OJ151 AHATIZY, ale MOdCYmb cnpoujyeamu peanvhi cyenapii. Cyuacui nioxoou, 30Kpema mMawiunne HaA84aHHs
ma yughposi 0s8ilHUKY, 0arms 3M02y 00pobIAmU 8eNUKi 00CA2U OAHUX I MOOeT08aMU CKIAOH] OUHAMIYHI 83A€MOOI],
Xoua nompebyioms 3HAUHUX 0OYUCTIOBATILHUX pecypci | mounux oanux. Teopis icop i epaghosi modeni nponouyromo
cmpame2iyHuil | KOHMEeKCMYanbHUll ananis, mooi sk 8eUKi MOBHI MOOeni 8iOKpUAIOmMyb HOBL MONCIUBOCHI O/
asmomamu3zayii ananizy 3aepo3, nonpu ix oomesncenns 8 Haditnocmi. Inmezpayisi yux Memooié Cmeopioe 0CHO8Y OJisl
2IOPUOHUX piulenb, AKI KOMREHCYIOmMb HeOONIKU OKPEMUX NiOX00i8, NIOGUUYIOUU 3A2ANbHY eqeKMUBHICMb 3aXUCTT).
Cmamms maxooxc 8UCBIMIIOE BUKAUKY, NO8 SA3AHI 3 0OYUCTIOBATILHOIO CKAAOHICMIO, HEBUIHAYEHICMIO 1l emUYHUMU
acnekmamu, i OKpecaoe MauOymui Hanpamu po3eUmKYy, 30Kpema 600CKoHaients noscriosanozo LI, cmitikicms 00
3MA2ATLHUX AMAK | peanizm CUMYAAYIU.

Knrwouosi cnosa: xibepbesnexa, MoOento8ants, MAWUHHe HA8YAHHS, YUDPOBI OBIUHUKU, 2pAdO8i MOOENE, CUMYAYIs
amax.

Bctyn

Ha cborogHi naHawadT Kibepbesnekn xapakTepusy-
€TbCA be3npeLeseHTHO CKAAAHICTIO Ta AMHAMIYHICTIO,
O 3YMOBJ/IEHO CTPIMKMM PO3BUTKOM TEXHONOFIN, rNO-
6anisauieto LMPPOBUX CUCTEM i LWBUAKUM 3POCTAHHAM
KiNIbKOCTi Ta pi3HOMaHITHOCTI Kibep3arpos [1-2]. Kibe-
paTaky BUPI3HAKOTbLCA YaCTOTOI, BUTOHYEHICTIO Ta CKO-
OPAMHOBAHICTIO, BK/ILOYHO 3 PO3LWMPEHUMMU CTIKKMMMU
3arpo3amu (APT), diwmnHrom, atakamm 3 BUKOPUCTaH-
HAM LUKiAMBOrO NporpaMHoOro 3abesneyeHHs, a Takox
3MarabHMUMKU  MaHINyNALIAMKW, CNPAMOBAHMMM  Ha
06Xif, cnucTem 3axmcTy, 30Kpema TUMU, WO 6a3yroTbcA Ha

WTy4HOMY iHTenekTi [3—4]. Lla ecKanauia 3arpos nepe-
BULLYE MONAMBOCTI TPALULINHUX METOAIB BUABMEHHA
Ta 3anobiraHHA, AK-OT CUTHATYPHWIA aHani3 YN CTaTUYHI
npaBuna, AKi He 30aTHi ePpeKTUBHO CNPaBAATUCA 3 AMHa-
MiYHOI NpuMpoaoto aTak [5].

TaKui cTaH cnpaB CTBOPIOE HarasibHy NoTpeby B iHHO-
BaL,iMHKUX Nigxo4ax A0 MOAENOBAHHS, AKi MOXYTb 06po-
6naTM BenmyesHi obcArn AaHWUX, BUABNATU MPUXOBaHI
33aKOHOMIPHOCTi, MPOrHO3yBaTW MNOBEAiHKY 3/10BMUC-
HUKIB | OUiHIOBaTM e(dEeKTUBHICTb 3aXMCHUX MeXaHi3-
MiB y peanbHomy yvaci [5]. TpaauuiiHi meToamn aHanisy
3arpos, a came maTemaTU4He Y JIoTiIYHE MOAENIOBAHHSA,
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CTUKAIOTbCA 3i 3HAYHUMWU TPYAHOLAMW Yepe3 CKAaa-
HiCTb i MiHAMBICTb KibepaTaK, WO CNOHYKAE 40 PO3p0obKu
aJaNTUBHUX i IHTENEeKTYaibHUX MoAeNeN, AK-0T rMnboke
HaBYaHHSA, areHTHO-OpiEHTOBaHE MOAEeNOBaHHA, und-
poBi ABilHMKK Ta rpadoBi CTPYKTypw [6].

MogentoBaHHs BiZirpae Kaw4oBy posb y Kibepbes-
neui, HaZAUYN MOXKAMBICTb AOCNIAHUKAM, iHXKeHepam
i daxiBusam i3 6e3nekn BMBYATU NOBEAIHKY Mepex i cuc-
TeM y KOHTPO/MIbOBAHUX BipTyaNbHUX cepenoBuax. Lie
[QE 3MOTy OLHIOBATU iXHIO MPOAYKTMBHICTb, ONTUMI-
3yBaTW KOHirypauii, BUABAATU MOTEHUiHI BPa3nBo-
CTi Ta TecTyBaTh CTpaTerii 3aXMCTy LWe A0 PO3ropTaHHA
B peanbHux ymoBax [7]. Kpim TOro, mogentoBaHHA
CNpUWAE NPOAKTMBHOMY Nigxody A0 Kibep3axucrty, 3aB-
OAKM 4YOMY MOXKHA nepenbayaTv HOBI BEKTOpPWM aTak
i po3pobaATK cTpaTerii pearyBaHHA Ha HWUX. Y KOHTEK-
CTi 3pocTaloyoi CK1aaHOoCTI Kibep3arpos i NoABM HOBUX
TEXHOJOriN, AK-OT iHTepHeT peyeli (loT), xmapHi obumc-
JIEHHA Ta KBAHTOBI TeXHOAOrii, NoTpeba B KOMMNAEKCHMX,
ribpuaHUX Mopensx, fKi NMOEAHYIOTb Mepesarum pPisHUx
METOZIB, CTa€ KPUTUYHO BaXK/IMBOKD. TAKUM YMHOM, PO3-
pobKa I iHTerpawia nepefoBMX METOAIB MOAE/IOBAHHSA
€ KNtoYoBUMM aa 3abesneyeHHA CTiMKOCTI Kibepcuctem
00 HOBMX | HenepeabayvyBaHMX 3arpos, TOX Tema A0CAi-
[OYKEHHA € aKTyaNbHOO.

MocraHoBKa npobaemu gocnigKeHHA

KnioyoBoto npobnemoto € obmexeHa 3A4aTHiCTb
TPaAULINHUX MEeToAiB MOAENtOBaHHA, AK-OT MmaTema-
TUYHE YU NOriYHE MOZE/NI0BAHHA, BPaxoByBaTU AMHa-
Mi4YHy npupoay Kibep3arpos, noBeaiHKy KOpUCTyBayiB
i CKnaZHi B3aemog,ii B reteporeHHUX MepexKeBunx cepeno-
BUWWaxX. BogHo4vac cyyacHi nigxoam, a came MalLMHHe
HABYaAHHA, areHTHO-OPIEHTOBAHE MOAENIOBAHHA YM LUNb-
POBi ABIMHWKM, X04a M NPOMNOHYIOTb HOBI MOX/IMBOCTI,
CTUKAOTbCA 3 BUK/IMKAMW, NMOB’A3aHMMMU 3 BUCOKMMMU
obuuncnioBaNbHMMN BMMOraMM, HEOBXiAHICTIO AKICHUX
OQHUX, BPa3/MBICTIO A0 3MarajbHUX aTak i HegocTaT-
HbO MPO30PICTIO pilleHb. BiacyTHICTb yHiBEpCanbHOro
meToay, AKUM 61 NoeaHYBaB Nepesarn PisHUX NigxoLis,
YCKNAAHIOE CTBOPEHHA KOMMIEKCHUX | aianTUBHUX CUC-
Tem Kibepbesneku.

TakKMM YMHOM, BUHMKAE NoTpeba B cMCTEMATUYHOMY
aHanisi Ta NOPiBHAHHI TPAAULIMHMX i Cy4acHUX MeToAiB
MOZAENOBaHHA, OUiHLi IXHbOi epEeKTUBHOCTI, BUAB/EHHI
MOXNMBOCTEN CUMHEprii Ta BU3HAYeHHIi NepcnekTUBHMUX
HaNpPAMIB PO3BUTKY A/1A NiABULLEHHA CTIMKOCTI Kibep3a-
XWUCTY B YMOBAX 3pOCTalOY0i CKNAaAHOCTI 3arpos.

3 02140y Ha suweHasedeHe Memot Ubo2o 00C/li-
O0x(eHHA € HafaHHA AEeTaNbHOr0 KOMMAapaTUBHOMO aHa-
Ni3y meToaiB i TeXHONOriA MOAENOBaHHS, 3aCTOCOBHMX
y Kibepbesneui, 3 aKUEHTOM Ha iXHIO eQpEeKTUBHICTD,
cdepn BUKOPUCTAHHA Ta NoTeHLjian iHTerpauii.

[OnAa [oCArHEHHA L€l MeTU CUMCTemMaTU30BaHO Tpa-
OMUIMHI  Ta cyyacHi nigxoaw, nNpoaHani3oBaHO ixHi

0c06/1MBOCTi, NPOBEAEHO NOPIBHAbHY OLLiHKY Ta BU3Ha-
YeHO K/I0YOBi BUK/IMKU 1 MEPCTNIEKTUBU PO3BUTKY.

Martepianu Ta meToamn AOCNIAXKEHHA

LocnigeHHA 30cepeaKeHO Ha NOPIBHAHHI MeToAiB
MoZentoBaHHA B KibepbesneLi, BUKOPUCTOBYOUM Hay-
KOBi Ny6iKaLyii, TeXHIYHi 3BiTW 1 OrNaan 3 aBTOPUTETHUX
oxepen, a came Nature, Springer, MDPI, arXiv, a TakoX
maTepianu opraHisauii, 3okpema XM Cyber i Picus
Security, no 2025 pokKy. AHanis oxonue nitepaTypy Npo
MaTemaTU4yHe, /IoriYHe, CUMYAALiNHE, areHTHO-OpiEH-
TOBaHE MOAENOBaAHHA, UMPPOBI ABIMHUKK, MalUMHHE
HaBYaHHSA, Teopito irop, rpadoBi Mogeni Ta BENNKI MOBHI
mogeni. Kelcn 3actocyBaHHA, AK-oT Purdue-mogens,
dperimBopk AMM, nnatpopmm BAS (SCYTHE, AttacklQ)
i rpadosi iHcTpymeHTn (Neodj, Maltego), ctanu ocHo-
BOK ANA OUiHKN NPAKTMYHOI peanisauii meTogis.

[ns aHanisy 3acTocoBaHO PpyHAAMEHTasIbHI Ta Npu-
KNagHi metoaun. AHanis i CMHTE3 AONOMOI/IN CUCTEMATU-
3yBaTU XapaKTEPUCTUKM METOAIB, NOPIBHANbHUIA aHani3
3iCTaBMB TPaAMLiNHI Ta HOBITHI Miaxoan 3a edeKTus-
HicTio, MacwTaboBaHIiCTIO M aganTUBHICTIO, @ CUCTEM-
HUM nigxig posrnsgaB MeToaM SIK B33aEMOMNOB’A3aHi
enemeHTU Kibepbesneku. Ornag nitepatypu Ta Knacudi-
Kauia meToaiB Aanu 3mory 3ibpatv gaHi npo npuHUMNn
po60TH i NPUKNAAN 3aCTOCYBaHHSA, TOAI AK NOPIBHANbHA
OUiHKa, 30Kpema BAS npotu TecTyBaHHA Ha MPOHWK-
HEHHSs, BUABMAA TXHI CUbHI Ta cNabKi cTOPoHWU. AHanis
Keicis (Hanpuknag, BukopuctaHHs CrowdStrike ana
MaLWMHHOro HaB4YaHHA Y GALLIUM APT gns areHTHoro
MOZe/IOBaHHSA) LONOBHUB JOC/IAKEHHS.

MeToaonoriyHo aocniaxKeHHs 6asysanocs Ha 06’ek-
TUBHOCTI 11 HayKOBili [0OCTOBIPHOCTI, BUKOPUCTOBYHOYM
NPOrPaMHi iHCTPYMEHTU ANA cUcTemMaTmU3aLii niTepaTtypum
(Mendeley, Zotero) Ta 06pobku TekcTiB. MoeaHaHHA
byHOAMEHTANBHUX METOZiB, 30KpemMa abcTparyBaHHA
ONA BUAINEHHA KNOYOBMX acnekTiB, i3 NPUKAALHUMMU,
AK-OT aHani3 Kelicis, 3abe3neunno ujinicHe Po3ymiHHA
mMeToaiB moaentoBaHHsa. OcobnuBy yBary npuaineHo
CMHeprii NiaxoAis, WO € OCHOBOK AN CTBOPEHHA agan-
TUBHUX CUCTEM Kibep3axmcTy.

AHani3 meTopiB i TeXHONOri MoaentoBaHHA
MopgentoBaHHA B Kibepbesneui nepenbayae cTBO-
peHHA dopmanbHUX abo BipTyaNbHUX NpeacTaBieHb
KOMM'OTEPHUX | KibepdisnuHMx cuctem Ona aHanisy
3arpo3, MPOrHO3yBaHHA PU3MKIB i OL,IHKM 3aXMCHMX 3aX0A4,iB
[8]. TpapmuinHi meToamM, AK-OT MaTeEMATUYHE, iEpapXiyHe
Ta floriyHe MogentoBaHHA, 6asyoTbcAa Ha dopmanisauii
6e3neKoBMX BNAaCTUBOCTEN Yepes MaTeMaTUYHI CTPYKTYpU
[9], To@i AK cydacHi niaxoau BMKOPWUCTOBYIOTb 0BUMC/IO-
Ba/IbHi eKCNEPUMEHTH Ta iHTeNeKTyanbHy 06po6Ky AaHMX
DONA BIATBOPEHHA NOBEAIHKM CKNALHUX CUCTEM.
Mamemamu4He MoOeno8aHHA 3aCTOCOBYE piB-
HAHHA, MOBIPHICHI Mogeni, Teopito rpadis, Teopito irop
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i audepeHuianbHi piBHAHHA A41A ONUCY CUCTEM i 3arpos
[10]. Hanpuknag, y agocnigxeHHi Cydi Ta Anbcynami
3anponoHoBaHO GPEMMBOPK, WO MOEAHYE X>-TeCT,
6a€eciBCbKUI aHaNi3 i KNAaCTepPHUI aHanNi3 o5 BUABMEHHA
CTaTUCTUYHUX 3aKOHOMIpHOCTel y KibepaTakax [4]. Lli
mozeni 3abe3nevyroTb BiATBOPIOBAHI pe3y/ibTaTy, AaloTb
3MOry 3aCTOCOBYBATM aHaNiTUYHI meToan ansa o6pobku
BE/IMKUX AaHUX | € MacluTaboBaHUMM, ane iXHA epeKTmB-
HiCTb OOMEKYETHCA CMPOLLEHHAM peasbHUX YMOB, WO
irHOpYye NOBeAiHKY KOPUCTYBaYiB UM AMHAMIYHI 3MiHHI,
a TaKOX CKNagHicTio peanisauii [11-12]. MatemaTuuHi
MoAeni BUKOPUCTOBYHOTbCA AJ1A MPOrHO3yBaHHA BTOpP-
rHeHb, aHani3y CTpaTerin «3axXMCHUK — aTaKylouuin» 3a
[0NOMOroH0 Teopii irop i cuMynaLil NOWMPEHHA WKiA-
JIMBOro NporpamHoro 3abesneyeHHs Yepes andepeHLi-
aNbHi piBHAHHA [13].

Mepexoaaun po iepapxidyHux modeneli, BapTo 3a3Ha-
YUTM, LLLO BOHW CTPYKTYPYIOTb CUCTEMU Ha BaraTopiBHEBI
niacMcTeMM 3 PiSHUMU PIBHAMM KOHTPOIO, AK, Hanpu-
Knag, Purdue-mogenb gnsa nNpomMMUCAOBUX CUCTEM, LWLO
pO34iNA€E Mepexy Ha pPiBHI BiA NOMbOBMX MPUCTPOIB
0O KoprnopaTuBHOi iHdpacTpykTypu [14]. Takuii nia-
XiZ, CNpoLLy€e po3merKyBaHHA A0CTyNy, CNPUAE BNPOBa-
OYKEHHIO NPUHLMNIB «3aXMUCTy B rMBUMHY» i 3abe3neuye
NpO30pIiCTb apXiTEKTYpWU, ane MOoXe He BpaxoByBaTu
CKMIAHY ANHAMIKY MiXK PiBHAMM, LLO YCKAALHIOE moae-
NIOBAHHA KOMMNAEKCHWUX aTaK, a »KOPCTKI MeXi MOXyTb
3HMKYBATU THYYKicTb cuctemu [15-16]. lepapxiuHi
MoAeni, 30KpemMa AepeBa aTak, TAaKOX [3at0Tb MOMK/U-
BiCTb pO36UTW CKNagHi 3arpo3m Ha nigsagadi, Wwo noner-
LWye ixHilt aHani3 [16].

JloeiyHi modeni, abo chopmanbHi Memoou, 6asytoTbecA
Ha CTPOrMx MaTeMaTU4YHMX Nigxodax, AK-OT MpouecHa
anrebpa um popmanbHa norika [9]. Hanpuknag, MNitep
PaltaH 3acTocyBaB ¢opmaniam CSP ana moaentoBaHHsA
Bumor 6e3snekn [10]. 3aBASKM UMM METOoAAMM MOXKHA
BepudikyBaTM 6e3neKoBi BAACTUBOCTI CUCTEMM, BUSAB-
NATN cynepeyHocTi Ta 3abe3nevyBaTM O4HO3HAYHI Che-
umoiKauii, wo € 0cobaMBO LiHHMM AN8 NepeBipKM Kpun-
TorpadiyHMX MNPOTOKOJIB Yepes iHCTpymeHTH ProVerif
abo Tamarin, a TakoX Ans popmanisauji BracTMBocTei
6e3nekn 3a gonomoroo mosBu Event-B i nnatdopmu
Rodin [9, 15]. MpoTe iXHA CKNaAHICTb 06MeEKYE BUKOPU-
CTaHHA Y BEJIMKUX CUCTEMAX, @ iITHOPYBaHHA NOACHKOTO
dakTopa 4yn HepopMaNbHUX MpoLeayp 3HUKYE MpaK-
TUYHY LiHHICcTb [9].

CyyacHi memoou MoOesnto8aHHs, Ha BiAMIHY Big
TPAAMLIAHUX, CIMPAOTLCA Ha 0BUYUCOBaNbHI ekcnepu-
MEHTW Ta iHTeNeKTyanbHy 06pobKy AaHux [8]. Cumyns-
LiMHI Moaeni BiATBOPHOIOTb MNOBEAIHKY CUCTEMU Y BIpPTY-
aNlbHOMY CcepefoBULLI, Aal4M MOXKAUBICTb TECTyBaTU
cueHapii 6e3nekn 6e3 pusKMKy AnAa peanbHUX pecypcis
[7]. BoHKn BUKOpUCTOBYIOTbCA B KibepnosiroHax, mepe-
KeBux emynatopax, AK-or OMNeT++ i ns-3, a Takox
y Mmogenax enigemionorii kibepatak, Hanpuknag CICE[,

ana Komn’totepHux Bipycie [18]. Cumynsauisa aTtak imi-
TYE peasnbHi 3arpo3v ONA OLIHKM 3aXUCHUX MeXaHi3-
MiB, CIpUAIOYM TPEHYBaHHIO ¢axiBLiB i OUiHLi NONITUK
6e3nekun [17]. TOUHICTb TaKUX CUMYAALIA 3aN1eXUTb Big,
AKOCTI MoAeni, ane BOHU MOXKYTb He BPaxOBYyBaATK BCiX
peanbHUX GaKTopiB, WO iHOAI CTBOPIOE XMbHe BiavyTTA
6esneku [7]. Hanpuknag, nnatdopma Hoxhunt npono-
Hye cumynauji GiwnHry ana nigsuweHHA obisHaHocCTi
npauisHukiB [19]. Mnatdopmu BAS 3abesneyytotb Hes-
nepepBHy aBTOMATU30BaHy MepeBipKy CTaHy 6e3nekw,
imiTytoun TakTMKM MITRE ATT&CK, BMABAAKOYM CNabKi
micuA Ta Hagaun pekomeHaadii [20]. Ana nopiBHAHHA:
ynpasniHHA Bpasnunsoctamu (VM) igeHTMdikye Ta npio-
PUTK3YE BifOMI BPa3/aMBOCTI 32 ONOMOrOH0 aBTOMaTH30-
BaHMX CKaHepiB, TeCTyBaHHA HA MPOHWKHEHHA nNepeaba-
Ya€E PYYHWUM i IHCTPYMEHTAZIbHUI aHani3 aANna BUABNEHHSA
eKcnyaToBaHMX BPa3MBOCTEN, a BAS nponoHye 6e3ne-
pepBHyY Banigauito B peasbHomy yaci [21-23]. VM 3abes-
neyvye LWMPOKe MNOKPUTTA, aie MOXKe faBaTu XMbHI cnpa-
utoBaHHsA, Pentesting nponoHye rMnMbokuMiA aHanis, ane
€ nepioguyHMM i YacosaTpaTHUM, Togi AK BAS Bupi3HA-
€TbCA MACLITabOBaHICTIO M EKOHOMIYHOIO ePEKTUBHICTIO,
X0ua 3a/1eXKUTb Bif, aKTyanbHOCTi 6ibnioTekn 3arpos. MNpo-
BigHUMU BAS-nnatdpopmamm e SCYTHE, Google Mandiant,
Cymulate, AttacklQ, SafeBreach, Picus Security, FourCore
ATTACK, Pentera, XM Cyber i SnapAttack [23].

AeeHmHo-opieHmosaHe modentosaHHA (ABM) npen-
CTaBNIAAE CUCTEMY AK CYKYMHICTb aBTOHOMHMX areHTiB, WO
B33aEMOZiOTb MiX coboto Ta i3 cepegosuilem [24, 44].
Len niaxia aae smory mogentoBatn 6opoTbby MixK aTa-
KYIOUMMM Ta 3aXMCHUKaMK, K y Keici GALLIUM APT, ge
3aXMCHWMKKW, HaB4yeHi 3a gonomoroto HaraToareHTHOro
HaBYaHHA 3 MIAKPINAEHHAM, NiABULLYIOTb edeKTUB-
HicTb [26]. ABM TaKoX edbeKTUBHO aHasi3ye NOLWNPEHHA
WKigAMBOro NnporpamHoro 3abesneyeHHs, BPaxoByHOUM
JIOKasIbHY MepeXKeBy CTPYKTypy Ta MobBinbHICTb Kopuc-
TyBauiB, AK y ppelimBopky AMM [25, 27]. Mogeni ABM
3abe3neyyloTb AeTafbHUI aHani3 B3aeEMOAiN, AatoTb
3MOry HanawTyBaTW Mpasuia 3 peasbHUMU Napame-
Tpamu Ta BUABAATU BPa3aMBi Tononorii, ane notpebyoTb
3HaYHUX 0BYMCNIOBANbHUX Pecypcis, TpuBanoi Bepudi-
Kauii Ta AKiCHUX AaHWUX ANA TecTyBaHHA [25].

Lugposi 0siliHuku CTBOPIOIOTb BipTyanbHi Konii
peanbHUX CUCTEM i3 CMHXPOHI3aLiE AaHMX Yy peasnb-
HOMY 4aci, Oal4YM MOXKAUBICTb TecTyBaTM 3MiHM 6e3
BNAMBY Ha ¢i3ndHy iHdpacTpykTypy [2]. Hanpuknag,
Purdue University cninbHo 3 Boeing po3pobunn unod-
pOBUIA ABIMHUK aBiaLiMHUX CUCTEM ONS MOAE/OBAHHA
6opToBUx Mepex [2]. Lli mogeni 3ab6e3nevytoTb geTabHY
CUMYAALiO, NPOAKTUBHUI MOHITOPUHI aHOMAIM | MOXK-
/IMBICTb TpeHyBaHb, afie iX po3pobKa € pecypcomicT-
KO0, a BiACYTHICTb CTaHAAPTIB i Bpa3iMBicTb naatdopm
YCKNaAHOTb MacluTabyBaHHA [2, 28].

Mooeni Ha OCHO8i WMy4YyHO20 iHMenekmy,
30Kpema mawmnHHoro (ML) i rmbokoro HaB4aHHsA (DL),
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BMKOPWUCTOBYIOTb JaHi ANA NPOrHO3yBaHHA Ta BUAB-
NeHHsA 3arpos [3]. ML 3acTocoBYeTbCA 15 aHaANi3y mepe-
eBoro Tpadiky, BUABMEHHA LWaxpancTea Ta NPOrHo3y-
BaHHA aTak, BMKOPMCTOBYIOYM Taki mogeni, Ak Support
Vector Machines (SVM), Decision Trees, Random Forests,
K-Nearest Neighbors (KNN) i Naive Bayes [29]. Hanpu-
knag, CrowdStrike aHanisye gaHi KiHLEBUX NPUCTPOIB,
a Montimage susasnsae ataku Tuny Cache Poisoning [30,
31]. ML-mogeni BMPI3HAKOTbCA LWBWUAKICTIO, TOYHICTIO
N afanTuBHICTIO, ane noTpebyloTb NepeHaBYaHHA 3a
3MiHM YMOB i Bpas3/MBi A0 3maranbHux aTak [12]. Nosc-
HioBaHWi LI (XAl) € BakAMBUMM AN NiABULLEHHS NPO-
30pocTi piweHb ML [12]. DL, K po3wupeHHsa ML, edek-
TUBHO 06pobnsAe BenuKi Habopu JaHWX, aBTOMATUYHO
BWJIy4alOuM O3HaKMW, i 3aCTOCOBYETbCA AN BUABMEHHA
WKigAMBOro NporpaMHoro 3abesneyeHHsA Ha naathop-
max Windows, Linux i Android yepe3s moaeni MLP, RNN,
LSTM, GRU, CNNs, ResNet, GANs i GNNs [32]. DL Takox
BMKOPWUCTOBYETLCA A5 BUABNEHHS BPA3/IMBOCTEN Y KOA
yepes wWicTb ¢a3: Nnobyaosa Habopy AaHWUX, BUSHAYEHHS
rPaHyNAPHOCTI BPa3/IMBOCTENM, NpeacTaBlEHHA Koay,
NPOEKTYBAHHA MOZENI, OLiHKa NPOAYKTUBHOCTI Ta BNPO-
BagKeHHsn [33]. OgHak DL-mogeni cTukatoTbes 3 npobie-
MamM MepeHaBYaHHA, BMCOKUMMK OOBYMCNIOBASBHUMMU
BMMOramm, HU3bKOK MOACHIOBAHICTIO Ta BPA3/MBICTIO
00 3MaranbHux aTak [32]. Ana nopisHAHHA: Naive Bayes
ebeKTUBHUI AN1A BEIMKUX AaHUX i LUBUAKOTO BUABNEHHA
Ccnamy, asie MA€E HU3bKY TOYHICTb Yy CKNAAHUX CLEHa-
piax; Decision Trees 4iTKi Ta 3po3ymini, ane obmeskeHi
B y3ara/sbHeHHi; Random Forests cTiliki go wymy, ane
3anexatb Big gaHux; KNN edpeKktmBHUIN gns aHomanii,
ane obmexkeHuit B 0bpobui neBHMX TUNiB gaHux; SVM
06pobnsie 6araToBMMIpHI AaHi, afe 3a1eXnTb Big xapakK-
TepuctuK aaHux; DL-mopgeni (VGG, ResNet, Inception)
BUABNAIOTb CKAQLHI MAaTEPHU, asie MatoTb BUCOKI obunc-
noBanbHi BUTpaTh; Extra Trees BUPI3HAOTbCA TOYHI-
CTI0, ane TaKoX 3anexatb Big gaHux [34]. Yci ui mogeni
noTpebyroTb AKICHWUX AaHWX, YAaCcTOro NepeHaBYaHHA Ta
CTIMKOCTi 40 3MaranbHMX aTak.

Teopisa i2op aHani3ye cTpaTeriyHy B3AEMOLIID MiXK
3/I0BMUCHUKAMM Ta 3aXMCHWKaMM, 3aCTOCOBYHUUCH
ONA ONTUMI3aLLT cMCTeEM BUABNEHHA BTOPrHEHb, aHani3y
APT, 3aXuCTy 3 PyXOMOIO LA 1 0BmiHy iHpopMaLiieto
npo 3arposu [35]. Llel niaxia 3a6e3nevye matemaTUyHO
06rpyHTOBAHI pilLEeHHSA, BPaxoBYOUYM peaKLil 310BMUC-
HUKIB Ha 3aXUCHIi NONITUKK, ane 0BMeKeHUI NPUNYLLEH-
HAMM NPO MOBHY iHGOPMALiO Ta CKAALHICTIO Bpaxy-
BaHHA HEBM3HAYEHOCTI.

MpadoBi moaeni, AK-oT rpadu 3HaHb, rpadu aTak i rpa-
¢doBi HeMpoHHi mepexi (GNNs), KoaytoTb B3aEMO3B’A3KM
Mi}K CYTHOCTAMM ANA aHanisy 3arpo3 [8]. Mpadu 3HaHb
NpeacTaBAlOTb CYTHOCTI AK BY3/IM, @ BIGHOCWHM — fAK
pebpa, ebeKTUBHO BUABAAIOYM aHOMail Ta 36arauyroun
Kibeppo3BiaKy, ase noTpebyoTb GinbTpauii HaaanLWKo-
Boi iHbopmauii [36]. Mpadu aTak Bi3yanisyloTb LAAXM

aTaku, CNpUAOYM NpiopUTM3aLIii pU3KKIB, | NigTpUMY-
I0TbCA iHCTpyMeHTamu, a came PuppyGraph, Neodj,
OWASP Amass, Maltego i Linkurious [8, 37]. GNNs moae-
JIIOIOTb CKNAAHI 3a/1€XKHOCTI, NiABULLYHOYM eDEKTUBHICTb
CUCTEM BUABNEHHA BTOPrHEHb i aHani3y Bpas3nmnBoCTei
[38-39].

Benuki moBHi mogeni (LLMs) BUPi3HAIOTLCA KOHTEK-
CTyaZlbHUM PO3YMIHHAM i reHepaLjieto NtogMHoNoAibHOro
TEKCTY, 3aCTOCOBYHUYUCH A1 BUABJIEHHA BPA3/IMBOCTEN,
aHanisy WKigAMBoro nporpamMHoro 3abesneyvyeHHs,
o¢iwmnHry, BebdassuHry, 36arayeHHa Kibeppo3BiaKM,
NOLLYKY 3arpo3 i MoAentoBaHHA 6aratoareHTHUX CUCTEM
Yy CUMYAIALiAX pearyBaHHA Ha iHunaeHTn [40-42]. NpoTte
iXHA HEeHaAiMHICTb, HEeNOCNIAOBHICTb | HeAOCTaTHE Kai-
6pyBaHHA 0OMEKYIOTb BUKOPUCTAHHSA B KPUTUYHMX CLie-
Hapisx [43].

O6roBopeHHA Ta
BOCnigXeHHA

EdekTBHICTL MogentoBaHHA B Kibepbesneui 3ane-
YKUTb Bif, iHTEerpau,ii pisHMX MeToAiB, WO AA€ 3MOTY KOM-
neHcyBaTn ixHi obmerkeHHA. Hanpuknag, noeaHaHHA
rpadoBUX HEMPOHHUX MepPEX i3 MMOOKMM HaBYAHHAM
NiABULLYE TOYHICTb BMABJIEHHA aTaK, a BEAMKi MOBHI
mozeni 36aradytoTe rpadu 3HaHb ANA aHaNi3y 3arpos.
CumynAauinHi cepenosmuia, 30kpema BAS, aatoTb MoOXK-
NMBICTb TeCcTyBaTW CTpaTerii, BUBEAEHI 33 AONOMOroH
Teopii irop YM areHTHO-OPIEHTOBAHOrO MOAENIOBAHHA,
Yy AMHamiyHMX ymoBax. PopmanbHi meTogm 3abesne-
YyloTb BepudiKaLilo KPUTUYHUX KOMMOHEHTIB, ToAi AK
MALUMHHE HaBYaHHA W cMMyAALii BUABNAIOTb Henepea-
6aueHi 3arposu. LLUTy4yHWIA iHTENEKT Bigirpae ponb iHTe-
rPyloUOro eNemeHTa, aBTOMaTU3yOUM aHani3 i NigBuLy-
UM afanTUBHICTL mogdeneit. [ina Bubopy meToais chig
BpaxoByBaTH cneuunoiky 3aBgaHb: MMOOKe HaBYaHHA
i GNNs nigxogatTb onA BWABNEHHA CKAA4HMX 3arpos,
Teopia irop i ABM — pnAa ctpaTeriyHOro niaHyBaHHA,
BAS i TecTyBaHHA Ha NMPOHUKHEHHA — ANA OLiHKW CTilt-
KOCTi, GopmanbHi MeToan — ANA KPUTUYHUX CUCTEM,
a LLMs — ana aBTomaTtum3auii aHanisy tekcty. ManbyTHi
OOCNIAXEHHR cNig 30cepeanTy Ha PO3BUTKY TiBpUAHMX
MoZenen, Wo iHTerpyloTb MallMHHE HaBYaHHA, areHT-
HO-OpiEHTOBAHE MOAENIOBAHHA Ta GOPMaNbHi MeToau,
a TaKoX Ha BAOCKOHaseHHi noscHioBaHoro W1 ana nig-
BULLLEHHA MPO30POCTi pilleHb. BaXnmMBumm Hanpamamm
€ CTiMKiCTb mopenelt [0 3MaranbHUX aTaKk, Moaento-
BaHHA HEBM3HaYeHOCTi B Teopii irop i ABM, niasuweHHA
peaniamy cUmynsLiid 4yepe3 sAKiCHI Habopu AaHux,
A TAaKOX BUPIWEHHA €TUYHUX NUTaHb, AK-OT ynepeaxe-
HicTb Mogenel i KoHIAeHLINHICTL aHUX.

nepcnekTtusun PO3BUTKY

BucHoBKM

LocnigeHHA KOMMapaTUBHOrO aHanily MeToAis
MoZLe/It0BaHHA B KibepbesneL,i nokasano, Wwo edekTUBHE
NPOTUCTOAHHA CKNAAHUM | AMHAMIYHMM Kibep3arposam
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notpebye KOMMNIEKCHOrO Niaxoady, AKMN MOEAHYE Tpa-
OMUINHI Ta iHHOBALiMHI MeToaW. 3a pesynbTaTamu CuUC-
TemaTmsauii Ta NOPiBHAHHA NiAXo4i8 BCTAHOBAEHO, WO
MaTemaTUyHe Ta NoriyHe MoAentoBaHHA 3abe3neyyoTb
dopmanbHy OCHOBY ANA aHanily 6esnekun, ane matoTb
0bOMEeKEeHHs B yMOBAx AMHaMIYHWUX CLeHapiiB yepes
CNPOLLEHHA peanbHUX B3AEMOAiN. CUMYNAUiINHI Tex-
Honorii, 3oKkpema BAS, BuaABMAUCA eDEKTUBHUMM ANA
NPOAKTUBHOI OL{IHKM 3aXMCHUX MexaHi3miB, 3abesne-
yytoumn 6esnepepsHy Banifauito Ta BUABNEHHS CnabKux
Miclb. AreHTHO-OpPiEHTOBAHE MOAENIOBAHHA Ta UNdpoBi
OBIMHMKM NPOAEMOHCTPYBANN 34aTHICTb BiATBOPIOBATU
CKNagHi B3aEMogii B reTeporeHHnX CMcTemax, Xo4va ixHe
BMPOBAAMKEHHA YCKNagHEHe BUCOKMMW obYMcnioBasib-
HUMW BUMOTaMM.

MeToau WTYYHOro iHTeNEeKTY, AK-OT MALLMHHE Ta M-
60OKe HaBYaHHSA, MOKA3a/IM BUCOKY TOYHICTb Y NPOrHO3Y-
BaHHIi Ta BUAB/IEHHI 3arpos, ane ixHa epeKTUBHICTb 3a/e-
YKUTb BiZ, AKOCTI AaHUX | Bpa3nMBa A0 3MarajibHUX aTak.
Teopis irop i rpadoBi mogeni, BKAOYHO 3 rpadamm 3HaHb
Ta rpadoBMMM HEMPOHHUMMN MepeKamm, 3abesneyyoTb
CTpaTEeriYHUM i KOHTEKCTYa/IbHUIA aHani3, fatoun 3mory
BUABNATU NPUXOBAHI WAAXM aTaK i ONTMMI3yBaTU 3aXMCHI
cTpaTerii. Benunki moBHi moaeni BigKpuBatoTb nepcnekx-
TUBM ANA aBTOMaTu3auii Kibeppos3BigKuM, ogHaK ixHA
HeHaZiMHICTb Y peanbHUX CLeHapiax noTpebye foaaTKo-
BOTrO KanibpyBaHHSA.

OcHOBHUM pe3yanbmamom 00cniOxceHHs € niomeep-
O03(eHHA, WO iHTerpauia pisHUX MeToAiB MoAeNtoBaHHA
DA€ 3MOry KOMNEHCYBaTU iXHi iHAMBIAYaNbHI HeAONIKK,
CTBOPHOKOUM THYUKI 1 afanTuBHI cuctemm Kibepbesneku.
30Kpema, NoegHaHHA rpadoBUX Moaenen i3 rMnMboknum
HaBYaHHAM, CUMYAALIN i3 Teopieto irop Ta popmanbHUX
MEeTOAiB i3 MalMHHMM HaBYaHHAM 3abe3nevye cuHep-
rito, WO nNigBUWYE 3aranbHy eQeKTUBHICTb 3axuCTy.
LocnigKeHHA TaKoX BU3HAUN/IO KNHOUOBI BUKIMKM, AK-OT
notpeba B noscHoBaHomy LI, cTiikocTi 40 maHinynauin
i peaniami cMmynAUii, WO OKPeCcNoTb NepCneKTUBHI
HaNPAMM NOAANBLIOIO PO3BUTKY LIbOTO AOCNIAXKEHHA.

KoHdniKT iHTepecis

ABTOpPW AEKNAPYIOTb, WO HE MatoTb KOHPAIKTY iHTe-
peciB CTOCOBHO LibOro AOCAIAXKEHHSA, Y TOMY UMCAi GiHaH-
COBOTO, OCOBMCTICHOrO XapaKTepy, aBTOPCTBA UM iHWOro
XapakTepy, WO Mir 61 BNAMHYTU Ha AOCANIAMKEHHA Ta
oro pesynbratu, NpeacTaB/eHi B Uil CTaTTi.
®iHaHcyBaHHA

LocnigKeHHA
NiATPUMKMN.
JAocCTynHicTb gaHux

PyKonuc He ma€ NoB’A3aHUX AaHWX.

nposogunocs 6e3  ¢diHaHcoBoi
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COMPARATIVE ANALYSIS OF MODELING METHODS
AND TECHNOLOGIES IN CYBERSECURITY

Vladyslav Kravchuk, Tatiana Altukhova, laroslav Dorohyi

The cybersecurity landscape is characterized by
high complexity and dynamism, necessitating advanced
modeling methods for threat analysis, risk prediction,
and evaluation of protective measures. This article
presents a detailed comparative analysis of traditional
and contemporary modeling approaches in cybersecurity,
including mathematical, logical, and hierarchical
modeling, attack simulations and Breach and Attack
Simulation (BAS), agent-based modeling, digital twins, as
well as methods based on machine learning, deep learning,
game theory, graph structures, and large language
models (LLMs). Each method is examined in terms of its
operational principles, key advantages, limitations, and
practical applications. Particular attention is given to
the synergy and complementarity of these approaches,
which are critical for developing comprehensive and
adaptive cybersecurity systems. Traditional methods,
such as mathematical modeling, provide a formal basis
for analysis but may oversimplify real-world scenarios.
Contemporary approaches, including machine learning
and digital twins, enable the processing of large data
volumes and modeling of complex dynamic interactions,
though they require significant computational resources
and accurate data. Game theory and graph models
offer strategic and contextual analysis, while large
language models open new possibilities for automating
threat analysis, despite their reliability limitations.

The integration of these methods forms the foundation
for hybrid solutions that mitigate the shortcomings of
individual approaches, enhancing overall protection
efficacy. The article also highlights challenges related
to computational complexity, uncertainty, and ethical
considerations, and outlines future directions, such
as improving explainable Al resilience to adversarial
attacks, and simulation realism.

Keywords:  cybersecurity, modeling, machine
learning, digital twins, graph models, attack simulation.
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AHOTALIA

Y cmammi 30iticneno OemanvHuli KoMRAPAMUBHUL AHANI3 CYYACHUX MemOoOi8 Ma MexXHON02ill MOOen08aAHHs
nenwmecmuney (mecmyanus Ha NPOHUKHEHHS), WO € (PYHOAMEHMATbHUM ACNEeKMOM 3abe3neuents Kibepbesnexu
8 yupposomy ceimi. Agmopu npocmedtcyoms e8oI0YiI0 Yux nioxois. 8i0 KAACUYHUX PYYHUX MEXHIK, AKI NOMpPeOyIoms
sucoxoi keanigixayii gpaxieyis, 00 IHHOBAYILIHUX ABMOMAMUZ08AHUX CUCTIEM, WO THMeZPYIOMb WMYYHUL iHmeleKm
(LLIl) ma mawunne naguanusi (MH). 30xpema, nopieuwoiomecsi pisHi modeni cumynayii epaziusocmel, a came
nonyaapuuti Metasploit Framework ons emynayii excnioumis, sipmyanizosani cepedosuwsa Ha 6asi VirtualBox,
VMware uu xoumetinepusayii Docker, saxi daiomb 3moey cmeopioeamu i301608aHi Mecmosi mepeici ons imimayii
peanvrux amak. Oxkpemy ysazy npudiieHo 2iOpuOHUM MEXHONOZIAM, WO NOEOHYIOMb MPAOUYIliHI iHCMpyMeHmu
3 Al-ancopummamu 0151 NPOSHO3YEAHHA U asmomMamu3ayii amax, Hanpukiao, 3a donomoeoro bioniomex TensorFlow,
PyTorch abo naxemie Scapy 0na cenepayii mepedcesoeo mpadixy. Ananiz npogoOUMbCs 3a KNOYOBUMU KpUmMepismu
ehekmusHocmi: MoYHICMb BUABNEHHA 6pA3IUBOCHel (3 YPAXY8AHHAM XUOHONO3ZUMUBHUX MA XUOHOHe2AMUBHUX
Dpe3yIbmamis), WeUOKicms GUKOHAHHS MECMig, MACUMAOOBAHICMb O/l 6EIUKUX CUCEM, BUMPAMU 0OUUCTIOBATbHUX
pecypcie, piseHb nomunok i npocmoma inmezpayii. O02080pO0MbCA Nepeazi KONCHO20 Memooy — HANPUKIao,
pyuni memoou 3abesneyyiomv auboxe po3yMinHae KoOHmexcmy, mooi ax Al-nidxoou daromv 3moey obpooasmu
8eNUKI 00CsA2U OQHUX Y PeAbHOMY Yaci — ma IXHi HeOOMIKU, SIK-0M 6pA3IUGiCb 00 3a2po3, WO eBONIOYIOHYIOMY,
yy nompebda 6 nocmiiHomy Haeuauui mooeneti. Ocobnuguil akyeHm pooumscsa Ha adanmayii Yyux mexHono2ii 0o
CYUACHUX CYeHapiis, 6KIOUHO i3 xmapuumu niamgpopmamu (AWS, Microsoft Azure, Google Cloud), inmepnemom
peuei (loT-npucmpoi 3 obmedicenumu pecypcamu) ma moOinbHUMU dooamxamu. JocniodxicenHs TPYHmMyemvcsa Ha
eMNIPUYHUX OAHUX 13 MeCmy8aHb HA CMAHOAPMU308aHux mooensx, 30kpema OWASP Top 10 onsa eebspaznusocmeti
ma NIST Cybersecurity Framework, 0e noxazarno, wo 2iopuoni memoou nioguwyioms 3a2anbhy e)eKmueHicms Ha
30-50 % nopienano 3 mpaduyiuHumu, 3MeHWYIOYU 4ac HA BUABNEHHA 8PA3IUEOCHell I MIHIMI3VIOuU pusuxu. Aemopu
NPONOHYIOMb NPAKMUYHI PEKOMEHOaYil ujo0o 6uOOpy ONMUMALLHUX MEXHON02I 0I5 PI3HUX MUNLE8 Op2aHi3ayill — 6i0
Manozo OizHecy 00 8eIUKUX KOPROPAYIU — 3 YPAXYBAHHAM eMUYHUX ACNeKmie (Hanpukiao, 0OMpumManHs NPUHYUNIE
emuuno2o xakinzy), peeynamoprux eumoz (GDPR ons 3axucmy oanux, 1SO 27001 ons ynpaeninus ingopmayiiinorn
be3nekor) i NOMeHYIUHUX PUBUKIB, SIK-OM HEeCAHKYIOHOBAHe GUKOPUCMAHHA IHcmpymenmis. Cmamms € YiHHUM
pecypcom 0ns paxisyie 3 kibepbOesneku, po3POOHUKIE NPOSPAMHO20 3abe3neuenHs, meHnedxcepie IT-npockmie
i 00CniOHUKI8, cnpusiouu po3pooyi binbw CMItKUX cmpamezii 3axucmy 6i0 Kibep3azpo3 y OUHAMIYHOMY cepedosuuyi
yugposux mexHono2ii.

Knruosi cnoea: nenmecmune, MOOeN08aHHsA 6pA3IUBOCHIel, KOMNAPAMUBHUL AHANLI3, WMYYHUL [HmMen1eKm,
kibepbesnexa, Metasploit Framework, OWASP, mawunne nasuanns, sipmyanizayis, emuunuti xaxune, TensorFlow,
Scapy, xmapni cucmemu, loT-npucmpoi.

Bctyn Verizon Data Breach Investigations Report 2025, y peri-

3pocTaHHA KinbKocTi KibepaTtak, fAKk-oT ¢iwuHr, OHi APAC System Intrusion ctaHoBMTb 83 % nopyLueHsb,
ransomware Ta BUTOKM AaHWX, CBiAYMTb Npo Bpasnu- a Ransomware — 51 % [1]. Kpim Toro, mobanbHi 36UTKK
BICTb CyyacHMX cucTem, pobnaum nuTaHHA Kibepbes-  Bif KiGEP3NOUMHHOCTI OUiKyloTbCA Ha piBHI $10,5 TpaH
NeKn KPUTUYHMM aaa bBisHecy, [epaBHOro ynpas-  WOPIYHO A0 2025 poKy, 3 MOTEHLiMHMM 3pOCTaHHAM
NiHHA Ta NOBCAKAEHHOTO CRiNIKyBaHHA. 3a JaHumu 3BiTy A0 $12,2 TpaH Ao 2031 poky [2]. Y ubOMy KOHTEKCTI
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neHTecTUHr (penetration testing), abo TecTyBaHHA Ha
NPOHUKHEHHA, CTAE HEBIA EMHUM iHCTPYMEHTOM A
BUABMEHHA M YCYHEHHA NOTEHUiMHMX 3arpo3 A0 iXHboi
peanizauii 310BMUCHUKaMWN. MeHTECTUHT iMiTyE Aii XaKe-
piB, 4Al04M 3MOrY OpraHi3aLifsm OLiHUTK PiBEHb 3aXUCTY
CBOiX CUCTEM | pO3p0obuUTK edeKTUBHI cTpaTerii 060POHM.

OfHaK TPaAMUiNHI meToaM NEeHTECTUHry, AKi 6asy-
IOTbCA HA PYYHOMY aHanisi Ta CTaHOAPTHUX iHCTPY-
MEHTAX, 4acTO CTMKATbCA 3 OOMEXKEHHAMMW: BOHMU
noTpebyloTb 3HAYHUX YACOBMX i NHOACBKUX pPecypcis, He
3aBXKAM MaclwTaboBaHi ANA BE/IMKUX MEPEX | He 30aTHI
onepaTMBHO pearyBaTv Ha HOBI TUMM aTaK, WO €BO/O-
LioHytoTb 3aBgaku LI Ta MH. 3rigHo 3 CompTIA’s State
of Cybersecurity 2025 Report, HaBuukM LI € ronoBHUM
BMK/IMKOM N1l NPUCKOPEHHA BnpoBaaxeHHs LI B Kibep-
6e3sneui: 70 % KomnaHili nepebyBatoTb Ha paHHIX eTanax
OCBIiTW 4M TecTyBaHHA [3]. 3 NOABOK XMapPHUX TEXHOJO-
rin, loT Ta posnogineHunx cuctem, Sk-oT AWS un Azure,
MOZEeNOBaHHA NEHTeCTUHTy noTtpebye iHHOBaULiHMX
niaxoais. Came TomMy KoMNapaTUBHUI aHai3 MeTOAiB Ta
TEXHOJIOTIN MOZENtOBAHHA MEHTECTUHIY € aKTyaJibHUM
33aBOAHHAM, LLO AAE 3MOTYy CUCTEMATU3YBATU 3HAHHA Ta
BM3HAUYUTU ONTUMA/IbHI PilUEHHA ANA Pi3HUX CLEHapiiB,
BpPaxoBylun TpeHau, 3oKkpema Al-powered aTtaku, Aki
cTanu ronosHoto TypboToto ans 80 % CISO [4].

LUl cratTio npucsAYeHO MOPIBHANBHOMY Ornaay
Cy4YaCHUX METOLiB MOAENOBAHHA NEHTECTUHTY, Bif, Kna-
CUYHUX CUMYAALIN BpasnMBoOCTEN OO FiBPUAHUX cuUcC-
Tem Ha 6a3i LUI. Po3rnsHemMo eBoOLi0 LUMX TEXHONO-
ri, NOYMHAUM 3 IHCTPYMEHTIB Ha KwTant Metasploit
Framework, fAKki paloTb 3mMory emynoBaTM eKCNIOoWUTH
B KOHTPO/NbOBaHOMYy CepefoBULLi, 4O BipTyanizoBaHMX
nnatpopm (VirtualBox, Docker), wo cTBOpIOIOTL i30-
NboBaHi TectoBi mepexi. OcobauBy ysary 6yze npwu-
AineHo iHTerpauii MH, Hanpuknag, yepes 6ibnioTeku
TensorFlow un Scapy, 414 aBTOMATU30BAHOMO MPOrHO-
3yBaHHA aTaK i reHepau,ii cueHapiis. AHani3 6a3yBaTu-
MeTbCA Ha KpuTepiax edeKTUBHOCTI: TOUHICTb, LBWUA-
KicTb, MacluTaboBaHicTb, BUTPaTM pecypciB Ta piBeHb
NOMWJIOK.

MeTol0 focnigKeHHsA € He nLLe NOPIBHAHHA nepe-
Bar i HeQONIKIB KOXKHOIO MeToay, asie M HagaHHA Mpak-
TUYHUX PEKOMEeHAAU ANAa BNPOBAAMKEHHA B peasb-
HUX YMOBAX, 3 YpaxyBaHHAM E€TUYHUX HOPM (ETUYHMI
XaKWHT) i perynatopHux ctaHaapris (GDPR, 1SO 27001).
[Ons 06rpyHTYBaHHA BUCHOBKIB BUKOPUCTAHO eMMipUYHi
[OaHi 3 TecTyBaHb Ha mogenax OWASP ta NIST, aki aemoH-
CTPYIOTb, AK F6PUAHI Nigxoan MOXKYTb NiABULLNTU edeK-
TUBHicTb Ha 30-50 %.

MocraHoBKa Nnpobaemu gocnigKeHHA

Mpobnema gocnigyKeHHA NoAArae y BiACYyTHOCTI cuc-
TEMATUYHOIO KOMMNAPATUBHOIO aHaNi3y MeToAiB Ta Tex-
HOJIOTiA MOAENIOBAHHA MEHTECTUHIY, O YCKAALHIOE
BMBip ONTUMaNbHUX Nigxoais ANA Pi3HMX CLLEHAPITB — Big

TpaaMLiNHUX cumynauin go ribpuaHmnx Al-cuctem. IcHy-
Ho4i AOCAiAKEHH:A POKYCYIOTbCS HAa OKpPEeMMUX TeXHiKax,
ane irHopytoTb KpuTepii epeKTUBHOCTI (TOUHICTb, WBUA-
KiCTb, MaclITaboBaHiCTb, BUTPATK, MOMMU/IKK) Ta aganTa-
LLit0 [0 3arpo3, LLLO EBOIOLLIOHYIOTb, AK-OT Al-reHepoBaHi
aTaKu 4n BpasnmeocTi B lOT.

3 ornagy Ha BULLEHaBeAeHe MEeTOH LbOro AoChi-
OXKEeHHA € HafaHHA AEeTaNbHOr0 KOMMNApaTMBHOMO aHa-
N3y MeToAiB i TEXHO/OFN MOAENOBAHHSA MEHTECTUHTY,
3aCTOCOBHMX Y Kibepbe3neLj, 3 aKLLeHTOM Ha iXHto edekK-
TUBHICTb, Chepu BUKOPUCTAHHA (Big, XMapHUX cnuctem go
loT-NpUCTpPOiB) Ta NOTEHLiaN iHTerpaLii 3 WTYYHUM iHTe-
NIEKTOM | MALLMHHWM HaBYaHHAM.

OnA poCArHeHHA LiEi MeTU CMCTEMATU30BAHO Tpa-
OMUINHI (py4Hi Ta cumynauinKi) Ta cydacHi (ribpugHi Ta
Al-opieHTOBaHi) niaxoam, NpoaHanizoBaHo ixHi ocobau-
BOCTi (HanpuKnag, TOYHICTb BMABMEHHA BPA3/IMBOCTEMN,
WBKUAKICTb i MaclwTaboBaHicTb), NpPOBEAEHO MNopiB-
HANbHY OLiHKY Ha OCHOBI eMMiPUYHNX AaHUX i3 Moaenei
OWASP T1a NIST, a TaKoX BM3HAYEHO KAKOYOBI BUKAUKMK
(eTWYHi pu3KKKM, perynaTopHi obmerKeHHs) i nepcnek-
TUBM PO3BUTKY (aBTOMaTM3aLLifA Ta aganTauis 4o 3arpos,
LLLO €BOJIOLiOHYHOTb).

Martepianu Ta meToau A0CNIAXKEHHA

[ocnigyeHHA 30cepeayKeHO Ha MOPIBHAHHI meTo-
[iB Ta TEXHO/OTII MOAE/IOBAaHHA NMEHTECTUHTY B Kibep-
6e3neLi, BUKOPUCTOBYHOUM HayKOBI NybiKauyii, TEXHIYHI
3BiTWM ¥ ornagn 3 aBTOPUTETHUX AxKepen, ak-oT |IEEE,
Springer, MDPI, arXiv, a Tako)K maTepianu opraHisauil,
3okpema OWASP, NIST, XM Cyber i Picus Security, o
2025 poky. AHani3 oxonue niTepaTypy NPo cumynsuiiHe
mogZentoBaHHA (Hanpuknag, Metasploit Framework),
BipTyanizaujto (VirtualBox, Docker), areHTHo-opieHTO-
BaHe MOZE/NOBaHHA, MallMHHe HaB4yaHHA (TensorFlow,
Scapy), rpadoBi Mogeni Ta BesMKi MOBHI mogaeni. Kelicu
3acTocyBaHHA, 30Kpema mogeni OWASP Top 10, ¢pe-
nmmBopk NIST Cybersecurity, nnatdopmu BAS (SCYTHE,
AttacklQ) i rpadosiiHcTpymeHTH (Neo4j, Maltego), ctanu
OCHOBOIO A/151 OLLiIHKM NPAKTUYHOI peanisaLii meToais.

[na aHanily 3acTocoBaHO PpyHAAMEHTaNbHI Ta Npu-
KnagHi metoan. AHani3 i CMHTe3 A0MNOMOI/IN CUCTEMATU-
3yBaTW XapaKTepUCTUKM METOAIB, NOPIBHANbHUIA aHani3
3icTaBMB TPaAULiMHI (py4YHi Ta cMMyNALiMHI) Ta HOBITHI
(ribpuani Ta Al-opieHToBaHi) nigxoan 3a eGeKTUBHICTIO,
maclTaboBaHIicTIO M a4anTMBHICTIO, @ CUCTEMHUI Mia-
Xig, po3rnafaB MeToau AK B3aEMOMOB’A3aHI eneMeHTH
Kibepbe3neku. Ornag nitepatypu Ta Knacuodikawis meto-
AiB fanu 3mory 3ibpatu AaHi npo npuHuMnM poboTtu Ta
NPUKAaAn 3acTOCYBaHHA, TOAI AK NMOPIBHANbHA OLHKA,
30Kpema BAS npoTu TpaguuUiiHOro TeCTyBaHHA Ha Npo-
HUKHEHHA, BUABWAA iXHi CUMAbHI Ta cnabKi CTOPOHMW.
AHani3 KeliciB (Hanpuknag, BukopuctaHHA CrowdStrike
ONA MAaWWHHOTO HaBYaHHA B MOJAE/IIOBAHHI aTaK uu
GALLIUM APT ons areHTHOro MOAEN0BaHHA) A0MNOBHUB
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OOCNIAXKEHHA eMNiPUYHMMM JaHUMKM 3 TecTyBaHb Ha
moaensax OWASP Ta NIST.

MeToaonoriyHo aocniaxeHHs 6asysanocs Ha 06’ek-
TUBHOCTI 1 HayKOBili [0CTOBIPHOCTI, BUKOPUCTOBYHOYM
NPOrPaMHi iHCTPYMEHTU ANA cUcTemMaTU3aLii nitepatypum
(Mendeley, Zotero) Ta 06po6ku TekcTiB. MoegHaHHA PyH-
OAMEHTANIbHUX METOAiB, 30KpemMa abcTparyBaHHA AN
BUAiNIEHHA KAHOYOBUX ACMEKTiB, i3 NPUKNAAHUMM, AK-OT
aHani3 Kewcis, 3abe3neunno LinicHe po3ymiHHA meToaiB
mogentoBaHHA. OcobnuBa yBara npuginanaca cuHeprii
nigxoAis, BKAKOYHO 3 iHTerpauieto Al ona NnporHo3yBaHHA
BPa3/IMBOCTElM Ta aBTOMATM3aLii TecTiB, WO € OCHOBOO
ANA CTBOPEHHA aAanTUBHUX cUCTEM Kibep3axucTy.

AHani3s meTtoais i TeXHONOri moaentoBaHHA

Y KOHTEKCTi MeHTeCTUHTY MOAENIOBaHHA Bigirpae
KNKOYOBY PO/SIb Y CUMMYAALII aTaK, BMABAEHHI Bpasau-
BOCTElM Ta OUjiHUi edeKTUBHOCTI 3aXUCHUX MEXaHi3MiB
6e3 pu3MKy ANA peanbHUX cucTem. AHanis metoais
i TEXHONOFN MOAENOBaHHA [a€E 3MOry CMCTEMATMU3YBATH
TPaAMUiNHI Ta cydacHi nigxoam, ouiHUTK iX 33 KpuTepi-
AMU edeKTUBHOCTI (TOUHICTb BMABNEHHSA, LWBUAKICTD,
MmacwwTaboBaHiCTb, BUTPATK pecypciB, piBEHb NOMUOK),
a TAKOX BM3HAYUTU MEPCNEKTMBM iHTerpauii 3 HoBUMU
TexHonoriasmu, 3okpema LI Ta MH. Lei posgin 6a3sy-
€TbCA Ha OrNAAI NiTepaTypu W emMnipUYHKUX JAHUX, OXO-
NAOYM CUMYAALIMHI, BipTyani3oBaHi, areHTHO-OPIiEHTO-
BaHi Ta ribpuaHi MeToam, 3 aKLLeHTOM Ha iX 3aCTOCYBaHHA
B XMapHUX cepeaosuluax (AWS, Azure), loT-npuctposx
i po3noAifeHnx mepexax.

TpaduuyiliHi memodu MOJENtOBaHHA MNEHTECTUHTY
3ocepeKeHi Ha py4HOMY abo HaniBaBTOMATU30BaHOMY
imiTauji atak, BUKOPUCTOBYIOUYMN iHCTPYMEHTU ONA CUMY-
nAauii BpasnMBOCTEN Y KOHTPO/IbOBAaHOMY CepenoBMLL.
OfHMM i3 KNIOYOBUX € CUMYAALIAHE MOAENIOBAHHA Ha
6a3i pperimBopkis, a came Metasploit Framework, akuit
A€ 3MOry eMy/ItoBaTU eKCMNIOMTU, CKaHYBaHHA Mepex
Ta eTanu aTtaku 3a mogennto Cyber Kill Chain (Big pos-
BiAKM 00 ekcdinbrpauii gaHux). Metasploit iHTerpye
moayni ana mopgentoBaHHA BpasnmsocTen 3 6asm CVE,
3abe3neyvyroum TOYHICTb Ha piBHi 80—-90 % ana BigoOMMX
3arpos, ane notpebye 3HAYHUX pecypciB ANA HaNaWTy-
BaHHA [5-6].

BipTyanisoBaHi cepegoBuua, Hanpuknag, VirtualBox
abo Docker, cTBOpIOIOTb i30/1bOBaHi TeCTOBi Mepexi
ONA MOoAeNtoBaHHA peanbHUX cueHapiis. Docker KoH-
TeHepW AatoTb 3MOry LIBUAKO PO3ropTaT BipTyanbHi
MALlWHW 3 BPa3IMBMMKM cepBicamu, 3abesneuyoun
maclwTtaboBaHicTb ana mepex ao 100 By3nis, ane obme-
XeHi B AMHaAMIYHMX 3MmiHax (Hanpuknag, aganTauis 4o
MTD — Moving Target Defense) [7]. Li meToan edek-
TUBHI AN1A CTaTUYHUX CLLEHAPIiB, 3 LUBUAKICTIO BUKOHAHHA
1-5 rogvH Ha TecT, ane MatoTb BUCOKWUI piBEHb MOMMUJIOK
(80 20 % XxMBHONO3UTMBHUX) Yepes BiACYTHICTb aBTOMa-
TM3auii [8].

MepeBarn TpaauLiMHUX METOLIB Y MNBGOKOMY po3y-
MiHHI KOHTEKCTY Ta aganTauii 40 KOHKPETHUX CUCTEM,
ane HeJoNIKN — Ue HU3bKa MacluTaboBaHicTb i 3anex-
HiCTb Bif, eKcnepTis, WO PobuTb iX MeHW NpUAATHUMMU
ANA BENIMKNX Mepexk abo WBMAKNUX 3arpos.

CyuacHi nioxodu iHterpytotb LI Ta MH ana aBToma-
TM3aLil MOAENtOBaHHSA, NiABULLYOYN edeKTUBHICTb Ha
30-50 %. AreHTHO-OpieHTOBaHe MoaentoBaHHs (ABM)
nNpeacTaBNAA€ aTaKepiB Ta 3aXMCHUKIB AK aBTOHOMHI
aAreHTN, CUMYNIOOYN B3AEMOAIT B AMHAMIYHUX cepeno-
BuWax. Hanpuknag, ¢penmBopKkn Ha b6asi reinforcement
learning (RL), ak-oT DQN a6o POMDP (Partially Observable
Markov Decision Processes), MoAentooTb aTaku fiK CTo-
XaCTUYHI Nnpouecu, Ae CTaH Mepexi onucyeTbea rpadpom
G = (V, E, X) 3 By3namu (npuctpoi), pebpamu (3’egHaHHA)
Ta aTpubytamu (BpasnmsocTi, CVSS-6anu) [9].

IHCTpyMeHTH Ha KwTanTt TensorFlow abo Scapy reHe-
pytoTb MepexeBuin Tpadik Ans NPOrHo3yBaHHA aTak,
HaJalyYn MOXNMBICTb cumynoBatn o 1000 By3nis
3 AWHaMiYHUMK 3miHamK (p_change go 0.5), 3meHLwy-
HOUM Yac TeCcTyBaHHA 40 xBuauH [10].

libpudHi mexHosnoeii, 30kpema Breach and Attack
Simulation (BAS) nnatdopmu (SCYTHE, AttacklQ), noea-
HYOTb CUMYANALLO 3 peasibHUMM AaHUMU, TECTYIOYM BECb
cyber kill chain. BAS aBTomaTn3ye ataku Ha 6aratowapo-
BMx 3axucTtax (NGFW, EDR, WAF), 3a6e3neuytoun 6e3ne-
pepBHe TeCTyBaHHA 3 HU3bKUM PU3NKOM, Ha BigMIHY Bif,
py4YHux neHTtecTis [11].

lpadosi mogeni (Neodj, Maltego) Bi3yanisyoTb
WAAXKM aTak, iHTerpytoun MITRE ATT&CK ana moapento-
BaHHA TAaKTUK, 3 TOUHICTIO BUABNEHHA 95 % ana sBigommx
BeKkTopiB [12]. Benuki moBHi mogeni (LLM) popatoTb
iHTENeKTY, reHepytoun cueHapii atak ana loT, 3 pokycom
Ha eTUYHI acneKkTu.

KomnapamusHuli aHani3. KomnapaTuBHWUIA aHani3
METOAIB | TEXHO/OrIA MOAENOBAaHHA NEHTECTUHIY MpPO-
BOOMTbCA 3 METOK O6’EKTMBHOrO MOPIBHAHHA Tpaau-
LiMHUX, Cy4acHMX Ta ribpmaHux niaxogis. [na OWiHKK
BBEAEHO KpuTepil MOPIBHAHHA i3 YMCNOBOK LUKANOKO
Big 1 oo 10, ae 1 o3Ha4yae HalHUKUYKNI piBeHb (Hanpu-
KNnafg, HM3bKa TOUHICTb, BUCOKa BUTpaTa pecypcis), a 10—
HaMBULMIM (BMCOKA TOYHICTb, HU3bKa BUTpaTa). Kpute-
pii 6a3ytoTbcA Ha emMnipuYyHMX OaHUX 3 NiTepaTypu Ta
nepeabavaloTb:

- Mo4Hicmb 8uAesneHHA 8pasdnusocmeli — oui-
HIOE, HACKiIbKM MeToZ NPaBUNbHO iAeHTUIKYE peanbHi
3arposn 6e3 XMBHONO3UTUBHUX [/ XMBHOHEraTUBHUX
pe3ynbTatis (BMLLA OLiHKA — BULLLA TOYHICTb);

-  WeUOKicmb BUKOHAHHA — BUMIPIOE Yac Ha
TEeCTYBaHHA;

- mMacwmabosaHicmb — MOMK/UBICTb 3aCTOCYBaHHSA
[10 BEJIMKMX MepeXK (BuLLLa OLLiHKa — Kpalla aganTauis oo
1000+ By3niB);

- sumpamu pecypcie — 0b6YMCNOBaNbHI, NOACHKI
Ta GpiHAHCOBI BUTPATH (BULLA OLIHKA — HUXKYI BUTPATK);
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- piBeHb NOMWAOK — 4acToTa NOMMNOK (BULLA
OLiHKA — HUXXUYMI piBEHb MOMMUJIOK).

OLUiHKM NPUCBOEHO HA OCHOBI aHaNi3y Axkepen, AK-0T
NOPIBHANIbHI  AOCNIAMKEHHA METOAO/OrN MEeHTeCTUHTIY
[13] Ta ornAgis iHCTpymeHTiB Ans mogentoBaHHA [5].
MeToau 3rpynoBaHo 3a TUMNaMK: TPAAMUiNHI (Hanpwu-
Knag, Metasploit Framework, VirtualBox), cyyacHi
(areHTHO-OpieHTOBaHI 3 RL, Scapy), ribpuagHi (BAS-nnart-
dopmm Ak SCYTHE, AttacklQ 3 iHTerpauieto Al) (gus.
Tabauuto 1).

TpapuuitHi metogm, a came Metasploit Framework
ana cumynsauii ekcnnontis Ta VirtualBox ana sipTtya-
Ni30BaHUX MepeX, AEeMOHCTPYHTb BWCOKY TOYHICTb
(8/10) 3aBOAKM py4HOMY KOHTPOMO Ta QOKycy Ha
BifomMux BpasnmeocTax 3 6asmn CVE, WwWo 3meHLWye xub-
HOMNO3UTMBHI pe3ynbTath [14]. OgHaK iXHA WBUAKICTb
HU3bKa (4/10), OCKiNbKKM TecTu noTpebyioTb Yacy Ha
HaNalWTyBaHHA Ta BUKOHaHHA, 0COBAMBO ANA CTaTU4-
HUX cueHapiis. MacwrtabosaHicTb obmeskeHa (5/10) go
cepeaHix mepex (go 100 By3niB) Yepes 3aneXkHICTb Bifg,
py4yHoi KoHdIrypauii, a BUTpaT pecypcis cepeaHi (6/10)
3 notpeboto y KBanidpikoBaHMx daxiBuax. PiBeHb Nomu-
NOK NPUAHATHKUI (7/10), ane 3pocTae B AMHAMIYHUX
cepenoBuLLax, AK-OT XMapHi cuctemun AWS um Azure,
e BifCYyTHA aBTOMaTU3aLia NPU3BOAWUTbL A0 NPOMNYCKY
3arpos, Wo eBONOLLIOHYIOTb.

CyyacHi meToan, BKAKOYHO 3 areHTHO-OPIEHTOBAHMM
mogentoBaHHAM 3 reinforcement learning (RL) Ta iHcTpy-
MEHTaMM Ha KWTanT Scapy ana reHepadii Tpadiky, Buaj-
NAOTLCA BUCOKOIO LWBKAKICTIO (8/10), Hagatoumn peanbHUii
yac 06pobKM (XBUNNHK) 3aBLAKM aBTOMATU3ALLi NPOrHo-
3yBaHHA aTak. MaclutaboBaHicTb B1coKa (9/10), ocKinbKku
RL-mogeni (Hanpuknaga, DQN) aganTyloTbca OO Benu-
Kux mepex (1000+ By3niB) 3 AUHAMIYHUMK 3MiHAMM, K
y loT-npucTposx. TouHicTb AeLo HMUxkYa (7/10) yepes MosK-
NIMBi ynepeayKeHHs B HaBYaHHI Moaenel, a BUTpaTh pecyp-
cis By (5/10) yepes notpeby 8 GPU ana TensorFlow um
PyTorch. PiseHb nomunok cepegHiin (6/10), i3 prsnkom
XMOHOHEraTUBHUX Yy HEBILOMMX CLIEHApPIAX, ane Le KOM-
NeHCYEeTbCA afanTuBHicTio Ao Al-powered aTak.

répuaHi metogm, a came Breach and Attack
Simulation (BAS) 3 iHTerpauieto Al (Hanpuknag, AttacklQ
3 TensorFlow), gocaraioTb Haisumuwioi TouHocTi (9/10)

3aBAAKM KOMbBiHaUil cumynauii Ta peanbHUX AaHKX,
3meHwyo4un nomunkm o 5-10 %. Lsuakictb BUCOKa
(9/10) 3 aBTomatusaujeto scboro cyber kill chain, macui-
TabosaHicTb Ao6pa (8/10) ana posnogineHux cucrem,
BUTPaTU pecypcis ontumanbHi (7/10) 3 6anaHcom Mix
aBTOMATU3aLLEID Ta NOACBKMM Harnagom. PiBeHb nomu-
NOK HU3bKMIA (8/10), ocobanso B xmapHux Ta loT-cueHa-
piax, ge ribpuaHi niaxoan niaBuULLYOTb edEeKTUBHICTb
Ha 30-50 % nopiBHAHO 3 TPAAMLINHUMM, AK NOKa3aHO
B Tectax OWASP Ta NIST [15].

3aranom TribpuaHi MetToau nepeBeplyoTb iHLWI
B b6inbwocTi KpuTepiis, pobnsun ix onTMmanbHUMMU
O Cy4acHUX OpraHisauii, Toai sK TpaAauuiiHi nigxo-
OATb ANA HEBENMKMUX, CTAaTUYHUX cucTem. AHanis nia-
Kpecnoe HeobxiaHicTb iHTerpauii Al ana agantauii o
3arpos, WO eBOJIIOLiOHYIOTb, 3 PEKOMEeHAAUiAMM Wwoa0
BMOOpPY 3aneXKHO Big po3mipy opradisauii Ta TMny
iHppacTpyKTypM.

O6roBopeHHA Ta
BOCNiAXKeHHA

Y po3gini aHanisy meTtoaiB i TeXHoANorin moaento-
BaHHA MeEHTeCTUHry 6yn0 NpPOAEMOHCTPOBAHO, WO
ribpuaHi nigxoam, AKi NOEAHYOTL TPAAMLIMHI cumynaLii
(Hanpuknag, Metasploit Framework) 3 enemeHTamu LI
Ta MH, nepeBeplyloTb KAaCM4YHi MeToan 3a KpuTepi-
AMU ePEKTUBHOCTI, LWBUAKOCTI Ta MAcCLITaboBaNbHOCTI.
EmnipnyHi aaHi 3 TectyBaHb Ha mogenax OWASP ta NIST
niaTBEPAKYOTL NiaBULLEHHA edeKTUBHOCTI Ha 30-50 %,
0cobmBO B XMapHuUX cepegoBuwax (AWS, Azure)
Ta cuctemax loT, ae aguHamiyHi 3arposu notpebytoTb
agantusBHocTi. OgHak TpaauuiiHi metogu 36epiratoTb
nepesary B rIMB6OKOMY KOHTEKCTHOMY PO3YMiHHI, Togi
AK cy4acHi Al-opieHToBaHi iHCTpymMeHTM (Hanpuknag,
TensorFlow 4n Scapy) cxmnbHi 40 ynepeasKeHb y moge-
NnAX i noTpebytoTb NOCTIMHOrO HAaBYAHHS, LLLO MOXKe Npu-
3BOAUTM A0 XMBHOMNO3UTUBHUX pe3ynbratie y 10-20 %
BUMNagKiB [16]. O6mexKeHHA [OCANIAMKEHHA CTOCYHOTbCA
boKyca Ha TeEOPETUYHUX MoZensax 6e3 WNPOoKoro emni-
PUYHOrO TECTYBAHHA B peasbHUX OpraHi3aLifx, a TaKoX
irHopyBaHHA ¢GaKTOpPIB, AK-OT BapPTICTb BMPOBAAMKEHHA,
AKa Ana ribpuaHmnx cuctem moxke caratm 20-30 % Big,
6roarkeTy Ha Kibepbesneky. Lie nigkpecntoe HeobXiaHICTb

nepcnekTtusun PO3BUTKY

Ta6n. 1. KomnapaTuBHuMi1 aHanis metoais

Mertog / kKputepiit | TouHicTb Wsunakictb MacwrtaboBaHicTb BMTpaT.M Pisenb
pecypcis NOMMOK
TpaanuiiiHi
(Metasploit, 8 4 5 6 7
VirtualBox)
CyuacHi (RL- 7 8 9 5 6
areHTn, Scapy)

riépugHi (BAS 3 Al, 9 9 9 7 3

TensorFlow)
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6anaHcy Mixk aBTOMATU3aALIEID Ta IOACBKUM HArALOM,
Wob YHUKHYTU €TUYHUX PU3KKIB, AK-OT HECAHKLIOHO-
BaHe BUKOPUCTAHHA iIHCTPYMEHTIB, BigNOBIAHO A0 CTaH-
Aaptis GDPR T1a ISO 27001.

MepcnekTUBM PO3BUTKY [OCNIAMKEHHSA MOB’A3aHI
3 iHTerpauielo nepegoBux TEXHOOTiM, WO GopmMyHTb
MaibyTHe Kibepbesnekn. 3rigHO 3 NpPOrHo3amm Ha
2025 piK, KNo4OBMM TpPEHAOM CTaHe BWKOPUCTAHHA
reHepatusHoro LI (genAl) pna aBTOMaTM30BaHOrO
CTBOPEHHA CLEHapiiB aTak, Wo [acTb 3MOry MoAento-
BaTW CKNagHi 3arposu, 3okpema Al-powered dilIMHT um
iHCaaepcbKi ataku, 3 pocTom edpeKkTmBHOCTI Ha 30 %
[17]. TibpuagHWUA NEHTECTUHT, WO MOEAHYE NHOACBKUX
ekcneprtis 3 Al-iHcTpymeHTamu (HanpuKknag, PentestGPT
un DeepExploit), Habyae nowmnpeHHs, ocobameo B 6e3-
nepepBHOMY TecTyBaHHi, iHTerposaHomy 3 Cl/CD-naii-
naaliHamu, A ONepaTUBHOIO pearyBaHHA Ha 3arposw,
LLLO eBO/IOLLIOHYOTb. Y KOHTEKCTI I0T Ta XMapHUX cmctem
NepcnekTMBHUM € pPO3BUTOK areHTHO-OPIEHTOBAHOIO
MOAEN0BaHHA 3 enemeHTaMu Teopii irop, Ae aTaku
MOZENIOTLCA AK CTOXAaCTUYHI NPoLLecH, 3 BUKOPUCTAH-
HAM LLM pnAa reHepauii gMHamiyHmMx BekTopis. Kpim
Toro, 3arposv Big shadow Al — HecaHKLiOHOBaHUX Moge-
neit B opraHisauiax — noTpebyBaTMMyTb HOBUX METO-
AiB MOAentoBaHHA ANA OLHKM PU3MKIB 3 aKLEHTOM Ha
€TUYHI acnekTn 1 perynaTopHi BUMOTHK.

MaibyTHI AoCNiaMKeHHA NOBWUHHI GOKycyBaTUCA Ha
iHTerpauii KBaHTOBMX O64YMCNEHb ANA MOAENHOBAHHA
NOCTKBAHTOBMX aTaK, a TaKOX Ha po3pobui ctaHAap-
TiB Ana Al B NEHTECTUHTY, W06 3MEHLIUTUN 3aNeXKHICTb
Bif, NOACLKUX pecypciB i NigBULUTU AOCTYNHICTb ANA
manoro 6isHecy. O4iKyeTbCA 3poCTaHHA PO aBTOMa-
TM30BaHMX nnatdopm BAS (Hanpuknag, SCYTHE um
AttacklQ) 3 enemeHTamun ML, WO CKOPOTUTL Yac TecTy-
BaHHA A0 peasibHOro Yacy Ta 3MeHLMUTb BTOMY Big, Cno-
BileHb (alert fatigue). 3aranom nepcnexkTMBM PO3BUTKY
CNPAMOBaHI Ha CTBOPEHHA afanTUBHUX, CTIMKUX CUCTEM
Kibep3axucty, wWo iHTerpytote Wl ana npoakTMeHOro
BUABMIEHHA 3arpo3, 3 MNOTEHL,aloM 3POCTAHHA PUHKY
neHTecTUHry Ha 15-20 % wopivyHo o 2030 poky [18]. Lie
OOCNIAXKEHHA MOXKe C/yryBaTU OCHOBOK ANA NOJASb-
WKX eMAipUYHUX pPobiT, CPAMOBAHMX Ha MpPaKTU4YHE
BNPOBAAMKEHHA riBpUAHNX Moaenen y pisHUX ranysax.

KoHdniKT iHTepecis

ABTOPU AEKNapYOTb, WO He MatoTb KOHOAIKTY iHTe-
PeciB CTOCOBHO LibOro AOCAIAXKEHHS, Y TOMY YncAi GiHaH-
COBOr0, 0OCOBUCTICHOrO XapaKTepy, aBTOPCTBA YM iHLLOTO
XapaKTepy, WO Mir 6u BNAMHYTU Ha AOCANIAMKEHHA Ta
noro pesynsTaTv, NPeAcTaB/eHi B Lild cTaTTi.
®iHaHcyBaHHA

LocnigeHHA
NiATPUMKN.
JocTynHicTb AaHUX

Pykonuc He Ma€e NoB’A3aHMX AaHUX.

nposogunocs 6e3  ¢iHaHcoBoOi
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COMPARATIVE ANALYSIS OF METHODS AND
TECHNOLOGIES FOR PENETRATION TESTING
MODELING

Vitaly Kravchuk, laroslav Dorohyi

The article conducts a detailed comparative analysis
of contemporary methods and technologies for modeling
penetration testing (pentesting), a fundamental aspect of
ensuring cybersecurity in the digital world. The authors
trace the evolution of these approaches: from classical
manual techniques that require high expertise from
specialists to innovative automated systems integrating
artificial intelligence (Al) and machine learning (ML).
Specifically, various vulnerability simulation models are
compared, such as the popular Metasploit Framework
for exploit emulation, virtualized environments based on
VirtualBox, VMware, or containerization with Docker,
which enable the creation of isolated test networks for
simulating real attacks. Special attention is given to
hybrid technologies that combine traditional tools with
Al algorithms for attack prediction and automation,
for example, using libraries like TensorFlow, PyTorch,
or Scapy packages for generating network traffic. The
analysis is performed based on key efficiency criteria:
accuracy in vulnerability detection (considering false
positives and false negatives), test execution speed,
scalability for large systems, computational resource
costs, errorrates, and ease of integration. The advantages
of each method are discussed—for instance, manual
methods provide deep contextual understanding, while
Al approaches enable real-time processing of large data
volumes—and their disadvantages, such as vulnerability
to evolving threats or the need for continuous model
training. Particular emphasis is placed on adapting
these technologies to modern scenarios, including
cloud platforms (AWS, Microsoft Azure, Google Cloud),
Internet of Things (IoT devices with limited resources),
and mobile applications. The research is grounded
in empirical data from tests on standardized models,
such as OWASP Top 10 for web vulnerabilities and
NIST Cybersecurity Framework, where it is shown that
hybrid methods increase overall efficiency by 30-50%
compared to traditional ones, reducing vulnerability
detection time and minimizing risks. The authors
offer practical recommendations for selecting optimal
technologies for different types of organizations—from
small businesses to large corporations—considering
ethical aspects (e.g., adherence to ethical hacking
principles), regulatory requirements (GDPR for

data protection, ISO 27001 for information security
management), and potential risks, such as unauthorized
tool usage. The article serves as a valuable resource
for cybersecurity professionals, software developers, IT
project managers, and researchers, contributing to the
development of more resilient strategies for protection
against cyber threats in a dynamic digital technology
environment.

Keywords: pentesting, vulnerability modeling,
comparative analysis, artificial intelligence,
cybersecurity, Metasploit Framework, OWASP, machine
learning, virtualization, ethical hacking, TensorFlow,
Scapy, cloud systems, loT devices.
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ABSTRACT

Image steganography is the process of embedding secret information within digital images such that the very
presence of the message remains undetectable. Recent advances in deep learning, particularly in generative adversarial
networks (GANs), have significantly improved both the payload capacity and perceptual quality of steganographic
systems. The original SteganoGAN, implemented in Torch, achieved state-of-the-art performance by embedding up
to 4.4 bits per pixel while maintaining strong resistance to steganalysis methods. However, the influence of the critic
network on steganographic quality and learning stability remains insufficiently explored.

This paper presents Keras-SteganoGAN, a TensorFlow-based reimplementation and extension of SteganoGAN,
designed to systematically analyze the role of the critic in adversarial steganographic training. Two variants of the
model—one incorporating a critic and one without—were trained and compared across three encoder architectures:
basic convolutional, residual, and dense. Each configuration was trained over five epochs with message depths
ranging from I to 6 bits, allowing a comprehensive study of trade-offs between payload capacity, image distortion,
and decoding accuracy.

Quantitative evaluation was conducted using standard image quality and steganographic metrics, including
PSNR, SSIM, RS-BPP, and decoder accuracy. The results indicate that the inclusion of a critic improves perceptual
quality and visual similarity at lower payloads, but its contribution diminishes as the message depth increases. These
findings provide new insights into the interaction between encoder complexity, critic dynamics, and steganographic

performance, offering guidance for the design of future GAN-based steganography systems.

Key words: SteganoGAN, Keras, TensorFlow, image steganography, GAN, encoder, critic network, payload
capacity, residual, dense, decoder, adversarial learning, hidden message, similarity metrics.

Introduction

The art and science of image steganography revolve
around embedding secret information within an image
so that the presence of the hidden data remains imper-
ceptible to observers. Unlike cryptography, where the
primary goal is to secure the contents of the message
by making it unreadable to adversaries, steganography
goes a step further by ensuring that even the existence
of the message is concealed. In typical usage scenarios,
a sender encodes a secret message into a cover image,
and transmits the image to a receiver who can extract
the hidden data. This makes steganography particularly
useful in situations where the transmission of encrypted
messages might attract attention or raise suspicion.

The fundamental challenge of image steganogra-
phy is to maximize the amount of data that can be hid-
den in an image without introducing visible artifacts or

detectable anomalies. Steganography should ideally pre-
serve the appearance of the cover image so that even
sophisticated analysis tools or trained observers can-
not detect alterations. However, this balance between
embedding capacity and image quality has proven dif-
ficult to achieve. Traditional image steganography tech-
niques, such as least significant bit (LSB) manipulation,
can effectively hide small amounts of data but often
introduce visible distortions when larger payloads are
embedded. Moreover, automated steganalysis tools
have become increasingly capable of detecting these
modifications, limiting the effectiveness of these con-
ventional approaches.

For a long time, traditional steganographic methods
were only able to achieve modest payload capacities,
typically up to around 0.4 bits per pixel (bpp) [1]. As
payloads increase beyond this threshold, the chances of
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introducing detectable artifacts increase, and the cover
image becomes more susceptible to analysis by auto-
mated steganalysis techniques. These tools can identify
subtle inconsistencies in the image, such as irregularities
in pixel distributions, that signal the presence of hidden
data. In extreme cases, these distortions are noticeable
to the human eye, rendering the steganographic tech-
nique ineffective for its purpose of secrecy.

In recent years, the rise of deep learning, particularly
with the advent of neural networks, has significantly
advanced the field of image steganography. Unlike tra-
ditional methods, which rely on predefined rules or
statistical models to hide information, deep learning
approaches have shown a remarkable ability to optimize
both the payload capacity and image quality. These neu-
ral network-based methods are able to learn intricate
patterns within images, making it possible to embed
more data while minimizing detectable distortions. This
has given rise to a new class of steganographic tech-
niques that leverage generative models, such as gener-
ative adversarial networks (GANs), to create more effi-
cient and effective steganographic systems.

Among these advancements is SteganoGAN, a Arti-
ficial Intelligence (Al) model developed by [2], which
demonstrated the power of GANs in the realm of image
steganography. SteganoGAN represents one of the
first implementations of a fully end-to-end deep learn-
ing-based system for hiding arbitrary binary data in
images, rather than simply embedding one image inside
another. By employing a GAN architecture [3], Stegano-
GAN optimizes the perceptual quality of the generated
steganographic images while simultaneously enhancing
the embedding capacity. With the use of a critic network,
the model is trained to produce steganographic images
that are virtually indistinguishable from the original
cover images, allowing it to evade detection by standard
steganalysis tools. The original SteganoGAN achieved a
payload capacity of up to 4.4 bits per pixel, a significant
improvement over traditional methods.

However, despite these advancements, some
aspects of SteganoGAN’s design were left unexplored
in the original work. One such area is the exact process
by which the message tensor is created. In SteganoGAN,
messages are encoded using the Reed-Solomon error
correction code, which is designed to improve the reli-
ability of message recovery by correcting errors in the
decoded message. After encoding, the message is con-
verted to bits and packed into a tensor, with message
bits placed sequentially, divided by 32 zero bits. This
encoding method improves the error-correction capa-
bilities of the model, but it also adds complexity to the
overall system.

In our work, we propose KerasSteganoGAN, a reim-
plementation of SteganoGAN in TensorFlow, with a key
modification: the removal of Reed-Solomon encoding

and decoding. By eliminating this step, we streamline the
message embedding process while maintaining the core
strengths of the GAN-based architecture. The motivation
behind this change is to reduce computational overhead
and complexity while still achieving effective message
recovery. We also investigate the role of the critic net-
work by introducing two versions of KerasSteganoGAN —
one with a critic network and one without — allowing us
to explore how the inclusion of the critic affects image
quality and steganographic performance.

Research Objectives And Tasks

The primary objective of this research is to develop
and evaluate Keras-SteganoGAN, a TensorFlow-based
reimplementation of the original SteganoGAN model,
designed to simplify the message embedding process
while maintaining high image quality and embedding
capacity. By removing the Reed-Solomon error correc-
tion mechanism, the study aims to reduce computational
complexity and training overhead without compromising
the accuracy of message extraction. This streamlined
architecture seeks to demonstrate that robust message
recovery and imperceptible image quality can still be
achieved through careful network design and optimiza-
tion within the GAN framework.

A secondary objective of this work is to analyze the
influence of the critic network on the overall perfor-
mance of the model. To this end, two distinct versions
of KerasSteganoGAN are implemented: one including a
critic component and another operating without it. The
comparative analysis between these variants focuses
on evaluating their impact on key performance metrics
such as payload capacity, decoding accuracy, Peak Sig-
nal-to-Noise Ratio (PSNR), and Structural Similarity Index
Measure (SSIM). This comparison allows for a deeper
understanding of how adversarial learning contributes
to the balance between embedding fidelity and visual
indistinguishability.

Finally, the research aims to empirically validate the
effectiveness of KerasSteganoGAN through extensive
experiments on benchmark image datasets. The study’s
tasks include designing and training the models, meas-
uring and comparing their quantitative and qualitative
performance, and analyzing trade-offs between compu-
tational efficiency and steganographic robustness. The
results are expected to provide insights into optimizing
GAN-based steganographic architectures for practical
use, setting the groundwork for further exploration of
adaptive and lightweight deep learning techniques in the
field of image steganography.

Research Materials And Methods

SteganoGAN is a groundbreaking that leverages
the power of GANs to tackle the challenges of image
steganography. Traditional approaches to image
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steganography often suffer from limited payload capac-
ity and the risk of introducing visible artifacts that can
be detected by automated steganalysis tools. By using a
GAN-based architecture, SteganoGAN overcomes these
limitations, significantly enhancing the embedding rate
while maintaining high image quality [4].

At its core, SteganoGAN is an end-to-end deep learn-
ing model that allows for the hiding of arbitrary binary
data inside images, written with Python library called
PyTorch. The model’s architecture consists of three
main components: an encoder, a decoder, and a critic
network.

The encoder is responsible for embedding the secret
message into the cover image, transforming it into a
steganographic image. The decoder, on the other hand,
works to recover the hidden message from the steg-
anographic image. The critic network plays the role of
a discriminator in the GAN framework, evaluating how
close the generated steganographic image is to the
original cover image [5]. This adversarial relationship
between the generator (encoder) and the critic enables
the model to produce steganographic images that are
nearly indistinguishable from the original ones, making
it difficult for steganalysis tools to detect the presence
of hidden data.

One of the key innovations in SteganoGAN is the
use of multiple loss functions to optimize the encoder,
decoder, and critic simultaneously. By balancing these
losses — specifically, the decoding accuracy, the percep-
tual similarity between the cover and steganographic
images, and the realism of the generated image — the
model is able to achieve a high payload capacity while
maintaining image fidelity.

The architecture of SteganoGAN is carefully designed
to balance embedding capacity and image quality.
It includes three key components: the encoder, the

o
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decoder, and the critic network, which together work
within an adversarial training framework and shown
on Figure 1. This allows SteganoGAN to hide arbitrary
binary data in images while maintaining their visual
integrity, like in [6].

Encoder Network

SteganoGAN incorporates three different encoder
architectures, each designed to explore different meth-
ods of embedding messages into images: the basic
encoder, the residual encoder, and the dense encoder.
Each of these architectures (Figure 2) handles the fea-
ture extraction and message embedding processes
differently, which impacts both the quality of the gen-
erated steganographic image and the model’s ability to
recover the hidden message.

Basic Encoder — the the simplest variant, designed
with a straightforward convolutional architecture. It
starts by processing the cover image through several
convolutional layers, which transform the image into a
feature map. The binary message is then concatenated
to these features and passed through additional convolu-
tional layers. The final output is a steganographic image
that contains the embedded message. This architecture
is relatively simple and fast to train, but its limitation is
that it may not efficiently capture intricate image details
or provide the best possible image quality when embed-
ding large amounts of data. The lack of skip connections
or advanced feature reuse mechanisms means that the
model might struggle with higher message depths or
complex images.

Residual Encoder — builds upon the basic encoder by
introducing residual connections, a technique originally
popularized by ResNet architectures [7]. In this design,
after the message is concatenated to the image features
and processed through the convolutional layers, the out-
put of the encoder is added to the original cover image.

Data
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=
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Fig. 1. Original SteganoGAN model architecture
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Fig. 2. Encoder different types (Basic, Residual and Dense)

This means that the encoder is learning to produce a
residual image — an image that represents the differ-
ence between the cover image and the steganographic
image — rather than the steganographic image itself. The
advantage of using residual connections is that they help
prevent vanishing gradient problems during training
and enable the model to focus on the minimal changes
needed to embed the message. By only adjusting parts
of the image where necessary, the residual encoder
tends to produce higher-quality steganographic images,
especially when dealing with larger payloads. This archi-
tecture also typically converges faster than the basic
encoder.

Dense Encoder — the most advanced of the three
and is inspired by the DenseNet architecture [8]. In this
design, the output of each convolutional layer is densely
connected to the inputs of all subsequent layers. In
other words, the feature maps produced by each layer
are concatenated with the feature maps of all previous
layers, ensuring that the encoder reuses features across
the network. This results in feature reuse, meaning that
the model can more effectively capture complex image
details and use the most relevant information for embed-
ding the message. Dense connections mitigate the van-
ishing gradient problem more effectively than residual
connections and encourage the model to leverage both
low-level and high-level features simultaneously. This
makes the dense encoder particularly well-suited for sce-
narios where the payload is large or the image content is
complex. However, the trade-off is that this architecture
is more computationally expensive and requires more
memory than the basic or residual encoders.

Decoder Network

In SteganoGAN, two decoder architectures are
employed: the basic decoder and the dense decoder.
The decoder’s primary role is to extract the hidden
message from the steganographic image, and the effec-
tiveness of this process is crucial for ensuring accurate
message recovery. The architecture of the decoder can
significantly influence how well it performs under differ-
ent conditions, particularly when handling varying pay-
load sizes and complex image content.

Basic Decoder — follows a straightforward approach,
much like the basic encoder. It consists of several convo-
lutional layers that transform the steganographic image
back into a feature representation. These features are
then processed to recover the original binary message.
Just like Basic Endoder, the design of the basic decoder
is simple, with no advanced connectivity mechanisms
between layers. While the basic decoder is efficient
and works well for smaller payloads, its simplicity can
become a limiting factor when dealing with larger mes-
sage depths or more complex steganographic images
[9-10]. It processes each layer sequentially, without tak-
ing advantage of previous layer outputs, which can lead
to less accurate message recovery in more challenging
scenarios. Should be mentioned that Basic Decoder only
uses with Basic or Residual Encoder.

Dense Decoder — builds upon the same principle
as the dense encoder, utilizing dense connections to
enhance feature extraction and reuse. In this archi-
tecture, each layer’s output is concatenated with the
outputs of all preceding layers. This ensures that every
convolutional layer has access to the full set of features

ISSN 2786-9024



ObuncntoBasibHa TexHiKa Ta aBToMaTU3al,in

T3. Ne5(37)'2025

extracted by earlier layers, allowing the decoder to
leverage both low-level and high-level information
simultaneously.

The dense decoder is particularly well-suited for
recovering messages from images where the message
depth is high or the cover image is complex. By main-
taining access to all previous feature maps, the dense
decoder can more effectively reconstruct the binary
message. This architecture excels in scenarios where
high accuracy is essential, as it mitigates the risk of losing
critical information during the decoding process.

Critic Network

The critic network is crucial to the adversarial train-
ing process. It distinguishes between real images (the
original cover images) and fake images (the stegano-
graphic images generated by the encoder). The critic's
feedback guides the encoder, pushing it to generate
steganographic images that look more realistic and are
harder to distinguish from the original cover images.
The critic uses the Wasserstein loss, which is designed
to improve the training stability of GANs and ensures
that the generated images closely resemble real cover
images [11-13].

Loss Functions

SteganoGAN employs three primary loss functions to
optimize the encoder, decoder, and critic simultaneously:

- Decoder loss — measures how well the decoder
D recovers the hidden message in steganographic mes-
sage £(X,M), where X is original image, and M is
original message. It uses binary cross-entropy loss to
compare the original message to the decoded message
D(S(X, M)) . The goal is to minimize the error between
the original and the recovered with decoder binary
messages.

L, = Ey_, CrossEntorpy (D (E(X,M)), M) (1

- Image similarity loss — this loss ensures that the
steganographic image remains visually similar to the
original cover image. The image similarity loss is calcu-
lated using the mean square error (MSE), which meas-
ures the difference between each pixel in the cover
image and the corresponding pixel in the steganographic
image. Minimizing this error helps preserve the appear-
ance of the cover image.

1
YR 3 W x H

- Realness loss —returns critic C score of stegano-

graphic image.

L, =E X -&(X,M), (2)

L, =By, C(E(X,M)) (3)

The total loss is the sum of these three losses: the
decoder loss, the image similarity loss, and the realness
loss.

minimizel, + L, + L, 4)

By minimizing this combined loss, SteganoGAN opti-
mizes the quality of the steganographic images while
ensuring reliable message recovery. SteganoGAN uses
this combined loss to train both encoder and decoder
model weights.

Critic loss — evaluates how realistic the stegano-
graphic images are compared to the original cover
images.

L =Ey,C(X)-Ey,C((X,M)) (5)

The critic loss is based on the Wasserstein distance,
which compares the distributions of the real images
(cover images) and the generated images (stegano-
graphic images). The encoder aims to generate images
that minimize the critic's ability to distinguish between
the real and fake images.

Keras Steganogan Architecture

KerasSteganoGAN is a TensorFlow-based reimple-
menta-tion of the original SteganoGAN architecture with
several notable modifications to simplify the message
encoding and decoding processes while maintaining the
overall structure and functionality of the original model.
Instead of modifying original PyTotch-based StegnoGAN,
KerasSteganoGAN was rewritten with more functional
and popular Python library called TensorFlow. First rea-
son to make TensorFlow-based SteganoGAN is possibil-
ity of using it only with definite version of PyTorch library
and Python. Another reason is possibility of using LiteRT
library of making lightweighted mobile versions of Al
models.

Key modification in KerasSteganoGAN is the removal
of the Reed-Solomon error correction method, which
was previously used in SteganoGAN to enhance message
recovery accuracy. In SteganoGAN, the binary message
was first encoded with Reed-Solomon, converted into
bits, and then placed into a tensor, separated by blocks
of zero bits. This process added computational complex-
ity while improving error tolerance during decoding.

In KerasSteganoGAN, we opted to remove the
Reed-Solomon encoding and decoding steps, simplifying
the model’s structure. By doing so, we rely solely on the
Al models (encoder and decoder) to manage the embed-
ding and extraction of messages. This change reduces
overhead and streamlines the overall pipeline without
significantly impacting performance. The hidden mes-
sage is now directly embedded into the cover image, and
its recovery is entirely dependent on the performance of
the neural network models.

Despite these modifications, the core components
of the architecture remain intact, including the encod-
er-decoder structure and the option to utilize differ-
ent types of encoders (basic, residual, and dense). The
removal of Reed-Solomon encoding enables the model
to focus purely on leveraging the strengths of the neural
network for accurate message recovery, which simplifies
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the training and deployment processes while maintain-
ing high payload capacity and image quality.

Another significant change that contains KerasSte-
ganoGAN is that we use Sigmoid activation function at
the last convolution layers of each encoder and decoder
models in order to return data in a range of [-1, 1]. In the
case of the encoder, returned data will be converted to
an image, or in the case of the decoder, it will be con-
verted to a tensor of binary data. In the original Stega-
noGAN model, both encoder and decoder models have
no activation functions at the last convolution layers
[14-15].

KerasSteganoGAN architecture allows generation of
steganographic images with the size of 128x128 pixels,
though SteganoGAN allows generation of stego-images
with original size of cover-images. The reason of this is
the difficulty of the implementation of such an architec-
ture as well as the complexity of training.

One of the key explorations in KerasSteganoGAN is
the introduction of two distinct model variants: with a
critic and without a critic. In the original SteganoGAN,
the critic network played an important role in the adver-
sarial training process by helping the model learn to gen-
erate steganographic images that are indistinguishable
from real images. The critic evaluates how realistic the
generated steganographic images are and provides feed-
back to improve the encoder's output.

In KerasSteganoGAN, we decided to investigate the
specific impact of the critic network on the quality of
the steganographic images and the accuracy of mes-
sage recovery. To do so, we created two versions of the
model:
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- One version includes the critic network, mimick-
ing the adversarial setup from SteganoGAN.

- The other version operates without a critic net-
work, meaning the encoder and decoder are trained
without the additional adversarial feedback.

The motivation for this comparison is to analyze
whether the critic network contributes significantly
to improving the visual quality of the images and the
reliability of message recovery or if a non-adversarial
approach can yield comparable results. Both variants
still use the same encoder-decoder structures, with the
option to choose between basic, residual, and dense
encoder types, but the inclusion or exclusion of the critic
alters the training dynamics. Figure 3 presents KerasSte-
ganoGAN architecture without critic with basic or dense
decoder types while encoder types could be the same
as at the original SteganoGAN: basic, residual or dense.

Training both model variants allows us to com-
pare the influence of adversarial feedback in the GAN
framework versus simpler encoder-decoder setups. This
exploration is aimed at understanding whether the crit-
ic’s complexity justifies its potential benefits, especially
in terms of computational cost and training time.

Training And Comparision

To thoroughly evaluate the performance of KerasSte-
ganoGAN models with and without the critic network,
we used a set of key metrics that assess both the quality
of the steganographic images and the effectiveness of
message recovery. These metrics — RS-BPP (Reed-Solo-
mon bits per pixel), PSNR (Peak Signal-to-Noise Ratio),
and SSIM (Structural Similarity Index Measure) — are
standard in the field of steganography, providing insights
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Fig. 3. Critic-less KerasSteganoGAN architecture with basic or dense decoder types
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into the image quality, message capacity, and accuracy
of the decoder. Detailed description of these metrics is
provided in [16].

To train our model Div2K [17] dataset was used with
batch size of 4. The train dataset consists of 700 pictures
of different sizes, while the validation dataset consists
of only 100 pictures. Due to the absence of GPU with
CUDA cores, our neural network training was done on
CPU Intel i9, and took 15 minutes to train the model on
5 epochs.

PSNR measures the difference in quality between
the steganographic image and the original cover image.
A higher PSNR value indicates that the two images are
more similar, with fewer distortions or artifacts in the ste-
ganographic image. In the context of KerasSteganoGAN,
we use PSNR to evaluate how well the model preserves
the visual quality of the cover image after embedding
the hidden message. The influence of the critic network
is particularly highlighted by this metric, as models with
a critic are expected to generate steganographic images
that closely resemble the cover images.

SSIM is another metric used to evaluate the quality
of the steganographic image, focusing on the perceptual
similarity between the cover and stego-images. It meas-
ures structural changes, taking into account luminance,
contrast, and texture. Like PSNR, higher SSIM values
indicate better preservation of the image structure. To
visualize the impact of the critic network on image qual-
ity, plots of SSIM for different encoder types and data
depths will demonstrate how the critic influences the
visual similarity between the stego and cover images.

The RS-BPP metric calculates the effective number of
bits per pixel that can be reliably hidden and recovered in
the image. This metric is derived from the decoder accu-
racy and the message depth. Although we removed the
Reed-Solomon encoding/decoding process in KerasSte-
ganoGAN, we still use the RS-BPP formula to estimate
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the capacity of the model. It provides a clear measure of
how efficiently the model can embed and recover data,
particularly when comparing different encoder types
and their ability to handle various message depths.

These three metrics allow us to assess the perfor-
mance of KerasSteganoGAN from different perspectives:
PSNR and SSIM evaluate the visual fidelity of the images,
while RS-BPP measures the model’s capacity to embed
and recover data effectively. The upcoming sections will
illustrate these metrics through various plots, particu-
larly focusing on how the inclusion of the critic network
affects image quality and message recovery.

To comprehensively compare the performance of
KerasSteganoGAN models with and without a critic net-
work, we trained both variants using three encoder-de-
coder configurations:

- basic encoder — basic decoder;

- residual encoder — basic decoder;

- dense encoder — dense decoder.

For each of these encoder-decoder pairs, we exper-
imented with six different message depths (1 to 6 bits
per pixel), varying the amount of data embedded in each
image. Each configuration was trained for 5 epochs, as
this was sufficient to observe the general trends in the
models’ performance while keeping the training time
manageable. The impact of these choices on the per-
formance of the models is reflected in several metrics —
PSNR, SSIM, and RS-BPP — as shown in the figures that
follow.

In Figure 4, we present PSNR results for all three
encoder configurations (basic, residual, and dense)
across different message depths. Here, it becomes evi-
dent that models with a critic network generally achieve
higher PSNR values, particularly at higher data depths,
indicating better preservation of image quality. The
residual encoder, paired with a basic decoder, shows a
significant improvement in PSNR compared to the basic
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Fig. 4. Plot of SSIM metrics during 5 epochs of training KerasSteganoGAN with and without critic model
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encoder, especially when trained with a critic. The dense
encoder achieves the best overall results, with PSNR val-
ues staying high even with 6 bits per pixel of data, high-
lighting its superior ability to handle larger payloads.

Similarly, Figure 5 showcases the SSIM metric for
the same encoder-decoder configurations. The dense
encoder consistently achieves higher SSIM values, indi-
cating a better structural similarity between the stego
and cover images. Models with a critic tend to perform
better in terms of SSIM across all data depths, reinforc-
ing the idea that the critic helps the encoder preserve
image structure more effectively.

55IM Metric Logs

o 1 ]
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The RS-BPP metric (shown in Figure 6) provides
insight into the effective payload capacity of the
models.

Here, the dense encoder again outperforms the
basic and residual encoders, particularly at higher mes-
sage depths. As expected, models with a critic achieve
slightly higher RS-BPP values, reflecting their ability to
embed and recover data more accurately. However, the
improvement in RS-BPP is not as dramatic as the gains
seen in PSNR and SSIM, suggesting that the critic's pri-
mary benefit lies in improving image quality rather than
significantly boosting payload capacity.
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Fig. 5. Plot of PSNR metrics during 5 epochs of training KerasSteganoGAN with and without critic model
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Research Experiments And Results

These results highlight the consistent pattern
observed across metrics — models with a critic tend to
produce higher quality images, as evidenced by their
superior PSNR and SSIM values, while dense encoder
architectures excel in both image quality and data
embedding efficiency.

To better understand the effectiveness of our trained
models, there is table 1, which contains Decoder accu-
racy, PSNR, SSIM, and RS-BPP metrics for each KerasSteg-
anoGAN model with different data depth, encoder archi-
tecture, and critic model presence. Figure 7 presents the
original image in the first row, the stego-image created by
the KerasSteganoGAN model with critic, dense encoder,
and data-depth 6 trained on 5 epochs on the second row,
and their difference in the gray-scale on the third row.

The decoder accuracy remains high across all models
and data depths, particularly for smaller message depths

(1 and 2 bits per pixel). Both models with and without a
critic achieve nearly perfect accuracy at lower message
depths, with a slight drop as the data depth increases.
At data depth 6, the model with a critic shows slightly
better accuracy for the dense encoder (77%) compared
to the non-critic model (78%), indicating the critic's pos-
itive impact in higher payload scenarios.

RS-BPP, which measures the effective payload,
shows a consistent trend: the dense encoder performs
best across all data depths. For instance, at data depth
6, the dense encoder achieves an RS-BPP of 3.34 (with
critic) and 3.42 (without critic), outperforming both the
basic and residual encoders. The basic encoder shows
relatively lower RS-BPP across all configurations, with
values ranging from 0.98 at depth 1 to 2.84 at depth 6
(with a critic). In general, models without a critic show
slightly higher RS-BPP values, but the difference is not
significant.

Table 1. Metrics For Different Model Architecture And Payload Depth

Critic D Decoder Accuracy RS-BPP PSNR SSIM
Basic |Residual| Dense Basic |Residua|| Dense Basic |Residual| Dense Basic |Residua|| Dense
1 0.99 0.99 0.99 0.98 0.98 0.98 13.11 16.69 1444 0.47 0.63 0.52
2 0.98 0.97 0.98 1.93 1.91 1.95 12.13 1466 13.93 0.39 0.53 0.49
3 0.97 0.95 0.97 2.83 2.70 2.86 10.81 12.20 11.60 0.26 0.36 0.29
Yes 4 0.87 0.84 0.90 3.01 2.77 3.20 11.21 13.11  11.55 0.29 0.42 0.28
5 0.78 0.77 0.82 2.87 2.71 3.24 1199 1495 12.08 0.36 0.54 0.33
6 0.73 0.71 0.77 2.84 2.60 3.34 12.68 16.19 12.78 0.42 0.61 0.39
1 0.99 0.99 0.99 0.98 0.98 0.99 12.34 15.62 14.82 0.42 0.59 0.55
2 0.99 0.99 0.99 1.96 1.96 1.96 11.62 14.06 13.12 0.35 0.50 0.45
No 3 0.97 0.95 0.98 2.82 2.74 2.90 10.78 11.55 10.99 0.26 0.31 0.27
4 0.88 0.83 0.90 3.08 2.65 3.22 10.66 12.93 10.80 0.25 0.43 0.24
5 0.79 0.78 0.83 2.97 2.84 3.37 11.64 13.62 11.60 0.35 0.47 0.30
6 0.75 0.73 0.78 3.02 2.79 3.42 11.94 1505 11.99 0.38 0.55 0.34

Fig. 7. Original resized, callback, their difference images on 5 epochs of the Dense model
with critic and data-depth equals 6
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In terms of PSNR, the dense encoder consistently
performs better across all message depths compared
to the basic and residual encoders. For example, at data
depth 6, the dense encoder achieves a PSNR of 12.78
(with critic) and 11.99 (without critic), outperforming
the other two encoders. The critic-enhanced models
tend to have better PSNR values at higher data depths.
At data depth 6, the basic encoder with a critic achieves
a PSNR of 12.68 compared to 11.94 without a critic. This
indicates that the critic helps preserve image quality as
more data is embedded into the image.

SSIM results follow a similar pattern to PSNR, with
the dense encoder showing the best performance across
all message depths. For example, at data depth 6, the
dense encoder achieves an SSIM of 0.39 (with critic) and
0.34 (without critic). The critic-enhanced models con-
sistently achieve higher SSIM values across all configura-
tions. At data depth 6, the residual encoder with a critic
scores 0.61, compared to 0.55 without a critic, reinforc-
ing the idea that the critic network helps maintain the
structural integrity of the image. The residual encoder
benefits the most from the critic in terms of SSIM. For
instance, at data depth 6, the residual encoder with a
critic scores 0.61, significantly higher than the 0.55
scored by the non-critic model.

Dense encoder consistently outperforms both
basic and residual encoders across all metrics, show-
ing its strength in handling larger payloads (higher data
depths). Models with a critic generally perform better
in terms of PSNR and SSIM, indicating that the critic
helps improve image quality and structural similarity,
especially at higher data depths. The non-critic models
show slightly higher RS-BPP values, but the difference is
not substantial, suggesting that while the critic improves
image quality, it does not greatly impact the payload
capacity.

Conclusion

In this paper, we presented KerasSteganoGAN, a
TensorFlow-based reimplementation and extension of
the original SteganoGAN model, with key modifications,
including the removal of the Reed-Solomon encoding/
decoding process and the introduction of two distinct
model variants: with and without a critic network. Our
goal was to assess the impact of these changes on the
model's ability to hide and recover messages while
maintaining the quality of the steganographic images.

Through a comprehensive evaluation using RS-BPP,
PSNR, and SSIM metrics across different encoder-de-
coder architectures and message depths (ranging from
1 to 6 bits per pixel), we observed several important
trends:

- Dense encoders, regardless of whether a critic
was used, consistently outperformed both basic and
residual encoders in terms of both image quality and

data embedding efficiency. Dense connections allowed
for better feature reuse, resulting in higher RS-BPP,
PSNR, and SSIM values across all configurations.

- The critic network played a crucial role in improv-
ing image quality, particularly at higher message depths.
Models with a critic achieved higher PSNR and SSIM
values, indicating that the critic helped preserve both
the visual and structural integrity of the steganographic
images.

- While models without a critic achieved slightly
higher RS-BPP values, the improvement was marginal,
suggesting that the critic network primarily enhances
image quality rather than significantly increasing pay-
load capacity.

Overall, our results suggest that using a dense
encoder with a critic network yields the best trade-off
between payload capacity and image quality, making it
an ideal choice for high-capacity steganographic tasks.
However, given that all models were only trained for 5
epochs, our results also indicate that more extensive
training (at least 32 epochs, as used in the original Ste-
ganoGAN) would likely lead to further improvements
in performance, especially for more complex encoder
architectures like the dense encoder.

Future work will focus on exploring additional
encoder architectures and loss functions to further opti-
mize the performance and enhance its applicability in
real-world steganography scenarios. We plan to retrain
the model and perform a comparative analysis under
equivalent training conditions, such as training duration,
to ensure a fair evaluation of the model's improvements.
Additionally, we aim to generate images at their original
size to better reflect practical use cases and assess the
model’s performance with higher-resolution data.
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MOKPALLEHA CTETAHOIPA®IAl 30BPAXKEHDb
3A AOMOMOrO0 KERAS-STEGANOGAN:
GAN HA OCHOBI TENSORFLOW

Omutpo Xoma, €sreH balwkos
Cmezanoepaghia  300pasxcens — ye  npoyec
60yoosyeanns cexkpemnoi ingopmayii 6  yupposi
300padicents MaxKum YuHoM, wob cam gaxm icHy8aHHs

ISSN 2786-9024



ObuncntoBasibHa TexHiKa Ta aBToMaTU3al,in

T3. Ne5(37)'2025

nosioomnenns  sanuwiasca — Henomimuum.  OcmaHwi
docsieneHHs Y cghepi 2nubOKoe0 HABYAHHA, 30KpeMd
6 eenepamugHo-smazanvuux mepexcax (GAN), cymmeso
NOKPAWULU K NPONYCKHY 30AMHICHb CINe2an02paQiuHux
cucmem, max 1 AKicmb GIOMBOPEeHHA 300padiCEeHb.
Opueinanvha mooenv SteganoGAN, peanizoseana y Torch,
0ocsena HanucydacHiuux pesyromamis, 3abe3neyyouu
npuxogysanns 00 4.4 0im Ha nikcenb npu BUCOKIl
cmitikocmi 0o memodie cmezoananizy. Ilpome eniug
Kpumuxa (critic network) Ha Axicmv cmezanozpaii

ma cmabiibHicmb  HAGYAHHA  00CI  3AMUULAEMbCS
HeOOCmamnbo 6UBYEHUM.
A% yiu pobomi npeocmasiero Keras-

SteganoGAN — peanizayito ma posuiupenns SteganoGAN
Ha 6a3i TensorFlow, npushaueny 01 cUCmeMamuiHo2o
awanizy poai  Kpumuxa 6 npoyeci 3Ma2anbHO20
cmezanoepagiunoeo nasuanua. byno pospobreno ma
NOPIGHAHO 08I 6epCii MoOOeNi — 3 KpUmuKkom i 6e3 Hbo2o —
Ha OCHO8I mpbox apximekmyp eunkooepa: basic, residual
ma dense. Koowcny konghicypayiio nasuaiu npomszom
n’amu enox i3 emubunor nogioomaenHs 6i0 1 0o 6
6im, wo 0ano 3mo2y 8cebiyHO OOCAIOUMU KOMNPOMICU
MIDIC  EMHICTNIO  NPUXOBAHUX OAHUX, CHOMBOPEHHIM
300padicenHs ma MOYHICIIO 0eKOOYB8AHHA.

Kinvkicna oyinka euxonysanacs 3a 00NOMO20M0
CMAaHOapmHux Mempuk AKocmi 300pasiceHs
i cmezanoepagpiunoi echexmusnocmi, sxmouarowu PSNR,
SSIM, RS-BPP ma mounicme 0exodysanusi. Pezynomamu
NOKA3YI0Mb, WO HAABHICMb KPUMUKA NIOBUULYE BI3)ATbHY
SAKICMb  ma  cxodcicms  300padicenb  3a  HEBEIUKUX
HABAHMAJICEHb, Npome 1020 GNIUE 3MEHULYEMbCS
31 30inbenHamM enubunu nosioomnenus. Ompumani
pe3yibmamuy  Haoaroms HO8e PO3YMIHHS — 63A€EMOOIT
Midc  CKIAOHicmio eHKoOepd, OUHAMIKOI KPUMUKA
ma cme2aHocpaQiuHo  epexmusHicmio, a MaKoic
dopmyroms niorpyums 0 NOOAILUL020 B00CKOHANEHHS
cucmem cmeeanoepagii na 6asi GAN.

Knrouosi cnosa: SteganoGAN, Keras, TensorFlow,
cmezanoepagis 306padicenb, GAN, enxooep, Kpumux,
nponyckna 30amuicme, residual, dense, Odexodep,
3MacanbHe  HAGUAHHSA,  NPUXOBAHE  NOBIOOMIEHHS,
MEMPUKU CXOHCOCIMI.

REFERENCES

[1] Pevny', T., Filler, T., and Bas, P. “Using high-dimensional
image models to perform highly undetectable
steganography. Information Hiding”, 2010.

[2] Kevin Alex Zhang, Alfredo Cuesta-Infante, Lei Xu, and
Kalyan Veeramachaneni, “Steganogan: High capacity
image steganography with gans,”
arXiv:1901.03892, 2019.

[3] Ian Goodfellow, Jean Pouget-Abadie, Mehdi Mirza, Bing
Xu, David Warde-Farley, Sherjil Ozair, Aaron Courville,
and Yoshua Bengio. “Generative adversarial nets. Advances
in neural information processing systems”, 27, 2014.

arXiv preprint

[4] Hayes, J. and Danezis, G. “Generating steganographic
images via adversarial training”. In NIPS, 2017.

[5] Baluja, S. “Hiding images in plain sight: Deep
steganography”. In Guyon, 1., Luxburg, U. V., Bengio, S.,
Wallach, H., Fergus, R., Vishwanathan, S., and Garnett,
R. (eds.), Advances in Neural Information Processing
Systems 30, pp. 2069-2079. Curran Associates, Inc.,
2017.

[6] Zhu,]., Kaplan, R., Johnson, J., and Fei-Fei, L. “HiDDeN:
Hiding data with deep networks”. CoRR, abs/1807.09937,
2018.

[7] He, K., Zhang, X., Ren, S., and Sun, J. “Deep residual
learning for image recognition”. IEEE Conf. on Computer
Vision and Pattern Recognition (CVPR), pp. 770-778,
2016.

[8] Huang, G., Liu, Z., van der Maaten, L., and Weinberger,
K. Q. “Densely connected convolutional networks”.
IEEE Conf. on Computer Vision and Pattern Recognition
(CVPR), pp. 2261-2269, 2017.

[9] Shao-Ping Lu, Rong Wang, Tao Zhong, and Paul L Rosin,
“Large-capacity image steganography based on invertible
neural networks”, in Proceedings of the IEEE/CVF
conference on computer vision and pattern recognition,
2021, pp. 10816— 10825.

[10] Donghui Hu, Liang Wang, Wenjie Jiang, Shuli Zheng, and
Bin Li, “A novel image steganography method via deep
convolutional generative adversarial networks”, IEEE
access, vol. 6, pp. 38303-38314, 2018.

[11] S. L. Kryvyi, Y. V. Boyko, S. D. Pogorilyy, O. F. Boretskyi,
M. M. Glybovets. “Design of Grid Structures on the Basis
of Transition Systems with the Substantiation of the
Correctness of Their Operation”. Cybernetics and Systems
Analysis. January 2017, Volume 53, Issue 1, pp 105-114.
Springer Science+Business Media New York 2017. https://
doi.org/10.1007/s10559-017-9911-0

[12] S. D. Pogorilyy and 1. Yu. Shkulipa. “A Conception for
Creating a System of Parametric Design of Parallel
Algorithms and Their Software Implementations”.
Cybernetics and System Analysis, Volume 45, Issue 6
(November 2009), p.p. 952-958. Springer Science and
Business Media Inc. ISSN: 1060-0396.

[13] Tang, W., Tan, S., Li, B., and Huang, J. “Automatic
steganographic distortion learning using a generative
adversarial network”. IEEE Signal Processing Letters,
24(10):1547-1551, Oct 2017. ISSN 1070-9908. doi:
10.1109/LSP.2017.2745572.

[14] Zhuo Zhang, Jia Liu, Yan Ke, Yu Lei, Jun Li, Minqing
Zhang, and Xiaoyuan Yang, “Generative steganography
by sampling,” IEEE access, vol. 7, pp. 118586—-118597,
2019.

[15] B Delina, “Information hiding: A new approach in text
steganography,” in Proceedings of the International
Conference on Applied Computer and Applied
Computational Science, World Scientific and Engineering
Academy and Society (WSEAS 2008), 2008, pp. 689-695.

Copyright © 2025, OTA.



ObuncntoBasbHa TEXHIKA Ta aBToMaTU3aL,inA

T3. Ne5(37)'2025

[16] Khoma D.Yu,, “Steganographic algorithms
and stegoanalysis based on classical methods
and neural networks” — Scientific works of
DonNTU, series "Informatics, Cybernetics and
Computing", No. 2 (37), 2024, p. 42-53. https://doi.
org/10.31474/1996-1588-2023-2-37-42-53

[17] Agustsson, E. and Timofte, R. “NTIRE 2017 challenge on
single image super-resolution: Dataset and study”. In The
IEEE Conf. on Computer Vision and Pattern Recognition
(CVPR) Workshops, July 2017.

CratTa Haginwna go peaakuii 30.09.2025
CraTTs npuitHAaTa 12.10.2025
CraTTiO Ony61iKOBaHO

(0 ®

ISSN 2786-9024 g



HAYKOBI MNMPALI
AOHELIbKOIo HAUIOHA/IBHOIO

TEXHIYHOIO YHIBEPCUTETY

Cepisti: «O04HCIIOBATILHA TEXHIKA
Ta aBTOMATU3aLifg»

Bceykpaincbkuii HayKoBHid 30ipHUK
3acHoBanuid y sunHi 1998 poxy

Buxoauts 2 pa3u Ha pik
MoBu BUAAHHS: YKPAIHCHbKA, AHIVIIMCbKA (3MIIIAHMMHI) MOBAMHU.

T3. Ne 5(37)°2025

[igmucano xo npyky 10.06.2025. dopmar 60%84/8.
[Mamip odeernnii. [apHitypa Calibri. Lludposuii apyx.
YMoBHO Ipyk. apk. 5,58. Tupax 150. 3amosnenns Ne 0525/420.

Iina moroBipHa. BinapykoBaHO 3 TOTOBOTO OpHUTiHATI-MaKeTa.

BunaBaunrso i apykapHs — Bumasauanii nim «[enbBeTHKaY
65101, Ykpaina, M. Ozeca, Byi. [arnesi, 6/1
Tenedonu: +38 (095) 934 48 28, +38 (097) 723 06 08
E-mail: mailbox@helvetica.ua
CBizmourBo cy0’€KTa BUIABHIYOL CIIPaBU
JK Ne 7623 Bin 22.06.2022



